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Chapter 1
Introduction

The Config Tools for i.MX is part of MCUXpresso Config Tools, a suite of evaluation and configuration tools that help users from
initial evaluation to production software development. Config Tools for i.MX is an easy-to-use way to configure the pins and DDR
of the i.MX processor devices. The software, in general, enables you to create, inspect, change, and modify any aspect of the pin
configuration and muxing of the device. It also allows you to configure and validate DDR settings. This document describes the
basic components of the Config Tools for i.MX and lists the steps to configure and use them to configure both pins and DDR.

NOTE
Only the standalone desktop version is currently available for i.MX processors.

1.1 Features

The Config Tools for i.MX consists of the Pins, TEE and DDR tools.
The Pins tool is designed for:

+ Configuration of pin routing/muxing

» Managing different functions used for routing initialization

» Configuration of pin functional/electrical properties

» Generation of code for routing and functional/electrical properties
The DDR tool is designed for:

» Configuration of DDR controllers

+ Validation of DDR configuration

The Pins tool can be used to define routing of pins for target device/board. The tool configuration may be shared using the stored
configuration in the MEX file or by using the generated C or DTSI (optional) snippet files (via Import/Export or via copy-paste of
the generated source).

NOTE
The Pins Tool, in general, generates code for routing the pin to the peripheral, but not for the configuration of
the peripheral. Some peripherals might need additional configuration of the pin to assign function or channel. For
example, for some ADC the routing provide connection between pin and the ADC peripheral. You can then assign
the ADC channel from within the ADC peripheral.

The DDR tool allows you to view and configure basic DDR attributes, such as memory type, frequency, number of channels
and others and test the DDR configuration by a variety of tests. After you have specified the connection type, you can choose
scenarios, tests to run in these scenarios, and view the test results, logs, and summary.

1.2 Versions

For i.MX, the tool is referred to as Config Tools for i.MX and is available as a desktop application only. The tool contacts the NXP
server and fetches the list of the available processors. Once used, the processors data is retrieved on demand. To use the desktop
tool in the offline mode, create a configuration for the given processor while online. The tool will then store the processors locally
in the user folder and enable faster access and offline use.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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Figure 1. Config Tools for i.MX

1.3 Tools localization

Tools are available in English and Simplified Chinese only.
The locale of Tools automatically copies the global settings of your computer.
To set the locale manually, add the following parameter to the command line:
tools.exe -nl zh
You can also set the locale in the tools.ini file by adding the following line:
-Duser.language=zh
NOTE
Setting your system locale to Chinese automatically launches the tool with localized Chinese menu items, tool tips,

and help. You may need to delete the /home_dir}/.nxpfolder after switching languages because some menu items
may be cached.
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Chapter 2
User Interface

2.1 Start Development wizard

Upon starting Config Tools, you are automatically welcomed by a startup wizard. With this wizard, you can create a configuration
or open an existing one.

NOTE
To skip the wizard on subsequent startups, select the Always open last configuration checkbox below the Open an
existing configuration option. You can also perform the same action by selecting the Automatically open previously
used configuration checkbox in Preferences.

- Start development O x

Select a way to start development

@ Create a new configuration and project based on an SDK example or a "hello world" project
Use this option to clone an SDK example or create a hello world project for a supported IDE/toolchain
(O Create a new configuration based on an existing IDE/toolchain project
Browse...

Use this option to create the Pins, Clocks, and/or Peripherals configuration of an existing Keil uVision, AR Embedded
Workbench, CodeWarrior for MCU with SDK, or ARM GCC project.

Once created, this option will support directly updating the Pins, Clocks, and Peripheral files associated with the
IDE/toolchain project.

Figure 2. Start development wizard

NOTE
The content of this wizard is similar to the wizard that you open by selecting File > New in the Menu bar.

2.2 Creating, saving, and opening a configuration

In this context, configuration stands for common tools settings stored in an MEX (Microcontrollers Export Configuration) file. This
file contains settings of all available tools . The folder with the saved MEX file must contain exactly one project file to be able to
parse the toolchain project.

2.2.1 Creating a new configuration

You can create a configuration from the Start development wizard or by selecting File > New from the Menu bar.

If you start creating your development for any NXP board or kit, we recommended you start with example to create a configuration
for a board or a kit. Such configuration contains board-specific settings. If you select a processor, the configuration will be empty.

After the new configuration is created, you can continue by importing an existing configuration from an MEX file. It is useful if you
already have a configuration available or if you want to reuse a previous configuration. To import an existing configuration from
an MEX file, select File > Import... > Import configuration (*.mex) from the Menu bar.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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2.2.1.1 Creating a new standalone configuration

You can create a new configuration that is not part of any toolchain project.

E] Create a new configuration O X
Create a new configuration

Tip: To apply existing board configuration, impaort it using the command File > Import

Select Processor/Board/Kit

type filter text

Select Processor/Board/Kit Pins DDR Status
~ Boards
IMXRT1050-EVKB J X Cached
MCIMX6Q-SDB-REV-B v X Cached
~ Processors
~ .MX 6Quad
MCIMXBQuoV T v X Cached
v LMX 8M Mini Dual
MIMX8MM4sxxKZ X «  Cached
v I.MXRT
MIMXRT 105250008 4 X Cached

MName your configuration

Select SDK version

< Back Next = FEinish Cancel

Figure 3. Creating a new configuration

To create a standalone configuration, do the following:

1. In the Start development wizard select Create a new standalone configuration for processor, board, or kit. Alternatively, in
the Menu bar, select File > New.

2. Click Next.

3. Select the processor, board, or kit from the list.

NOTE
If you are working offline, you will only see locally saved options. For more information, see the Working
offline section.

4. Name your configuration. Optionally, you can select processor package, core, and SDK version.

5. Click Finish.

2.2.2 Saving a configuration

To save your configuration for future use, select File>Save from the Menu bar.
To save a back-up of your configuration, do the following:

1. In the Menu bar, select File>Save Copy As.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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User Interface

In the dialog, specify the name and destination of the configuration.

3. Click Save.

The folder with the saved MEX file must contain exactly one project file to be able to parse the toolchain project.

2.2.3 Opening an existing configuration

To open an existing configuration, do the following:

1.

In the Start development wizard, select Open an existing configuration. Alternatively, in the Menu bar, select File > Open.

. Click Browse to navigate to your configuration file.

2
3.
4

Select the configuration file and click Open.

. Optionally, select Always open last configuration to skip the Start development wizard and load the last-saved configuration

by default.

2.2.4 User templates

You can export and store the current configuration as a user template for later use as a reference configuration file.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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] Bxport = [[2-es]

Select /-‘
Export Configuration as Template i E 5 I

Select an export destination:
type filter text

. = Pinz Tool
: = Processor Data
4 (= Tools Configuration
Export Configuration as Template

< Back Next > T

Figure 4. Export template

The exported template is available in the New Configuration wizard and can be used to create a configuration. You can also define
custom labels for pins or identifiers prefixes for #define in generated code. You can export the configuration by selecting, in the
Menu bar, File > Export > Tools Configuration > Export Configuration as Template.
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(& Export o 2=

Export Configuration as Template

Mame your template  TemplateP CIMEE QT

Mext = Finish l ’ Cancel

Figure 5. Create a new configuration from the template

NOTE
The templates are stored in at the following location on your local hard disk: { Suser}/.nxp/{tools folder}/

{version}/templates.

2.2.5 Importing sources
You can import source code files to use as basis for further configuration.
To import source code files, do the following:

1. In the Menu bar, select File > Import....

2. From the list, select MCUXpresso Config Tools>Import Source.
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&] Import O >
Select \“

Choose import wizard. H

Select an import wizard:

type filter text

~ = MCUXpresso Config Tools
& Import Configuration (*.mex)
71 Import Registers
&l Import Source
~ [= Pins Tool
Import Legacy IOMux Tool Design Configuration (XML) Format

Import Legacy i.MX Pins Configuration (PEx for i.MX) Format

< Back MNext = Finish Cancel

Figure 6. Import Source wizard

Click Next.
On the next page, click Browse to specify the location of the source file.
Select the source file that you wish to import and click Open.

On the next page, select which functional groups to import (based on tools) by selecting the checkbox in the left column.

N o o b~ W

Define how to import the functional groups by selecting one of the two available options in the dropdown menu in the
right column:

* Rename - All files are merged into the current configuration. It imports all the functions only. If the imported
function has the same name as an existing one, it is automatically renamed to the indexed one. For example, if
BOARD InitPins exists in the configuration then the imported function is renamed to BOARD InitPinsl .

+ Overwrite — All files are merged into the current configuration. It imports all the functions only. If the imported
function has the same name as an existing one, then the existing one is replaced with the imported one.

8. Click Finish.

NOTE
Only C or Device Tree files with valid YAML configuration can be imported. It imports the configuration only, then
the whole C file is re-created based on this setting. The rest of the C and DTSI files are ignored.

2.2.5.1 Importing configuration
To import an existing configuration from an MEX file, do the following:

1. In the Menu bar, select File > Import...>.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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In the Import wizard, select MCUXpresso Config Tools > Import configuration (*.mex).

Click Next.

On the next page, click Browse to specify the location of the registers file.

Select the MEX file that you wish to import and click Open.

On the next page, select which functional groups to import (based on tools) by selecting the checkbox in the left column.

Define how to import the functional groups by selecting one of the two available options in the dropdown menu in the
right column:

+ Rename - All files are merged into the current configuration. It imports all the functions only. If the imported function has
the same name as an existing one, it is automatically renamed to the indexed one. For example, if BOARD InitPins
exists in the configuration then the imported function is renamed to BOARD InitPinsl.

+ Overwrite — All files are merged into the current configuration. It imports all the functions only. If the imported function
has the same name as an existing one, then the existing one is replaced with the imported one.

Click Finish.

Figure 7. Import configuration

38 import O x

Import Configuration

Select MEX configuration file

Path to an existing configuration (*.mex):

Browse...
Functional groups found to be imported:
Configuration/Functional group Import opti...
Mo file selected
< Back Next = Einish Cancel

2.2.5.2 Importing Board/Kit Configuration

Use import settings from default board/kit templates provided within CFG tools data for further configuration.

To import board/kit configuration, do the following:

1.

In the Menu bar, select File > Import...>.
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In the Import wizard, select MCUXpresso Config Tools > Import Board/Kit Configuration.
Click Next.
On the next page, select the board/kit variant from the dropdown menu.

Select which functional groups to import (based on tools) by selecting the checkbox in the left column.

o o &~ 0D

Define how to import the functional groups by selecting one of the two available options in the dropdown menu in the
right column:

* Rename - All files are merged into the current configuration. It imports all the functions only. If the imported function
has the same name as an existing one, it is automatically renamed to the indexed one. For example, if BOARD_InitPins
exists in the configuration then the imported function is renamed to BOARD_InitPins1.

+ Overwrite — All files are merged into the current configuration. It imports all the functions only. If the imported function
has the same name as an existing one, then the existing one is replaced with the imported one.

7. Click Finish.

2.2.6 Exporting sources
It's possible to export the generated source using the Export wizard.
To launch the Export wizard:

1. Select File > Export from the Menu bar.

2. Select Export Source Files.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
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(EBpon e

Select ,;‘
Export Source Files I E 5 I

Select an export destination:

type filter text

4 (= Pins Tool

Export HTML Report

Export Registers

Export Source Files

Export the Pins in C5V (Comma Separated Values) Format
» = Processor Data
» [ Tools Configuration

< Back Next > T

Figure 8. Export wizard

3. Click Next.

4. Select the target folder where you want to store the generated files.
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& Export o B

Export Pins Source Files

Cortex-A% (Core #0)

ChnxpProjects\Examplelcore #0 -

Cortex-A% (Core #1)
[C] Export

ChnxphProjects\Examplelcore #1 Browse...

Cortex-A% (Core #2)
[C] Export

ChnxphProjects\Example\core #2 Browse...

Cortex-A% (Core #3)
[C] Export

ChnxphProjects\Example\core 3 Browse...

Finizh l ’ Cancel

-

Figure 9. Export sources — Select target folder

5. In case of multicore processors, select the cores you want to export.

6. Click Finish.

2.3 Menu bar

The Menu bar contains five menus: File, Edit, Tools, Views, Help, and a tool-specific menu.

The File menu contains file management items.

Table 1. File menu

Menu item Description
New... Create a configuration. For more information, see the Configuration section.
Open Open a configuration from an MEX file.

Table continues on the next page...
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Table 1. File menu (continued)

User Interface

Menu item Description
Save Save current configuration.
Save Copy As... Create a backup copy of the current configuration.

Switch processor

Switch to a different processor. For more information, see the Switching processor section.

Switch package

Switch to a different processor package. For more information, see the Switching
processor section.

Select Core

Select a processor core for further configuration.

Data Manager

Manage local data. For more information, see the Managing data and working offline section.

Import... Import settings from source files. For more information, see the Advanced Features section.

Export... Export source files and other tool information. For more information, see the Advanced
Features section.

Exit Exit the application. If there are any unsaved changes, you are prompted to save the changes.

The Edit menu contains basic editing actions as well as items modifying the appearance and behavior of the whole framework.

Table 2. Edit menu

Menu item

Description

Open Update Code Dialog

Update code after configuration change. For more information, see the
Update code section.

Undo (...) Cancel a previous action. The action to be undone is always appended.
Redo (...) Cancel a previous undo action. The action to be redone is always appended.
Copy Copy the selected text to the clipboard.

Select All Select the whole text in the current field/view.

Call from default initialization function Set the currently selected functional group to be called from the default

initialization function.

Functional Group Properties

Edit functional group properties.

Preferences

Edit preferences. For more information, see the Preferences section.

Configuration Preferences

Edit configuration preferences. For more information, see the Configuration
Preferences section.

The Tools menu lists all the tools available in the tools framework. Use this menu to switch between the tools.

The Tool-specific menu contains items tailor-made for individual tools. Only items relevant to the currently active tool are
displayed. The menu name copies the name of the currently active tool.

Table 3. Pins menu

ltem

Description

Functional Groups

Edit functional group properties.

Table continues on the next page...
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Table 3. Pins menu (continued)

User Interface

Iltem

Description

Automatic Routing

Attempt to resolve routing issues. Opens the Automatic Routing dialog, which
displays routing issues that have been resolved and and the ones that require
manual correction.

Apply Expansion Board

Apply an expansion board to an already created expansion header

Create the Default Routing

Open a dialog for the creation of a new functional group containing the after-reset state
of pins and internal signals.

Refresh

Refresh both the generated code and the whole GUI.

Reset to Board Defaults

Reset the configuration of the Board/Kit defaults.

Reset to Processor Defaults

Reset the configuration of the processor's defaults.

The Views menu contains a tool-specific list of available views. Select a view from the list to open it. Select an already opened view
to highlight it. Choose Reset views to reset the current tool perspective to its default state. The Help menu contains assistance

and general information-related items.

Table 4. Help menu

ltem Description
Contents Display the User Guide.
Quick Start guide Open a PDF file of the Quick Start guide.

Release Notes

Display release notes of the installed version.

Community

Display web pages of the product-related community forums.

Processor Information

Display web pages containing information about the currently
used processor.

Kit/Board Information

Display web pages containing information about the currently
used board or kit.

Open SDK API

Display documentation of the relevant SDK API.

Check for updates

Check for a newer version of the product. If a new version is
available, you are prompted to confirm and perform the update

Open Cheat Sheet

Display a cheat sheet to help with using the tools. You can also
load a cheat sheet from a file, or from a URL.

About

Display general product information.

2.4 Toolbar

The toolbar is on the top of the window and includes buttons/menus of frequently used actions common to all tools. See the

following sections for more information.

Table 5. Toolbar

ltem

Description

Config Tools Overview

Open the Overview dialog with information about currently used tools.

Show Problems View

Open the Problems view.

Table continues on the next page...
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Table 5. Toolbar (continued)

User Interface

Iltem

Description

Update Code

Open the update dialog allowing you to update generated peripheral initialization code
directly within specified toolchain project.

Generate Code

Regenerate source code when "Enable Code Preview" preference is disabled.

Functional group selection

Select functional group. Functional group in the Peripherals tool represents a group
of peripherals that are initialized as a group. The tool generates a C function for each
function group that contains the initialization code.

Call from default initialization

Set the current functional group to be initialized by the default initialization function.

Functional group properties

Open the Functional group properties dialog to modify name and other properties of
the function group.

Tool selection

Display icons of individual tools. Use them to switch between tools.

Undo/Redo

Undo/Redo last action.

In addition, the toolbar may contain additional items depending on the selected tool. See the chapters dedicated to individual tools

for more information.

2.4.1 Config tools overview

The Config Tools Overview provides you with general information about your currently active configuration, hardware, and project.
It also provides a quick overview of the used/active and unused/inactive tools, generated code, and functional groups. By default,
the Config Tools Overview icon is on the left side of the toolbar.

Config Tools Overview contains several items.

Table 6. Config Tools Overview

Iltem

Description

Configuration — General Info

Displays the name of and the path to the MEX file of the current
configuration. Click the link to open the folder containing

the MEX file. To import additional settings, click the Import
additional settings into current configuration button.

Configuration — HW Info

Displays the processor, part number, core, and SDK-version
information of the current configuration.

Project Displays toolchain project information.
Pins/DDR/SERDES/PBL/TEE Displays basic information about Pins, DDR, SERDES, PBL,
TEE tools.
NOTE

If you have disabled a tool and want to reopen it, click the tool icon in the upper right corner or select it from the
Main Menu. The Config Tools Overview opens automatically.

To enable/disable the tools, click the toggle button. You can navigate to the tools by clicking their icons. Following information

about the tools is also available:
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Table 7. Config Tools Overview

B

T T TTTOTTT®N

ltem Description
Generated code Contains the list of source-code files. Click the links to open the files in the Code Preview view.
Functional groups Contains the list of the currently active functional groups. To select the groups in the Functional
groups tab in the toolbar, select the relevant links.
[&] Config Tools Overview O X
# Configuration - General Info  Configuration - HW Info “  Project
Name: IMXRT1050-EVKB.mex Processor: MIMXRT1052xxxxB
Path: C:\Users\nxf43171\Documents Part number: MIMXRT1052DVL6B
N Core: Cortex-M7F
()
Board: IMXRT1050-EVKB
SDK Version: ksdk2_0
~  Pins

E Configures pin routing, including functional electrical pin properties, voltage/power rails, and run-time pin configuration.

~ Generated code

board\pin_mux.c

board\pin_mux.h

#  Functional groups

BOARD_InitPins
BOARD_InitDEBUG_UARTPins
BOARD_InitSDRAMPins
BOARD_InitCSIPins
BOARD_InitLCDPins
BOARD_InitCANPins
BOARD_InitENETPins
BOARD_InitUSDHCPins
BOARD_InitHyperFlashPins

Tools not supported for the selected processor: DDR Close and Update Code Close

Figure 10. Config Tools Overview

NOTE
Unsupported tools are not displayed in the overview.

2.4.2 Update code

To update the project without opening the Update Files dialog, deselect the Always show details before Update Code checkbox.

To access the Update Code dialog from the Update Code dropdown menu, select Open Update Code Dialog.

Figure 11. Update Code dropdown menu

Update Code

: Update Code
] Open Update Code Dialog
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NOTE
The generated code is always overwritten.
The Update Code action is enabled under following conditions:

« If the MEX configuration is saved in a toolchain project, the processor selected in the tool matches with processor selected
in the toolchain project

» Core is selected (for multicore processors)

2.4.3 Functional groups
Every Pins configuration can contain several functional groups.

These groups represent functions which will be generated into source code. Use the dropdown menu to switch between functional
groups and configure them.

‘Functional Group | BOARD_InitPins v e E:

Figure 12. Functional groups

You can use two additional buttons to further configure functional groups:

Table 8. Functional Groups

Icon Description

[ ] Toggle "Called from default initialization function" feature (in
source code)

@ Opens the Functional group properties window

NOTE
Red/orange background indicates errors/warnings in the configuration.

2.4.3.1 Functional group properties

In the Functional Group Properties window, you can configure several options for functions and code generation. Each setting is
applicable for the selected function. You can specify generated function name, select core (for multicore processors only) that is
affecting the generated source code, or write function description (this description is generated in the C file). You can also add,
copy, and remove functional groups as needed.

Aside from name and description, you can choose to set parameters for selected functional groups.
Functional group properties are specific for individual Config Tools:
The Pins tool:

» Set custom #define prefix - If this property is set, the specific custom prefix is used for macros generated into the
pin_mux.h. Otherwise the name of the functional group is used as the prefix.

* Prefix - The custom prefix string. If it is empty, no prefix is used.

+ Clocks gate enable - If this property is enabled, the clock gate is enabled in the generated code. The clock gate is needed
for access to the peripherals, so have it enabled elsewhere.

 Core (for multicore processors only) - Selects the core that is used for executing this function.

« Full pins initialization - If this property is set, all features of the pins are fully initialized in the generated function even if
matches the after-reset state of the processor. If it is not set, the value may be "not specified" or "Reset (...)" that means
no code is generated and after-reset state is expected.
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« De-initialization function - If this feature is set, an additional function that sets all pins in this functional group to their
after-reset state is generated. The new function has a suffix deinit.
TEE tool:

» Set custom #define prefix - If this property is checked, the custom prefix is used for macros define in generate code.
Otherwise the name of the functional group is used as the prefix.

@ Functional group properties x
Functional groups @ [3]/@)][% [v] | Name: | BOARD_InitPins
P BOARD. InitPins []Set custom #define prefix
™ BOARD_InitDEBUG_UARTPins Prefix: BOARD_INITPINS_
[ BOARD_InitSDRAMPins Clock gate enable
F BOARD_InitCSIPins Description: | Configures pin routing and optionally pin electrical features.

F BOARD_InitLCDPins

[ BOARD_InitCANPins

F BOARD_InitENETPins

F BOARD_InitUSDHCPins

P BOARD_InitHyperFlashPins

Called by default initialization function

Figure 13. Functional group properties for the Pins tool

2.4.4 Undo/Redo actions

You can reverse your actions by using Undo/Redo buttons available in the Toolbar. You can also perform these actions from the
Edit menu in the Menu bar.

Table 9. Undo/reto actions

Icon Description
e, Cancels the previous action
5N Cancels the previous undo action

2.5 Preferences

To configure preferences in the Preferences dialog, select Edit>Preferences from the Menu bar.
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You can restore settings to default by selecting Restore Defaults in the lower right corner of the dialog.

MCUXpresso Config Tools
w Appearance
Colors and Fonts

Figure 14. Preferences

MCUXpresso Config Tools

Line ending style

i) Windows [(CR + LF)

() Linux/Mac (LF)

(@) Default (based on host)

Generate files read-only (see supported toclchains in tooltip)
L] Always overwrite files without asking
Always show details before Update Code

Undo history size:

Metwork

Proxy connection
Mative

[]Work offline
Processor data update

Auto Update
Check for application updates
Show pin label & identifier table columns (Pins tool)

Require identifier for Pins (Pins tool)
Help us improve the tool

Show Overview dialog on opening configuration for the first time

[] Autornatically load last configuration on startup

Component templates folder

Allow compenent migrations
Enable Code Preview
[ ]Enable Animations

Restore Defaults

Apply and Close

Select folder

Apply

Cancel

Several settings are available.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022

User Guide

23/145



NXP Semiconductors

Table 10. Preferences

User Interface

Iltem

Description

Line ending style

Select between Windows (CR + LF), Linux/Mac (LF), or Default
(based on host).

Generate files read-only

Prevent modifying the source files unintentionally. Generated
source files are marked as read-only.

Generate source folder

At build time, automatically create a folder including
source files.

Create empty configuration if no yaml is available

Generates a configuration even if no yaml is present.

Always overwrite files without asking

Update existing files automatically, without prompting.

Always show details before Update Code

Review changes before the project is updated.

Undo history size

Enter the maximum number of steps that can be undone. Enter
0 to disable.

Proxy connection

+ Direct — Connect directly and avoid a proxy connection.

+ Native — Use system proxy configuration for
network connection.

NOTE
The proxy settings are copied from operating
system settings. In case of error, you can specify
proxy information in the tools.ini file, located in
the <install_dir>/bin/ folder. Make sure that the file
contains the following lines:

— Djava.net.useSystemProxies=true (already
present by default)

— Dhttp.proxyHost=<somecompany.proxy.net>
— Dhttp.proxyPort=80
NOTE

Authentication is
not supported.

Work Offline

Disable both the connection to NXP cloud and the download of
processor/board/kit data.

Processor data update

Select from the following options:
» Auto Update — Update the processor data automatically.
» Manual — Update processor data after confirmation.

+ Disabled - Disable processor data update.

Check for application updates

Check for application updates on a weekly basis

Show pin label & identifier table columns (Pins tool)

Select to show the pin label and the label identifier in the
relevant views.

Table continues on the next page...
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Table 10. Preferences (continued)

User Interface

Iltem

Description

Require Identifier for Pins (Pins Tool)

Controls generation of pins “Identifier” related warnings. With
this preference enabled, warnings will be generated for
bidirectional signals that have no Identifier set.

Show Overview window on opening configuration for the
first time

Open the Overview dialog on opening configuration for the
first time.

Help us to improve the tool

Send device-configuration and tool-use information to NXP.
Sending this information to NXP helps fix issues and improve
the tools

Automatically load last configuration on startup

Avoid the startup window and load the last used
configuration instead.

Enable Code Preview

Controls how the code is generated. When this preference

is enabled, code generation is performed automatically after
every change in the configuration and the Code Preview is
updated accordingly. When this preference is disabled, code
generation is stopped, warning message is displayed in Code
Preview window, and the action can be manually triggered by
using one of the available options:

» By pressing the “generate code” link highlighted in the
warning message from the Code Preview window.

+ By pressing the Update Code button in the toolbar, where
code update is preceded by code generation.

Component template folder

The path to the folder with component templates. Keep
empty to use the default path. The default path is to folder
component_templates in data of the Config tools.

Allow component migrations

When a configuration associated with a toolchain project

is open, the peripheral tool automatically checks if the
configuration components match the project and suggests a
migration if they are not.

Enable animations

Enables animations in the user interface, such as smoother
scrolling or opening a drop-down menu.

2.6 Configuration preferences

The configuration preferences are general preferences stored within the configuration storage file (MEX).

To configure the preferences related to the configuration, select Edit > Configuration Preferences from the main menu.

The following preferences are available:

* Generate YAML - Select to generate YAML into C source files.

» Generate extended information into header file — Select to generate extended information into the header file. For projects
created in earlier MCUXpresso versions, this option is selected by default.

» Generate code only for registers that are different from the after-reset state - Select to generate code for registers that are

different from the after-reset state.
+ Custom source file copyright header

» Output path overrides
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WARNING
When the source does not contain YAML code, it cannot be imported.

2.7 Problems view

The Problems view displays issues in individual tools and in the inter-dependencies between the tools.

#\ Problems &

| type filter text

Level Resource Issue Origin Target Type
= Warning LPUART1 Peripheral LPUART1 is noti.. Pins:BOARD_InitDEBUG_UA... Peripherals: BOARD_ InitPeri.. Validation
= Warning CSI Peripheral CSlis not initializ... Pins:BOARD_InitCSIPins Peripherals: BOARD_InitPeri... Validation
= Warning LPI2C1 Peripheral LPI2C1 is not initi... Pins:BOARD _InitCSIPins Peripherals: BOARD _InitPeri.. Validation
= Warning LCDIF Peripheral LCDIF is not initi..  Pins:BOARD_InitLCDPins Peripherals: BOARD_InitPeri... Validation
- Warning CAN2 Peripheral CAN2 is notiniti.. Pins:BOARD_InitCANPins Peripherals: BOARD_InitPeri... Validation
= Warning FLEXSPI Peripheral FLEXSPI is not ini.. Pins:BOARD_InitHyperFlash.. Peripherals: BOARD_InitPeri.. Validation
i Informal Project Mo toolchain project detect... Tool problem

Figure 15. Problems view

To open the Problems view, click the Show Problems view button in the Toolbar, or select Views > Problems from the Menu bar.

The Problems table contains the following information:

Table 11. Problems view

ltem Description

Level Severity of the problem: Information, Warning, or Error.

Resource Resource related to the problem, such as signal name, the clock signal.

Issue Description of the problem.

Origin Information on the dependency source.

Target Tool that handles the dependency and its resolution.

Type Type of the problem. It is either the validation checking dependencies between tools, or a single
tool issue.

Every issue comes with a context menu accessible by right-clicking the table row. Use this menu to access information about the
problem or to apply a quick fix where applicable. You can also copy the rows for later use by right-clicking the row and selecting
Copy or by using the Ctrl+C shortcut. You can use the Ctrl+left-click shortcut to add additional rows to the selection.

NOTE
Quick fix is only available for problems highlighted with the "light bulb" icon.

Filter buttons are available on the right side of the Problems view ribbon.

Table 12. Filter buttons

Button Description
? Filters messages in the Problems view. If selected, only problems for the active tool are displayed. See
Configuration preferences section for details.
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2.8 Registers view

User Interface

The Registers view lists the registers handled by the tool models. You can see the state of the processor registers that correspond
to the current configuration settings and also the state that is in the registers by default after the reset. The values of the registers
are displayed in the hexadecimal and binary form. If the value of the register (or bit) is not defined, an interrogation mark "?" is

displayed instead of the value.

Figure 16. Registers view

“all* ~

ﬂ- Overview Ia Code Preview Registers %

[ Show modified registers only

=

| type filter text

Reg. Mame

GPIO_CLRD
GPIO_CLR1
GPIO_DIRD
GPIO_DIR1
GPIO_SETD
GPIO_SET1

A v v v v v v v (v (v e (v v (v (v v (v (v [ (v [ (v (v [ (v (v [ (v (v [ (e

INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_ITRIG Cx0000001F
INPUTMUX_DMAD_CTRI Cc0000001F
INPUTMUX_DMAD_CTRI Cc0000001F
INPUTMUX_DMAD_CTRI Cxc0000001F

Set Value Reset Value
O 00000000

P PO
L UL

P PO

P PO
L UL

L UL

P PO

P PO
L UL

L UL

P PO

P PO
L UL

L UL

P PO

P PO
L UL

L UL

Value Description ™

Clear port for all p
Clear port for all p
Direction registers
Direction registers
Write: Set register
Write: Set register
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
Trigger select regis
DMAD output trig
DMAD output trig

DMAD output trigi v

>

The Registers view contains several items.

Table 13. Registers

ltem

Description

Peripheral filter drop-down list

all the peripherals.

List the registers only for the selected peripheral. Select all to list registers for

Show modified registers only checkbox

Hide the registers that are left in their after-reset state or are not configured.

Text filter

Filter content by text.
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The following table lists the color highlighting styles used in the Registers view.

Table 14. Color codes

Color Description
Yellow Indicates that the bitfield has been affected by the last change made in the tool.
background

Gray text color Indicates that the bitfield is not edited and the value is the after-reset value.

Black text Indicates the bit-fields that the tool modifies.

2.9 Log view

The Log view shows user-specific information about Tools operations. The Log view can show up to 100 records across all tools
in chronological order.

Each log entry consists of a timestamp, the name of the tool responsible for the entry, severity level, and the actual message. If
no tool name is specified, the entry was triggered by shared functionality.

You can filter the content of the Log view using the combo boxes to display only specific tool and/or severity level information.
Filters in different tools can be set independently.

Buffered log records are cleared using the clear button. It affects Log views across all tools.

& Problems I Global settings [ Log &2 = O

Filter: | All v [ Al v [x]

Mov 06, 2019 10:32:11 AM INFO: Working offline: false
MNov 06, 2019 12:37:59 PM INFO: Configuration saved to: C\Users
\Wnxf4317 1\Documents\FRDM-K64F. mex

Figure 17. Log view
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Chapter 3
Pins Tool

Pins tool is an easy-to-use tool for configuration of device pins. The Pins tool software helps create, inspect, change, and modify
any element of pin configuration and device muxing.

(€] *Pins - MIMX8MM-EVK-REV-C.mex (MIMX8MM8xxLZ, Cortex-A53(core#0)) - X
File Edit Tools Pins Views Help

# A [ Update Code  ~ Functional Group | init_enet_pins MizEE) ™
£ Pins B Peripheral Signals 23 & Power Groups = O ¥ Package [Pins Bottom] & & Expansion Header QAQGeMEE%E = 0 &oveniew % [Q Code Preview [ Registers =8
B0 ww Blele] ¥ & ypefiter text e “ v Configuration - General Info &
> L1 ARM_pLATFORM & PEErrrrrer el RCos fguraticnl WA

> M Processor: MIMX8MM6xxLZ

’ UTAG —_ Part number: MIMX8MM6DVTLZ

> || DRAM p—

» [ Ecsein = Core: Cortex-AS3(core#0)

5 [ ECsPI2 = Board: MIMX8MM-EVK-REV-C

» []ECSPI3 - SDK Version: ksdk2_0

> B ENET1 .

= ¢ v Project

> [ GRIOT = C

> []GpIo2 = ~ Pins

> [epio3 = Configures pin routing, including functional

s ] GPIO4 = elecirical pin properties, voltage/pover rails, and

. [ 6Ri0s - Fun-time pin configuration.

> []GPT1 - @

> [lept2 = o

> [16p13 - A Generated code

> et - board\pin_mux.c

> Mec = B board\pin_muxdts

s> Mea —a

> [ 12ca - B board\pin_muxh

> Cm4 A Functional groups

> I MIPLCSI .

5 [ MIPLDS! v PEErrrrrer el [F frEiEas D

& Routing Details

[Signals| [ £ e fiter et | P init,pd;n,pms a v

Routing Details for init_... oa [~ s & Y- o

# Peripheral  Signal Arow Routed pin/signal  Label Identifier Power group Direction Pull Resistors Enable Field Control 10 ports PS Open Drain Enable Field A -

Bl enet enetmdc ~ [AC7TIENETMDC  ENETMDC  ENETMDC ) Output 0b0: Disabled 060 Disabled 0b0: Disabled Lpe fiter et ‘

AB27 ENETT  enetmdio -~ [AB27JENET.MDIO ENETMDIO ENET_MDIO Input/Output  0b0: Disabled 0b0: Disabled 0b0: Disabled Level Resource Issue

AF25  ENET1 enet_rgmii_td,3 > [AF25] ENET.TD3 ~ ENET.TD3  ENET_TD3 Output 0b0: Disabled 0b0: Disabled 0b0: Disabled i Informat Pins No functional group is s

AG25 ENETT  enetrgmiitd,2 -~  [AGSIENETTD2  ENETTD2  ENETTD2 Output 0b0: Disabled 0b0: Disabled 0b0: Disabled

AF26  ENET1 enet_rgmii_td, 1 -~ [AF26] ENET_TD1 ENET_TD1 ENET_TD1 Output 0b0: Disabled 0b0: Disabled 0b0: Disabled

AG26 ENET1  enctrgmiitd,0 -  [AG26]ENETTDO  ENETTDO  ENET_TDO ) Output 0b0: Disabled 0b0: Disabled 0b0: Disabled v

< 2> < >
28 new notifications

Figure 18. Pins tool

3.1 Pins routing principle
The Pins tool is designed to configure routing peripheral signals either to pins or to internal signals.
This routing configuration can be done in the following views:

* Pins

* Peripheral Signals

» Package

* Routing Details

Following two sections describe the two methods that you can use to define the routing path.

3.1.1 Beginning with pin/internal signal selection

You can select a pin or an internal signal in the Routing Details view.
1. Select the pin/internal signal (Routed pin/signal).
2. Select one of the available Peripherals.
3. For the selected peripheral, select one of the available Signals.

Items in Peripheral column in Routing Details view have the following symbols:
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» Exclamation mark and default text color indicate that such item selection can cause a register conflict or the item does
not support selected signal.

» Exclamation mark and gray text color indicate that the item cannot be routed to the selected pin/internal signal. The
item is available for different pin/internal signal using the same signal.

NOTE
In the Pins view and the Package view, you can configure only pins and not internal signals.

3.1.2 Routing of peripheral signals

Peripheral signals representing on-chip peripheral input or output can be connected to other on-chip peripherals or to a pin through
an inter-peripheral crossbar. You can configure this connection in the Routing Details view.

Three types of peripheral signal routing are available:
1. Routing the signal from the output of an internal peripheral (A) into the input of another internal peripheral (B)

The signal leads from the output of one internal peripheral (A) to the input node of another internal peripheral (B). In other
words, signal leads from A to B (A > B). To configure a signal in this way, perform the following steps (PWM triggering ADC
(PWM > ADC) used as example):

a. Add a row in the Routing Details view.

b. Select peripheral B from the drop-down list in the Peripheral column.

Routing Details for BOARD.. o0

# Peripheral Signal Arrow Routed pin/signal Label Identifier Direction GPIO in
| ~E B n/a n/a n/a n/a

CANO | Cyclic Analog-to-Digital Converter (ADC)
CMPA
CMPB

Figure 19. Selecting the peripheral (B)

c. Select the input node of peripheral B from the drop-down list in the Signal column.

Routing Details for BOARD.. o0

# Peripheral Signal Arrow Routed pin/signal Label Identifier Direction GPIO in
® FXle 9 ~ B n/a n/a n/a n/a

ANB, 4 A

ANB, 5

ANB, 6

ANB, 7

SYNC, A

SY“C'@@

VDDA

Figure 20. Selecting the input node (B)

d. Select the output signal of peripheral A from the drop-down list in the Routed pin/signal column.
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Routing Details for BOARD.. +lx)

# Peripheral Signal Arrow  Routed pin/signal Label Identifier Direction GPIOIn

® bl SYNC, A " ~ n/a n/a n/a n/a
EVTG3_OUTA ~
EVTG3_OUTB

PITO_SYNC_OUT
PITT_SYNC_OUT
PWMAQ_MUX_TRIGO
PWMAQ_MUX_TRIG1

PWMAO_OUT TRIGO PWMAQ mux trigger 0 (XBARA input 20)
PWMAQ OUT TRIGT GPlEE

Figure 21. Selecting the output signal

Once the configuration is done, the row looks like this:

Routing Details for BOARD.. o0

# Peripheral Signal Arrow Routed pin/signal Label Identifier Direction GPIO in
I ~Dc SYNC, A PWMAQ MUX T.. n/a n/a Input n/a

Figure 22. Result

NOTE
Itis necessary to select the ADC peripheral where the signal leads to (inputin ADC). Itis a limitation of the Pins tool
that the signal is not listed for the PWM peripheral (output). Notice the direction of the signal in the Arrow column.

2. Routing the signal from a pin on the package to internal peripheral input signal through an inter-peripheral crossbar

NOTE
Only if a crossbar switch is present.

The signal leads from a pin on the package (XB_IN) connected through an inter-peripheral crossbar, to an internal
peripheral (B) input node. In other words, the signal leads from XB_IN to B (XB_IN > B). To configure a signal in this way,
perform the following steps (routing pin 55 using XB_IN6 to EVTGO input A (XB_IN6 > EVTGO0) used as example):

a. Add a row in the Routing Details view.

b. Select peripheral B from the drop-down list in the Peripheral column.
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Routing Details for BOARD... oo

# Peripheral Signal Ar.. Routed ..
CANO »
CMPA
CMPB
CMPC
CMPD
DACA
DACB
DMAD
EVTG
EWN Event Generator (EVTG)
GPIC=
GPIOB  «

Figure 23. Selecting the peripheral (B)>

c. Select the input node of peripheral B from the drop-down list in the Signal column.

Routing Details for BOARD.. o0

# Peripheral Signal Ar.. Routed ..
e C A~ f
EVTGO, A ~
EVTGO, B
cvico.c BTG moutA
EVTGO, D
EVTGO_OUT, A
EVTGO_OUT, B
EVTG1, A
EVTG1, B
EVTG1, C
EVTG1, D
EVTG1_OUT, A
EVIG1_OUT, B w

Figure 24. Selecting the input node (B)

d. Select the XB_IN pin from the drop-down list in the Routed pin/signal column.
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Routing Details for BOARD.. )
# Peripheral  Signal Ar.. Routed. Label Identifier Direction GPIO init.. GPIO int.. Slewrate Opendr.. Drive str.
m EVTG B " ~ n/a n/a n/a n/a n/a n/a n/a n/a

[72] GPIOES/PWMB_2B/PWMA_FAULTO/XB_OUTS ~
[73] GPIOE9/PWMB_2A/PWMA_FAULT1/XB_OUT9

[55] GPIOFQ/XB_IN6/TB2/SCLK1

[77] GPIOF GPIOF pin 0;XBAR input 6;Quad timer B input 2 or channel 2 output;QSPI1 serial clock
[56] GPIOF1 output

[45] GPIOF11/TXD0/XB_IN11

[46] GPIOF15/RXDO/XB_IN10

[60] GPIOF2/SCL1/XB_OUTB/MISO1

[61] GPIOF3/SDA1/XB_OUT7/MOSIT

[62] GPIOF4/TXD1/XB_OUT8/PWMA_0X/PWMA_FAULTE

[63] GPIOF5/RXD1/XB_OUTY/PWMA_1X/PWMA_FAULT7 v

Figure 25. Selecting the pin

Once the configuration is done, the row looks like this:

Routing Details for BOARD.. o0

# Peripheral Signal Ar.. Routed pin/signal

L LUCEENCVES

Figure 26. Result

NOTE
In this example, GPIOFO is multiplexed with XB_IN6, QTimerB channel 2 output/input and QSPI1 SCLK signal. In
this case, the tool will automatically pick XB_ING6 for the pin as XB_ING is the only option to be routed to EVTGO
input A.

3. Routing the signal from internal peripheral (A) output to a pin via inter-peripheral crossbar

NOTE
Only if a crossbar switch is present.

The signal leads from internal peripheral (A) output to a pin connected through an inter-peripheral crossbar on the package
(XB_OUT). In other words, the signal leads from A to XB_OUT (A > XB_OUT). To configure a signal in this way, perform
the following steps (routing EVTGO output to a pin 87 using XB_OUT4 used as an example):

a. Add a row in the Routing Details view.

b. Select peripheral A from the drop-down list in the Peripheral column.
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Routing Details for BOARD... oo

# Peripheral Signal Ar.. Routed ..
CANO »
CMPA
CMPB
CMPC
CMPD
DACA
DACB
DMAD
EVTG
EWN Event Generator (EVTG)
GPIC=
GPIOB  «

Figure 27. Selecting the peripheral (A)

c. Select the input node of peripheral A from the drop-down list in the Signal column.

Routing Details for BOARD... 1 |10
# Peripheral Signal Ar.. Routed .. Label Identifier

EBl:c ° A . n/a n/a
EVIGO,A A
EVTGO, B

EVTGO, C

EVTGO, D
EVTGO_OUT, A

EVTGU_q EVTG Output A (XBARA output pins routing)

EVTGT, A

EVTG1, B

EVTGT, C

EVTG1, D
EVTG1_OUT, A
EVIG1_OUT, B w

Figure 28. Selecting the output signal (A)

Direc

n/a

d. Select the XB_OUT pin from the drop-down list in the Route to column.
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[54] GPIOC10/MOSIO/XB_IN5/MISO0/XB_OUTY
[87] GPIOC14/SDAO/XB_OUT4/PWMA_FAULT4

Pins Tool
Routing Details for BOARD... 1 |Q €3
# Peripheral Signal Ar.. Routed.. Label Identifier Direction GPIO init.. GPIOint.. Slev
® e EVTGO._... ?| A n/a n/a n/a n/a n/a n/a
[37] GPIOAT1/CMPC_O/XB_IN9/XB_OUT10/USB_SOFOUT ~

[88] | GPIOC pin 14:12C0 Serial Data Line;XBAR output 4:PWM fault
[50]

[53] GPIOCY/SCLKO/XB_IN4/TXDO/XB_OUT8

input 4

[10] GPIODS5/RXD2/XB_IN5/XB_OUT9

Figure 29. Selecting the pin

Once the configuration is done, the row looks like this:

Routing Details for BOARD.. o0

# Peripheral Signal Ar.. Routed pin/signal

I e eveo. - [EENEOUT

Figure 30. Result

NOTE
In this example, GPIOC14 is multiplexed with XB_OUT4, SDA of 12C0 and fault4 of eFlexPWMA. In this case, the
tool will automatically configure XB_OUT4 for the pin GPIOC14 (pin 87) as XB_OUT4 is the only option for EVTGO
output A.

3.2 Example usage

This section lists the steps to create an example pin configuration, which can then be used in a user project.

In this example, three pins (UART4_TX, UART4_RX and GPIO_2) routed on an MCIMX6Q-SDB-REV-B board are reconfigured
to match changed (for example, customer modified) board design which is using UART4 pins instead of UART3 ones and must
re-route and/or adjust electrical properties for a red LED pin, so then the tool generated files with application modifying the default

board configuration.

1. Create new configuration for MCIMX6Q-SDB-REV-B board.
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P )

@ Start development = @

Create a new configuration

Tip: To apply existing board configuration, import it using the command File = Import

Select Processor/Board

MCIMKGG

4 Boards
MCIMXEQ-5DB-REV-B
4 Proceszors
4 1L.MXeQuad
M CIM XD Qoo T
M CIM XD Qoo K

Figure 31. Create a new configuration

2. After the tool opens, the created configuration select functional group 'init_uart_pins' in the toolbar drop-down to show
Routed Pins for it.

‘Functional Group | init_uart_pins -~ B B

Figure 32. Select function

3. To change original RX/TX pins routing from UART3 to UART4 you must change configuration in Peripheral and Route
to columns of the Routed Pins view for init_uart_pins selection and change pins configuration to re-route the RX/TX pins
to different ones for UART4 as required in modified board design.

E£F Routed Pine = B
type filker text
Routed Pins for init_uart_pins S+ RO
& Penpheral Signal Route to Label Identifier Power group Directicn Software Input
M3  UARTL ed_miee CSI_DATIL UARTL_RX/TRZT UARTL_RXD 7 18V) lnput Ob(: Disabled
ML  UARTL ted_miue CSI_DATID UART1_TX/TP28 UARTL_TXD 7 18V) Output Ob(: Disabled
1 UART4 red_miux CSI_DAT13 CSH)_DAT1Z nfa NVCC_CSI{LEV)  Input Ob(: Disabled
FE varTa ted_mue CSH_DATI2 CSI_DATLZ n/a NVECC_CSI(LEV) Output Ob0: Disabled
Figure 33. Routed Pins view

4. You can also adjust electrical properties configuration for these pins on the right side of the table in specific property
column selection.

5. To change configuration of red LED pin routed originally to GPIO_2 pad, you must to select functional group
'init_gpio_pins'.

Functional Group | init_gpio_pins ~ B B :

Figure 34. Select function

6. Then use filtering in the Routed Pins view to search configuration for "USR_DEF_RED_LED" to display simplified table
content to easily modify current GPIO_2 pin routing selection.
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£ Routed Pins =5
USR_DEF_RED_LED
Routed Pins for init_gpio_pins 65
= Penipheral Signal Route to Label Identifier Power group Dire
[T emol “gpis, 2 GPIO_2 KEY_ROWG/USR_DEF_RED_LED/JS08[35]  USR_DEF RED LED  WVCC GPIO 230 Net
Figure 35. Routed Pins view

7. You can then adjust either electrical properties or re-route the pin to a different one if required in your modified design.

8. The Pins Tool automatically generates the source code of imx6g-board.dtsi, pin_mux.c and pin_mux.h in the Code
Preview view on the right.

[€) Code Preview &2 = O

imxbg-board. dtsi@ Cortex-A9 (Core #) | pin_mux.c@Cortex-A9 (Core #0) | pin_mux.h@Cortex-A9 (Core #0) ‘ | B3

* ES
lllll* TEXT BELOW IS USED AS SETTING FOR TOOLS = 3 3 g S e g g e de s o ok e s o e o e o e e e e e ke e e ok ok ke e e ok e ke e
IlglobalInfo
product: Pins w4.1
processor: MCIMXeQwoWT
package id: MCIMXEQ7CVTBEAD
meu_data: i_mx 1 @
processor_wversion: 3.8.8
board: MCIMX&Q-SDB-REV-B
power_domains: {PCIE_VWPH: "2.5", SATA VWPH: "2.5", NVCC_SD3: "3.3", NWCC_MANDF: '3.3°
MWVCC_EIM@: '3.3', NVCC_MIPI: '2.5", NVCC_EIM1: "3.3', HDMI_VPH: '2.5', NVCC_EIM2:
MWCC_ENET: "3.3', NVCC_DRAM: '1.5'}
* BE CAREFUL MODIFYING THIS COMMENT - IT IS YAML SETTINGS FOR TOOLS *¥*®**sxsss
*f

Jdts-v1/;

#include "skeleton.dtsi”
#include "imxegq-pinfunc.h™

I 1
madel = "Freescale i.M¥ 6Quad User Board”;
compatible = "fsl,imx6g-board”, "fsl,imxeq";
soc 1§
#address-cells = <13;
#size-cells = <13;
iomuxc: iomuxc@@2eeaass {
compatible = "fsl,imx6q-iomuxc”;
reg = <@uB28eB008 Bx4800>;
s
s
s

fiomuxc {
pinctrl-names = “default";

Figure 36. Generated sources
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9. You can now copy-paste the content of the source(s) to your application or IDE. Alternatively, you can export the
generated files. To export the files, click Export button on the right up corner of Code Preview view or select the menu
File > Export, in the Export dialog expand the tree control for the Pins Tool and select the Export Source Files option.

NOTE

Tool generated board-oriented device tree (DTS) DTSI file is only a snippet and not a full device tree file content.
There are just basic device tree elements, initial skeleton, and processor-specific "pinfunc.h" includes together

with functional groups of fsl, pins = <...> content definitions which provide the initial IOMUXC module configuration
according to the tool Ul defined pin routing and functional configurations. Content itself must be manually merged
together with existing Linux BSP device tree file(s) in order to apply the tool generated pins configuration. This tool
also does not generate nor export processor-specific "pinfunc.h" file that is containing definition of all supported

DTS pin functional configuration macros. This file is not purposely integrated within the tool output because it is a
part of separate Linux BSP support package deliverables.

3.3 User interface

The Pins tool consists of several views.

) #pins - MIMX8MM-EVK-REV-C.mex (MIMX8MMBx0cxLZ, Cortex-AS3(core#0)

File Edit Tools Pins Views Help

# A [ Update Code ~ Functional Group | init_enet_pins vIp®
£ Pins & Peripheral Signals 52 & Power Groups

HET ww Rlele] ¥ 0 ypefitertext

(] ARM_PLATFORM A

M
TG
[/ DRAM
[T ecsen
[ Ecspi2
[ Ecspi3
[ enet
[ Gpio1
[Jepio2
[Jcpio3
[JGpios
[Jepios
[epmt
[epr2
P13
et

[Ima
[ mipLcst

[ MIPLDSI v

5 Routing Details

= O 4 Package [Pins Bottom) ¢ & Expansion Header

e

QQOMEE%E = O 4 oveview 2 [3) Code Preview [ Registers =0

" v Configuration - General Info

~ Configuration - HW Info
Processor: MIMX8MMoolZ
Part number: MIMX8MMEDVTLZ
Core: Cortex-AS3(core#0)
Board: MIMXEMM-EVK-REV-C
SDK Version: ksdk2.0
v Project

~ Pins

‘Configures pin routing, including functional
electrcal pin properties, voltage/power rais, and
run-time pin configuration.

@

~ Generated code
B board\pin_muxc
B board\pin_muxdts
B board\pinmuxh
A Functional groups
P initenet pins B
P initi2cpins B
P initsaipins @

=0

P type fiter text

Routing Detafl for nft_.. oG

#  Peripheral Signal Amow Routed pin/signal  Label Identifier  Power group
Bl cNert enetmac [AC27]ENETMDC ~ ENETMDC  ENET.MDC
AB27 ENETI  enetmdio (AB27) ENETMDIO  ENETMDIO  ENET_MDIO
AF2S ENET1  enetrgmii_td,3 (AF25|ENETID3  ENETTD3  ENETTD3
AG2S ENET1  enetrgmii_td,2 (AG2S|ENETTD2  ENETTD2  ENETTD2
AF26 ENET1  enetrgmitd, 1 (AF26] ENETID1  ENETID1  ENETTDI
AG26 ENET1 enet rgmil_td, 0 (AG26] ENETTDO  ENETTDO  ENET_TDO

<

Figure 37. Pins tool user interface

Direction
Output
Input/Output
Output
Output
Output
Output

Pul Resistors Enable Field Control 10 ports PS Open Drain Enable Field ~

0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled

0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled
0b0: Disabled

00: Disabled
00: Disabled
0b0: Disabled
00: Disabled
00: Disabled
00: Disabled

P init.pdm_pins T

@ Problems 32

Y- o

[ope iterten

Level Resource
i Informat Pins

Issue
No functional group is s

>

28 new notifications

3.3.1 Pins view

The Pins view shows all the pins in a table format.
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. A [E Update Code ~ ‘Functional Group | BOARD_InitPins mB

S

Pins 23 [ Peripheral Signals & Power Groups

fo=1n]] [[eler]e]| ¥ 1) [iype filter text

Pin  Pinname Label Identifier GPIO LPUART PWM ~
A1 VSs0 GND
B1  GPIOLEMC_1S SEMC_AG SEMCAG GPIO4IOT5 XBARTXBA. XBAR1XBA
C1 GPIOEMC21 SEMCBAO  SEMCBAO  GPIO4I02] FLEXPWM.

D1 GPIO_EMC 28 SEMC_WE SEMC_WE GPIO4 1028 LPUART5_CT.. FLEXPWM1_
E1  GPIO_EMC 29 SEMC_CSO SEMC_CS0 GPIO4_1029 |PUART6_RT. FLEXPWM3_
F1  GPIO_EMC 22 SEMC_BA1 SEMC_BA1 GPIO4_1022 FLEXPWM3_

G1 GPIO_EMC_10 SEMC_A1 SEMC_AT GPIO4_1010 FLEXPWM2_
H1 GPIO_EMC 12 SEMC_A3 SEMC_A3 GPIO4 1072 XBAR1_XBA. XBAR1T_XBA
n GPIO_SD_BO_... | SD1_D0/J24[.. SD1_DO GPIO3 1074 LPUART8 CT.. FLEXPWM1_
K1 GPIO_SD_BO_. SD1_D1/)24[.. SD1.D1 GPIO3 1015 LPUART8_RT. FLEXPWM1_

L1 DCDCINO MCU_DCDCL.
M1 DCDC_LPO VDD_SOC_IN
N1 DCDCGNDO GND

P1  VSS1 GND

A2 GPIO_EMC27 SEMC_CKE SEMC_CKE GPIO4_1027 LPUARTS_RT. FLEXPWM1_

B2 GPIO_EMC 18 SEMC_AS SEMC_A9 GPIO4 1018 LPUARTA_RT. FLEXPWM4._

C2 GPIO_EMC09 SEMC_AO0 SEMC_A0 GPIO4_100% FLEXPWM2_

D2  GPIO_EMC 25 SEMCRAS SEMC_RAS GPIO4 1025 LPUARTE_TX  FLEXPWM1_

E2 VSS2 GND

F2 GPIO_EMC 04 SEMC D4 SEMC_D4 GPIO4_1004 XBAR1_XBA. FLEXPWM4_ v
< >

Figure 38. Pins table view

This view shows the list of all the pins available on a given device. The Pin name column shows the default name of the pin, or if
the pin is routed. The next columns are optional. They are Label, Identifier, and Expansion header connections (One column for
each expansion header). The pin name is changed to show appropriate function for selected peripheral if routed. The next column
of the table shows peripherals and signals and pin name(s) on given peripheral. Peripherals with few items are cumulated in the
last column.

To route/unroute a pin to the given peripheral, select the relevant cell in the Pin column. Routed pins are highlighted in green. If
a conflict in routing exists, the pins are highlighted in red.

Every routed pin appears in the Routed pins table.

When multiple functions are specified in the configuration, the Pins view shows pins for selected function primarily. Pins for
different functions are shown with light transparency and cannot be configured until switched to this function.

Select a row to open a drop-down list that offers the following options:
* Route/Unroute the pin.
« Highlight the pin in the Package view.
» Set the label and identifier for the pin.

» Add a comment to the pin. You can later inspect the comment in the Code Preview view.

TIP
The option to route more signals to a single pin is indicated by an ellipsis (...). Select the cell to open a dialog to
choose from multiple available signals. The dialog also displays which signals are routed by default.

3.3.2 Package

The Package view displays the processor package. The processor package provides an overview of the package including
resource allocation.
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# Package [Pins Bottom] &1

=]
g
L)
<NE N |

| VB @ CH CE LE
M H E EE
X

F B R B %

MCIMABQTCWTOBAD - FCPBGA 624 package

F & & 8 =

Figure 39. Processor package

This view shows package overview with pins location. In the center are the peripherals.

To highlight the pin/peripheral configuration in the Pins and Routing Details views, right-click the pin or peripheral and

select Highlight.

For BGA packages,

use the Resources icon to see them.

» Green color indicates the routed pins/peripherals.

» Gray color indicates that the pin/peripheral is not routed.

» Dark Gray color indicates that the pin/peripheral is dedicated. It is routed by default and has no impact on generated code.

The view also shows the package variant and the description (type and number of pins).

The following icons

are available in the toolbar:

Table 15. Toolbar options

Icon

Description

Zoom in package image.

Zoom out package image.

2l ool

Rotate package image.

Table continues on the next page...
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Table 15. Toolbar options (continued)

Icon Description
Show pins as you can see it from the bottom. This option is available on BGA packages only.
E Show pins as you can see it from the top. This option is available on BGA packages only.
E Show resources. This option is available on BGA packages only.
E Switch package.
E Package legend.

) Select the information displayed as pin labels. This option is not available on BGA packages.

NOTE
Depending on the processor package selected, not all views are available.

The Switch package icon launches Switch package for the Processor.

(&) Switch package for the Processor o [=][=]

Available Processor Packages

MCIMXBQEAVTOBAD - FCPBGA 624 package
MCIMKBQ4ANVTOSAD - FCPBGA 624 package
MCIMXBQEAVTI0AD - FCPEGA 624 package
MCIMXBQ4ANVTOBAC - FCPBGA 624 package
MCIMKBQ4ANVTI0AD - FCPBGA 624 package
MCIMXBQTCVTOBAC - FCPBGA 624 package
MCIMEKBQEANVTOSAC - FCPBGA 624 package
MCIMXBQ4ANVTI0AC - FCPEGA 624 package
MCIMXBQEAVTI0ALC - FCPBGA 624 package
MCIMKBQTCVTOSAD - FCPBGA 624 package

[ K ] ’ Cancel

Figure 40. Switch package

The Switch package for the Processor window shows list of available processor packages, showing package type and number
of pins.
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3.3.3 Peripheral Signals view

Pins Tool

The Peripheral Signals view shows a list of peripherals and their signals. Only the Peripheral Signals and Pins view show the
checkbox (allocated) with status.

Table 16. Status codes

Color code Status
. Error
Configured

Not configured

Warning

Dedicated: Device is routed by default and has no impact on the generated code.
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Pins B Peripheral Signals 3 & Power Groups

80 wlr eec e ¥ @‘typeﬁltertext

[]aDc
+ [ cMmPo

[ 1IN, 0 - [C7] CMPO_INO/PTCE/LLWU_P10/SPI0_SOUT/PDBO_EXTRG/I2S0_RX_BCLK/FB_AD9/1250
[ 1IN, 7-[B7] CMPO_INT/PTC7/SPI0_SIN/USB_SOF_OUT/1250_RX_FS/FB_ADS

M IN, 2 <- [A7] ADC1_SE4b/CMPO_IN2/PTC8/FTM3_CH4/1250_ MCLK/FB_AD7'

[ 1IN, 3 - [D6] ADC1_SE5b/CMPO_IN3/PTC9/FTM3_CH5/1250_RX_BCLK/FB_AD6E/FTM2_FLTO
IN, 4 - [K4] DACT_OUT/CMPO_IN4/ADC1_SE23

IN, 5 - [L3] VREF_OUT/CMP1_IN5/CMPQ_IN5/ADC1_SF18

[ 10UT - 2 pins

WIN/SMP - PDBRO_PulseQut0

~ [ CMP1

[ 1IN, 0 - [C8] ADCO_SE4b/CMP1_INO/PTC2/SPI0_PCS2/UART1_CTS_b/FTMO_CH1/FB_AD12/1250_
[ 1IN, 7-[B8] CMP1_INT/PTC3/LLWU_P7/SPI0_PCST/UART1_RX/FTMO_CH2/CLKOUT/I2S0_TX_BC
IN, 2 - [H3] ADCO_SET6/CMPI1_INZ2/ADCO_SE2T

IN, 3 - [K5] DACO_OUT/CMP1_IN3/ADCO_SEZ3

IN, 5 - [L3] VREF_OUT/CMP1_IN5/CMPO_IN5/ADCT_SE18

B4 ouUT -> [F9] PTB21/FB_AD30/CMP1_0OUT / 2 pins

WIN/SMP - PDBEO_PulseOut]

DACO
DACT
[ DMA
[ 1EWM
[1FB
[1FT™MO
[ FTM1
B FTm2
[ 1FTM3
[ ] GPIOA
GPIOB
[+ GPIOC

Figure 41. Peripheral Signals view

Use the checkbox to route/unroute the pins.

To highlight the pin/routing configuration about the peripheral in the Package and Routing Details views, right-click the signal and

select Highlight.

To route/unroute multiple pins, click the peripheral and select the options in the Select signals dialog.
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(& ] Peripheral GPIO3 O 4

All GPIO3 signals for routing:

] gpto_lo, 00 - (N22] NAND_ALE: routed by default ~
] gpto_lo, 07 - (N24] NAND_CEQ_B; routed by default
] gpto_lo, 02 - [P27] NAND_CET_E; routed by default
] gpto_lo, 03 - [M27] NAND_CEZ_E; routed by default
] gplo_lo, 04 - [1L27] NAND_CE3_B; routed by default
] gpto_lo, 05 - [K27] NAND_CLE; routed by default

] gpto_lo, 06 - [P23] NAND_DATAOC; routed by default
] gpto_lo, 07 - [K24] NAND_DATAOT; routed by default
] gpto_lo, 08 - [K23] NAND_DATAODZ; routed by default
] gpto_lo, 09 - [N23] NAND_DATAO3; routed by default
] gpto_lo, 10 - [M26] NAND_DATAC4; routed by default
] gpto_lo, 17 - [L26] NAND_DATAQS; routed by default
] gplo_lo, 12 - [K26] NAND_DATADE; routed by default
] gplo_lo, 13 - [N26] NAND_DATAOQ?; routed by default
] gplo_lo, 14 - [R22] NAND_DQS; routed by default

] gpto_lo, 15 - [N27] NAND_RE_E; routed by default

] gplo_lo, 16 - (P26] NAND_READY _B; routed by default
] gpto_lo, 17 - [R26] NAND_WE_B; routed by default

] gpto_lo, 18 - [R27] NAND_WP_B; routed by default
] gpto_lo, 19 - [ABT5] SAI5_RXFS; routed by default

] gplo_lo, 20 - [AC15] SAI5S_RXC; routed by default h

Route All | | Unroute All

Make sure pin/signal assignment is correct in Routing Details view.

Done

Figure 42. Select signals dialog

3.3.3.1 Filtering in the Pins and Peripheral Signals views

The following image illustrates the filtering controls in the Pins and Peripheral Signals views.
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Show pins with input signals

Show pins with Show pins with
digital signals output signals
Show pins with Show pins with
analog signals input/output signals

Show only pins with

Show pins not routed interrupt capability
i . Show pins with low leakage power mode
Show dedicated plns—l I wake-up capability

Show routed pins B Olww| © e |e 4§ 6

Figure 43. Filtering Controls

Type any text to search across the table/tree. It will search for the pins/peripheral signals containing the specified text. You can
also use wildcards "*" and "?" to help you filter results you want. Use "space" to search for multiple strings at the same time.

3.3.4 Routing Details view

In the Routing Details view, you can inspect and configure routed pins and internal signals. You can also configure the electrical

properties of pins and view them. It displays the pad configuration available in a configuration where each pin is associated with
the signal name and the function.

NOTE
The electrical features are configured only for pins in the table. For example, the routed pins.

The table is empty when a new configuration is created, which means no pin is configured. Each row represents configuration of
a single pin and if there are no conflicts, then the code is immediately updated. For Boards/Kits, the pins are routed already.

B Routing Details B =8

|Signa|s‘ ‘,O type filter text ‘
Routing Details for M... [+ 0] v

# Peripheral Signal Arrow  Routed pin/signal Label Identifier Direction GPIO initial state GPIO interrupt Slewrate  Opendrain  Drive strength  Pull select Pull enable Passive filter |
Bl ~soco vamH [T7)VREF OUT  J2[1] PWM Input n/a n/a n/a n/a n/a n/a n/a n/a '
63  ADCO SE, 7b [63] ADCO_SE7b  J2[8] GND Input n/a nfa Fast Disabled Low Pulldown Disabled Disabled [}

Figure 44. Routing Details

Add a row with the Add new row button in the view toolbar.
Configure the pin/signal by selecting the Peripheral first, then the required Signal, and finally, the pin to Route to.
Use the columns in the right side of the table to configure the electrical features.

You can also use the Pins and Peripheral Signals views to route pins and peripheral signals and view/modify the configuration in
the Routing Details view. If the feature is not supported, n/ais displayed.

To highlight peripheral/pin information in the Package and Pins views, right-click the row and select Highlight.
To filter rows, type the text or the search phrase in the filter area in the view toolbar.
NOTE

When you enter the search text, it also searches the text in the full pin names displays rows that contain the
search text.

To display pins or signals only, use the Pins and Signals buttons in the view toolbar.
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To add a row to the end of table, click the Add new row button.

To remove the selected row, click the Delete the selected row button.

To delete a specific row or insert a new row at a given position, right-click and use the dropdown list commands.
To add a specific number of rows, enter the number in the field.

To clear the table, type 0.

To change the order of the rows, use the arrow icons to move one row up or down.

To filter table entries by text, enter the text string in the type filter text field.

To copy the row, right-click any cell in the row and select Copy. You can later paste the copied row into the Routing Details view
of another functional group or configuration by right-clicking the table and choosing Paste.

The gray background indicates read-only items.

The italic value indicates that the value is not configured and it shows the after-reset value and no code is generated, so the
configuration relies on the after reset value or the values configured from the different functions.
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« Click the Routing Details Legend button in top right corner of the view to display a dialog explaining the fields.

TIP

. Routing Details Legend MK22FN512300x12 O X

Settings related to hardware features of pins are generally offering: A

* Reset - default (after reset) value - no code will be generated unless it is

combined with some other initialization

* No init - Property will not be initialized - no conflict validations will be

performed and no code will be generated unless it is combined with some
other initialization

Columns and values descriptions:

# - Package pin number/coordinate
Peripheral - Name of the selected peripheral module
Signal - Name of the selected peripheral signal/signal function
Arrow - Arrow indicating direction of the signal
Routed pin/signal - Name of the pin or internal signal
Label - Pin label with max length of 128 characters; By submitting empty
label the identifier is deleted as well
Identifier - Pin identifier used for #define code generation
Direction - Pin direction
GPIO initial state - GPIO output initial state
> Logical 0
= Logical 1
GPIO interrupt - It allows configuration of interrupt/DMA request for the
pin. To enable interrupt event (DMA transfer) from the pin, interrupt

Figure 45. Routing Details Legend

» The value shown using italic indicates the after-reset value. The real value may be different from the after reset

value, if configured in other functions.

Use the drop-down menu to select the required value.

 If you select the same value as the after-reset value, the tool will always generate code to set this feature.

Use the drop-down "Reset" value to reset the value to its after-reset state.

« If an item does not support reset to after reset value, the Reset menu is not available.

» The first row shows pin number or coordinate on BGA package.

3.3.4.1 Labels and identifiers

You can define the label of any pin that can be displayed in user interface for ease of identification.

Boards and kits have pre-defined labels. However, it is also possible to define a pin label listed in the Pins and Routing

Details views.
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ERnutmg Details = g
‘Signal5| | L type filter text

Routing Details for init_.. [+ i) v

# Peripheral Signal Arrow Routed pin/signal Label Identifier Power group Direction Pull Resistors Enable Field Control 10 ports PS Open Drain Enable Field ™

- ENET1 enet_mdc [AC27] ENET.MDC ~ ENET_MDC , S9N ~ Qutput 0b0: Disabled 0b0: Disabled 0b0: Disabled

AB27 ENET1 enet_mdio [AB27] ENET_MDIO  ENET_MDIO [ENET_MDC Input/Output  0b0: Disabled 0b0: Disabled 0b0: Disabled

AF25 ENET1 enet_rgmii_td, 3 [AF25] ENET_TD3 ENET_TD3 Not SDEC| Pin identifier used for #define code generation|abled 0b0: Disabled 0b0: Disabled

AG25 ENET1 enet_rgmii_td, 2 [AG25] ENET_TD2 ENET_TD2 ENET_TD2 Output 0b0: Disabled 0b0: Disabled 0b0: Disabled

AF26 ENET1 enet_rgmii_td, 1 [AF26] ENET_TD1 ENET_TD1 ENET_TD1 Qutput 0b0: Disabled 0b0: Disabled 0b0: Disabled

AG26 ENET1 enet_rgmii_td, 0 [AG26] ENET_TDO ENET_TDO ENET_TDO Output 0b0: Disabled 0b0: Disabled 0b0: Disabled he

< >
Figure 46. Labels and Identifiers

The pin identifier is used to generate the #define in the pin_mux.h file. However, it is an optional parameter. If the parameter is
not defined, the code for #define is not generated. Additionally, you can define multiple identifiers, using the “;” character as a

separator. You can also set the identifier by typing it directly into the cell in the Identifier column in the Routing Details views.

Fl WOl FLALLE

M R GPIO_17 SPDIF_OUT/PCIE_RST_B/J504[40] PCIE_RST_B

B 11 GPIO_2 KEY_ROWG/USR_DEF_RED_LED/J508[35] (eSS ST
u1 LVDSO_TX0_P
Vi LVDSO_T¥2_P

Figure 47. Pin identifier

In this case, it is possible to select from values if the pin is routed. See the Identifier column in the Routing Details view.

Routed Pins for init_gpio_pins 72

# Peripheral Signal Route to Label Identifier Pov
T1  GPIO1 gpio, 2 GPIO 2 KEY_ROWG/USE_DEF_RED _LED/I508[35]  LEREMEHEniize]  « py)
LISR_DEF_RED_LED
KEY_ROW
Mot Specified

Figure 48. Identifier in Routing Details table

A check is implemented to ensure whether the generated defines are duplicated in the pin_mux.h file. These duplications are
indicated in the identifier column as errors. See Identifier errors.

— Pinsfgrimt_gpm_pins 7 @] :,-EE CAREFUL MODIFYING THIS COMMENT - IT IS YAML SETTINGS FOR TOOLS
£ Peripheral  Signal Route to Label Identifier = | ] #inctude =pin_mocuhe
T4 GPIOL gpio, 1 GPIO 1 KEY_ROWS/USR_DEF_GRN_LED/J508[31] Not Specified
Bl crion gpio, 2 GPIO_2 KEY_ROW6/USR_DEF_RED_LED/J508[35] RIKEY_ROW| - o . ) .
R6  GPIOL gpio, 4 GPIO_4 KEY_COLT/KEY_VOL_UP/I508[58] [T KEV_ROW ini{_:ﬂdnﬁé;ﬁgiﬁ:“&n A5 SETTING FOR TOOLS mmewmwmwmmsmsmmrsss
R4 GPIOL gpio, 5 GPIOS KEY_ROW7/KEY_VOL_DN/J508[27] S B identifier used for £define code generation. Use Bins view table to define it.
A7l GPIO gpio, 16 SD1_DATO CSI0_PWN | Mol
B2l GPIOL gpio, 18 5D1_CMD ACCLINT IN ACCL|ERRORS: ¢
Bl crio apio 17 SDLDATL . cso, Iz:dl:reglt\ef(lsrlsduph(atad i function(s) init_gpio_pins. This can lead to duplicated #defines in the generated E
E18  GPIOL gpio, 19 SD1_DAT2 CSLPWHN CSIPVvvrr - R 2 G008 L P = 1L B 0 0 PR =i 8 s o .6 o 3 L b= D
G712 GPIOL gpio, 9 GPIO9 KEY_COL6/MICROPHONE_DET/J508(56] ev_ROW © BE CAREFUL MODIFYING THIS COMMENT - IT IS YAML SETTINGS FOR TOOLS
D20 GPIOL gpio, 20 SD1_CLK CSLRST B CSLRST B
W23 GPIO1 gpio, 24 ENET RXER  USB_OTG ID USB_OTG ID

F*FUNCTION

Figure 49. Identifier errors

You can also select the pin to use in a given routing from the Routing Details view. However, the identifier must be a valid C
identifier and must be used in the source code.
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@ Functional group properties

Functicnal groups .

P init_audmux_pins
P init_can_pins

P init_gpic_pins
P init_cerm_pins
Finit ecssi oins

Figure 50. Pins macros prefix

Mame: init_gpio_pins

Set custom Fdefine prefix
Prefic GPIO_PIMS_
Core: Cortex-A9 (Core #0)

Description: Configures pin routing and opticnally pin electrical features,

=l

If multiple functions are used, each individual function can include a special prefix. Check the Pins > Functional Group Properties
> Set custom #define prefix checkbox to enter prefix of macros in particular function used in the generated code of the pin_mux.h

file. Entered prefix text must be a C identifier. If unchecked, the Function name is used as a default prefix.

3.3.5 Expansion Header

In the Expansion Header view, you can add and modify an expansion header configuration, map the connectors, and route the
pin signals. You can also import and apply an expansion board to the header.

Certain boards, such as LPCXpresso55S69, come with preconfigured expansion headers.

& Package & Expansion Header 2

.
L1 L1
L L
L1 L1
L1 L1
L1 RESET
L1 L1
L1 L1
L1 L1
L1 L1
L1 L1
.
L1 AD
NG Al
NG A2
Pi37] A3
FIEE A+
PA(11] A5

Figure 51. Expansion header

Expansion Header: LPCXpressoV2/V3 Expansion Header

-

=

(]

Labels | Expansion header ~ @& @ | Header | LPCXpressoV2/V3 Expansion Header v @ €3 & ||

F17[E]

F1T[E]

PATLI0]

PIT[12]

PITL14]

PIT1E]

PAT[1E]

P70

Pl

FAEL4

F1E[E]

- P1EE]

o FIE(IO)

FIE(12]

PIE[14]

F1E[16]

PIECIT] PAEC1E]

PAE[1S] PiE(20]

|©

The expansion header is not automatically preset for every supported device. If the header is not preconfigured, follow these steps
to create and modify an expansion header configuration:

1. Add a header by selecting the

Add button in the view toolbar.

2. In the Add New Expansion Header window, select the Header type from the drop-down list.
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Header name: |

Header type: | breakout_expansion
breakout_expansion
frdm_arduino
lpc_style_arduine

C1 connecton lpc_style_arduino_mirr
micro_bus

prod
single_row_arduino

Connectors m

ar

Figure 52. Adding new expansion header

QK Cancel

3. Name the header and map the connectors.

. Add New Expansion Header

>

Header name; ‘ Example

Header type: |standard_arduino +

Connectors mapping

C1 connector; | A ~
C2 connector;

C3 connector;
C4 connector: | D W

OK | Cancel

Figure 53. Adding new expansion header

4. Select OK.

Expansion Header view now displays the connector layout. You can point your cursor over the pins to display additional

information. Right-click the pin to display a shortcut menu of additional options.
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#¥ Package ik Expansion Header 2 = 8
Labels | Expansion header v @& &) | Header | LPCXpressoV2/V3 Expansion Header v | €3 @H |Q
- ~
u
- 313 ne
L3 L1 L9 PATIE]
L1 L) L PATEE]
w« « Connector Pin: P16[4] 5 ol
NC
L1 L 12 PAT[12]
[
& R= Connector pin is not connected to any processor pin or external signal. |1t #ima
L1 L) oo PAT[1E]
|
L[ L[] (] PAT[1E]
L13 L1 [1:] PAT[0]
Expansion Header: LPCXpressoV2/V3 Expansion Header —
o7 F1E2]
113 PS4
a“
| | 15 PiEE]
L1 AD
D4LED.. P18[2]
NC Al
D3LED... F1!|m
NC A2
oz FAE(12]
[AE U] A3
E FAE(14]
Flgg AL | | ||
o PAE(IE]
P1s(11] AS
PIS(17] PAE(1E]
PIE(15] P10 W
Figure 54. Expansion header
5. To map the header pin to processor pin, right-click the header pin and select Connect.
6. In the Connector Pin dialog, select the processor pin/external signal from the list and click OK.
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& Package i Expansion Header ==
Labels | Expansion header v @ @ | Header | LPCXpressoV2/V3 Expansion Header v @ € & || |°
. ~
[ ]
ois L[5
- 313 ne
N N L1 PATISE]
L1 PAEL4] L1 PAT[E]
« g Connector Pin: P16[4]
: ns;J Connector pin is connected to:
« x| Processor Pin No.: 6,
w  w PIO0_T/FC3_RTS_SCL SSEL1/SDO_CLK/FC5_SCK/FC1_SCK/SECURE_GPI00_7
General purpose 10 Port 0 pin 7;FLEXCOMM3 Request To Send output for the USART, SCL
* “input/output for the 12C, Slave Select 1 input or output for the SPI; depends on the selected
e w function,SD/SDIO/MMC clock;FLEXCOMMS Clock input or output for the USART function in
« g synchronous modes, for the SPI function, for the 125 function (if present),;FLEXCOMM1
Clock input or output for the USART function in synchronous modes, for the SPI function,
L} E = R
. for the 125 function (if present).,;Secure general purpose IO Port 0 pin 7
ne &l Pin label: U20[4]/SD0_CLK
NC A2|
No signal routed
P17 A3
rigg a4 Pin is connected to expansion header pins:
e s LPCXpressoV2/V3 Expansion Header : P16[4]
PAE(17] PAS(1E]
P1S(15] P1s(0] W
Figure 55. Connected pin
7. To route the pin, right-click the header pin and select Route.
8. In the Pin dialog, select the signal from the list and click OK.
The connector pin is now routed.
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#¥ Package i Expansion Header 2 - O
Labels | Expansion header | a | Header | LPCXpressoV2/V3 Expansion Header w [+ ] @H |°
- ~
- b4 (1
L1 L[] L[ FI70E]
L1 H] L5 PA7[E]
- Connector Pin: P16[4]
* Connector pin is connected to:
L1 RE
e Processor Pin No.: 6,
m PIO0_7/FC3_RTS_SCL_SSEL1/SD0_CLK/FC5_SCK/FC1_SCK/SECURE_GPI00_7
General purpose 10 Port O pin 7;FLEXCOMM3 Request To Send output for the USART, SCL
' input/output for the 12C, Slave Select 1 input or output for the SPI; depends on the selected
" function.;SD/SDIO/MMC clockFLEXCOMMS Clock input or output for the USART function in
= synchronous modes, for the SPI function, for the 125 function (if present),, FLEXCOMM1
Clock input or output for the USART function in synchronous modes, for the SPI function,
- for the 125 function (if present).;Secure general purpose 10 Port 0 pin 7
we 4 Pin label: U20[4]/SD0O_CLK
NC
Pin is routed to signals:
fE 4 PIO0_T (DMAD,TRIG,0) - Trigger source for DMADO channel 0; Digital; Input
pieg 4 Pin is routed in functions:
MikroE_Tester_click_board
Pis(11]
Pin is connected to expansion header pins: o~
LPCXpressaV2/V3 Expansion Header : P16[4]
Figure 56. Routed pin

You can create more than one expansion header configuration. Switch between the configurations in the view's

drop-down list.

To highlight the pin/routing configuration in the Pins and Routing Details views, right-click the connector pin and

select Highlight.

Modify the configuration parameters at any time by selecting the Edit button. Information in the Pins view is

updated automatically.

Remove a configuration by selecting the Remove button.

Use the Label drop-down list to switch between display information for header, board, and routing.

3.3.5.1 Expansion Board

In the Expansion Header view, you can also apply an expansion board to an already created expansion header. The expansion
board configuration can be imported into Pins tool in the form of an XML file. Based on the chosen processor, the tool will then

recommend adequate routing.

NOTE

Only a single expansion board can be configured per expansion header.

1. In the Expansion Header view, click the Apply expansion board to the selected header. Alternatively, select Pins>Apply
expansion board from the Menu bar.

2. In the Apply expansion board dialog, click Browse to locate the XML file with expansion board information and click OK.
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. Apply expansion board x

Board file {xml):
| sktop\FRDM K64 Click shield.xml | | Browse

Expansion header where to apply the board:
FRDM Expansion Header
Board Properties
Board name: | FRDM K64 Click shield |

Header reference: ‘ frdm_arduino ‘

Adapter headers: | Mikro BUS 1
Mikro BUS 2

oK Cancel

Figure 57. Apply expansion board

3. Click OK to apply the expansion board.

4. On the next page, choose if you want to create a new functional group for the expansion board, or modify an existing
functional group. In the latter case, use the dropdown list to select from available functional groups.

5. In the Expansion Board Routing table, inspect the suggested routing of expansion board pins. If you want to change the
route of a pin, click the pin cell in the Route column and select the signal in the Connector pin dialog and click Done.
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. Expansion Board Routing

Expansion board:

MikroE Tester click board

[v]iCreate new functional group:? MikroE_Tester_click_board_1

Select functional group:

BOARD_InitDEBUG_UARTPins

Expansion board pins routing

Header Pin Board pin  Signal type Route Description
MNC AN analog n/a (not connect... Analog
MNC RST gpio n/a (not connect... Reset
MC s gpio n/a (not connect... Chip Select
MNC SCK i2c_clock n/a (not connect... SPI Clock
MNC SDO digital_out n/a (not connect... SPI Data Out
MNC SDI digital_in n/a (not connect... SPI Data In
3.3V 3.3V power_supply_3.. n/a (external) Power supply +3.3V
GND GND ground n/a (external) Ground
MNC PWM gpio n/a (not connect... PWM
MNC INT interrupt_out n/a (not connect... Interrupt
MNC TX uart_tx n/a (not connect...  UART Transmit
MNC RX uart_rx n/a (not connect... UART Receive
MNC SCL i2c_clock n/a (not connect... 12C Clock
MNC SDA digital_out n/a (not connect... 12C Data
S5V S5V power_supply_5V n/a (external) Power supply +5V
GND GND ground n/a (external) Ground
Populate identifiers for code: | Using expansion header names
Apply Cancel

Figure 58. Expansion board routing

6. Choose how you want to populate identifiers for code. Following options are available:

+ Expansion header names

* Expansion board names

* None

7. Click Apply to apply the settings.

You can change the expansion board signal routing at any time by clicking the Configure routing for expansion board button
in the Expansion Header view.

3.3.6 Power groups

If your processor supports power groups, an additional tab will appear next to Pins and Peripheral Signals.

NOTE

This feature is not supported for all devices.
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X A [ Update Code ~ ‘Functional Group | BOARD_InitPins

= Pins bA Peripheral Signals | & Power Groups

v s B

=

|t3.fpe filter text

Power Group M... Voltage Level [V]
' DCDC_GND 0.0
DCDC_IN 0.0

DCDC_IN_Q DldPower group ‘DCDC_IN".
DCDC_LP 0.0
DCDC_PSWITCH 0.0
DCDC_SENSE 0.0

GPANAIO 0.0

NGMND_KELO 0.0

NVCC_EMC 0.0

NVCC_GPIO 0.0

NVCC_PLL 0.0

NVCC_SDO 0.0

NVCC_SD1 0.0

VDDA _ADC 3P3 0.0
VDD_HIGH_CAP 0.0
VDD_HIGH_IN 0.0
VDD_SNVS_CAP 0.0
VDD_SNVS_IN 0.0
VDD_SOC_IN 0.0
VDD_USB_CAP 0.0

ATAN nn

Figure 59. Selecting power group

3.3.7 External User Signals view

This view is disabled by default and must be opened from the menu Views -> External Custom Signals. It allows the user to define
a custom description of the signals. An External User Signal has a defined unique ID within the table, pins to which it is connected,
and any amount of additional text information. All of it can be customized.
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B Pins Peripheral Signals &} Power Groups *ll¢ External User Signals 52 = B8
(+) Iml|)‘:-‘t}-‘pE]"iItErtE:ct
0 Connected pins Description

singal 1 [B1] GPIO_EMC_B1_14 User description
signal 2 [C1] GPIO_EMC_B1_15

Figure 60. External User Signals view

Connecting to a pin(s) can be done from a context menu of the selected signal. Multiple pins can be connected to the signal as
well as multiple signals can be connected to the pin. When some signals are defined, the External User Signals column is added
to the Pins view. The connection between pins and signals can be also done from there.

Additional columns can be specified using the table header context menu.

Pins [ Peripheral Signals ﬂ Power Groups *ll¢ External User Signals i3 = O

L+ I

0 Connected pins
singal 1 [B1] GPIO_EMC_B1_14
signal 2 [C1] GPIO_EMC_B1_15

Add column
Remove column

Rename column

Figure 61. External User Signals header context menu

When needed, External User Signals can be also exported to CSV and then imported to another configuration. Merging of signals
is not supported so when some signals are defined for the configuration, they are replaced by imported signals.

3.3.8 Functions

Functions are used to group a set of routed pins, and they create code for the configuration in a function which then can be called
by the application.

The tool allows to creates multiple functions that can be used to configure pin muxing.

The usage of pins is indicated by 50% opacity in Pins, Peripheral Signals, and Package views. Each function can define a set of
routed pins or re-configure already routed pins.

When multiple functions are specified in the configuration, the package view primarily shows the pins and the peripherals for the
selected function. Pins and peripherals for different functions are shown with light transparency and cannot be configured, until
switched to this function.

3.3.9 Highlighting and color coding

You can easily identify routed pins/peripherals in the package using highlighting. By default, the current selection (pin/peripheral)
is highlighted in the Package view.
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» The pin/peripheral is highlighted by yellow border around it in the Package view. If the highlighted pin/peripheral is selected,
then it has a blue border around it.
* Red indicates that the pin has an error.
» Green indicates that the pin is muxed or used.
« Light gray indicates that the pin is available for mux, but is not muxed or used.

» Dark gray indicates that the pin/peripheral is dedicated. It is routed by default and has no impact on generated code.

Unallocated .
peripheral Peripheral
Allocated with error
oca e
peripheral Highlighted
peripheral

Figure 62. Highlighting and color coding
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e I T B |
Unrouted pin " EEEEEB L —
B = H B B B B B B GO ) H E = | —_— &
5 = H HE E B E B B H B B H E N u — F
0— H HE B B E B B H B B H E N u — U
E— H n H HE E B E B B H B E B B B ® u — B
Pin with error = EEn E EEEEEB E N EEEBEG®R m —
= — H HE §E B E §E F E E fFE E FE R R E R ER R R HECBH u — U
H — H E §E E E E R E FE fFE E fE R R E R ERER R ECBH u — 0
4 — H E E R E E R E R EBE R E N R E R BN BB | _
Routed pin E B E EE EEEEENESNESNSNESNDNNEDNEG N NG NEH [ — =
&t = H HE §E E E E E E fE fFE E FR E R E R ER N R BB u — b
Mo H E HE B E E FE E FE fFE E fRE E R E R ERER R BB u = W
o H B E H E E R E R E R R E N R E R EE BB | — M
P H B E §HE E E fE E R E R E RN R R R EER BB | — F
R— H HE §E E E E FE E FE fFE E fER R R E R ER N DR BB u — U
roo— H HE §E E E §E FE E fE fFE E FE E R E R R ER DR HECBH u —_— '
v— H HE §E E E E E E E fFE E FE R R EEERER R HECBH u — U
¥o— H N | H HE §E E E §FE E N FE R R EH BB u —_— ¥
LU — [ L I B B I B B B B B BN B B B N B B B B N [ ] —
Highlighted pin Hr I NN EEEEEENEEEEEEMNET®S= L | — 7
M= HEE=s EE=s EE=s BN BEErEE=®BHNE L] — ™
T = s I I E S EEEEEEEEEEEN L] — &
= — I B I EEEEENEEEEEEEEERN | — =
= — HEHE=s EBE=s B BN B E=s B E=HEHBE | — =
B = I I I B r I EEEEEEEEN L] — =
e I T B |
MCIMFBQTCWTOSAD - FCPBGA 624 package
Figure 63. BGA package on pins side
B Routed Pins = O
type filter text
Routed Pins for init_ecspi_pins 7 (v]
# Peripheral Signal Route to Label Identifier Power group Direction Software Input Or
U7 ECSPIL miso KEY_.COL1  CSPIL_MISO SPLIN NVCC GPIO (3.3V)  Input/Output  Ob0: Disabled
V6  ECSPH mosi KEY_ ROWO  CSPIL_MOSI SPLOUT NVCC_GPIO (33V)  Input/Output  Ob0: Disabled
W5 ECSPIL sclk KEY_COL0  CSPIL_CLK SPI_CLK NVCC GPIO (3.3V)  Input/Output  Ob0: Disabled
@GUs  ECSPI sl FREV_ROWL —_ CsPn1_Cs0 EEIESE 1/vCC GPIO (33V)  Output 0b0: Disabled
U6  UARTS nd_muc  FKEVROWL | |cspn_cso EERESIIN vvCC GPIO (23V)  Input 0b0: Disabled
s " nanprDo  [sD3_CD_B/IS07[14]  SD3_CDB n/a 0b0: Disabled
o ___ n/a n/a n/a
Pins not configured Conflicting pins
L | LUl .3

Figure 64. Pins conflicts
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# Peripheral Signal Route to Label Identifier Direction Slew rate
%33 GPIOE GPIO, 26 PTE2G J2[1]/D12[4]/LEDRGE_GREEM “ Input Slow
Nl rrvo CH, 0 FTMO_CHO  J1[5] : Output Fast

Figure 65. Warnings

» Package view
— Click the peripheral or use the pop-up menu to highlight peripherals:
> and all allocated pins (to selected peripheral).
> or all available pins if nothing is allocated yet.
— Click the pin or use the pop-up menu to highlight the pin and the peripherals.
— Click outside the package to cancel the highlight.
* Peripherals / Pins view

— The peripheral and pin behaves as described above.
3.4 Errors and warnings
The Pins Tool checks for any conflict in the routing and also for errors in the configuration. Routing conflicts are checked across

all INIT functions (default initialization functions). It is possible to configure different routing of one pin in different functions (not
INIT functions) to allow dynamic pins routing reconfiguration.

£ Routed Pins = g

‘ty:)e filter text

Routed Pins for BOARD Init.. | 6 | @

# Peripheral Signal Route to Label Identifier Direction GPIO initial state  Mode Slew rate  Invert Opendrain |
3. FLEXCOMMO RXD_SDA _MOSI_DATA FCO_RXD_SDA_MOSI_DATA P17[17]/P24[1]/PIO1_5_GPIO.. n/a Not Specified n/fa Inactive Standard Disabled Disabled Il
5 FLEXCOMMO TXD_SCL_MISO_WS FCO_TXD_SCL_MISO_WS R80/P18[S9]/LEDB/PWM_ARD  LED_RED Not Specified n/a Inactive Standard Disabled Disabled Il
1. PMC VREFINPUT_1 VDDA VDDA _TARGET n/a Input n/a nfa n/a n/a n/a 1
9. USBFSH USB_VDD USB0_3V3 VDD_TARGET 3.3 n/a Input n/a n/a n/a n/a n/a 1
@ 2. CTIMER3 ECAPTURE‘ 3 UCT_INP1Cr U14[12]/SWO_TRGT Not Specified Input nfa Inactive Standard  Disabled  Disabled 1
@ 1. CTIMER3 GCAPTURE 3 0CT,INP4 P19[21/P23[1]/ADCO_N n/a input nfa inactive Standard ~ Disabled  Disabled 1
< >

Figure 66. Error and warnings

If an error or warning is encountered, the conflict in the Routing Details view is represented in the first column of the row
and the error/warning is indicated in the cell, where the conflict was created. The last two rows in the figure above show the
peripheral/signal where the erroneous configuration occurs. The detailed error/warning message appears as a tooltip.

For more information on error and warnings color, see the Highlighting and Color Coding section.

3.4.1 Incomplete routing

A cell with incomplete routing is indicated by a red background. To generate proper pin routing, click the drop-down arrow and
select the suitable value. A red decorator on a cell indicates an error condition.
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Routed Pins for PinsFunc 1

# Peripheral Signal Route to Label Identifier Power group
_ ECSPIL N N Mame of the pin or internal signal.

ERRORS:

Unassigned pin

Figure 67. Incomplete routing

The tooltip of the cell shows more details about the conflict or the error, typically it lists the lines where conflict occurs.

You can also select Pins > Automatic Routing from the Main menu to resolve any routing issues.

NOTE
Not all routing issues can be resolved automatically. In some cases, manual intervention is required.

3.4.2 Power groups voltage level conflicts

The Pins tool provides information about possible voltage level conflicts when the peripheral signals routed pins are configured
from a different power groups and the power groups have different voltage level value set in Power groups view.

In case of a potential voltage level conflict, a warning is displayed - a useful feature for hardware board designers.

Pins in voltage-level conflict

Routed Pins for BOARD_InitPins 5 @

# Peripheral Signal Route to Label Identifier Power group Direction Software Input On Field  Hystel

& M4 UARTS med_mux =" UART5_RX UART RXD NVCC_C5 Input 0b0: Disabled Obl1: E

5 U6 UARTS ted_mux =" UARTS TX UART TXD CC GPICT] Output b0 Disabled LE
KEY_ROWL.

Power group conflict in "UARTS", the following power group(f) use different voltage level: NVCC_CSI{itemn 'Route
te' on row “FM4-UARTS.md_mux') |

Warﬁing Voltage level

Figure 68. Power group view

3.5 Code generation
If the settings are correct and no error is reported, the code generation engine instantly regenerates the source code. You can
view the resulting code the Code Preview view of the Pins tool.

Code Preview automatically highlights differences between the current and immediately preceding iteration of the code. You
can choose between two modes of highlighting by clicking the Set viewing style for source differences. You can also disable
highlighting altogether from the same dropdown menu.

For multicores, the sources are generated for each core. Appropriate files are shown with @Core #{number} tag.

NOTE
The tag name may be different depending on the selected multi-core processor family/type.
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You can also copy and paste the generated code into the source files. The view generates code for each function. In addition to
the function comments, the tool configuration is stored in a YAML format. This comment is not intended for direct editing and can
be used later to restore the pins configuration.

NOTE
Code Preview view contains the Export button and possibility of exporting sources - link to export wizard - Pins Tool
> Export Source Files option-allowing export sources per used cores in multi-core enabled configuration.

YAML configuration contains configuration of each pin. It stores only non-default values.

TIP
For multicore processors, it will generate source files for each core. If processor is supported by SDK, it can
generate BOARD_InitBootPins function call from main by default. You can specify "Call from BOARD_InitBootPins"
for each function, in order to generate appropriate function call.

3.6 Using pins definitions in code

The Pins tool generates definitions of named constants that can be leveraged in the application code. Using such constants based
on user-specified identifiers allows you to write code which is independent of configured routing. In the case you change the pin
where the signal is routed, the application will still refer to the proper pin.

For example, when the LED RED is specified an identifier of a pin routed to P7B22, the following defines are generated into
the pin_mux.h:

#define BOARD LED RED GPIO GPIOB /*!<@brief GPIO device name: GPIOB */
#define BOARD LED RED PORT PORTB /*!<@brief PORT device name: PORTB *'/
#define BOARD LED RED PIN 22U /*!<@brief PORTB pin index: 22 */

The name of the define is composed from function group prefix and pin identifier. For more details, see Functional groups and
Labels and identifiers sections.

To write to this GPIO pin in application using the SDK driver (fsl_gpio.h), you can, for example, use the following code referring
to the generated defines for the pin with identifier LED_RED:

GPIO_ PinWrite (BOARD LED RED GPIO, BOARD LED RED PIN, true);

3.7 Full initialization of pins

In some cases, the default values are not reliable, as there may be code running before the application that modifies the pin
configuration (for example, a bootloader). The option Full initialization of pins ensures that the initialization is fully done even for
items that use after-reset state. This option is specific for each Functional group allowing to force full initialization of routing. Full
initialization of pins is not enabled by default. When enabled, the electrical properties of existing routing are changed. The "Reset"
values are changed to explicit values corresponding with them. When the option is disabled, the pins tool changes the values that
are matching after-reset state to the "Reset" values.

3.8 Create Default Routing

If necessary, it is possible to create a new functional group that will route default signals to pins and internal signals. The
functionality is available in Pins -> Create Default Routing. There the user can select:

» Whether all pins and signals will be routed, or only the ones that are not routed in other functional groups.
» The name of the new functional group.
* Whether the routing is created for pins and/or internal signals.

In the created functional group, the Full initialization function of the pins feature will be set. The electrical properties of pins will be
set to their after-reset state.
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. Create the Default Routing

the default routing of the selected items.

A new functional group will be created. It will contain

Route; All routable itermns

Functional group name: | SetDefaultRouting

[termns to route;

Cancel

Figure 69. Create the Default Routing
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Chapter 4
DDR Tool

This section introduces the DDR configuration and validation tool, which is an embedded componen of Config tools for i.MX.

The DDR tool provides two main functionalities: configuration and validation.

Supported devices are indicated in the new project configuration page.

NOTE

DDR tool is provided “as is” to aid customer capabilities of evaluating, debugging, and optimizing their designs.
The results, or any part thereof, provided by the tool cannot be under any circumstances seen as a substitute for
the traditional validation and compliance methods, which still need to be performed to declare compliance of the

designs with the respective JEDEC standards.

4.1 Create a new DDR tool project

To use the DDR tool, you first must create a new project.

To create a new DDR tool project, follow these steps:

1. Open the Config tools for i.MX.
2. Choose Create a new standalone configuration for processor, board, or kit and click Next.
3. From Processors, choose one of the devices with DDR tool support and click Finish.
4. To open the DDR tool view, click the DDR tool icon.
Config Tools Overview O
i Project opened for the first time. Click on a tool icon to select the tool.
# Configuration - General Info “ Configuration - HW Info ~ Project
Processor: MIMX8MM4xxKZ
[ Part number: MIMX8MM4CVTKZ
Core: Cortex-A53(core#0)
SDK Version: ksdk2_0
~ Pins ~ DDR
Configures pin routing, including functional electrical pin properties, The DDR Tool provides user friendly configuration of initialization for
voltage/power rails, and run-time pin configuration. DDR controllers and allows you to validate the configuration using
#% )| various validation scenarios.
@ ~ o)
~ Generated code
B board\pin_mux.c
B board\pin_mux.dts
B board\pin_muxh
B ool Uit it @lee
Figure 70. Config Tools overview
5. To use the DDR tool, accept the Disclaimer.
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@ Disclaimer

information or assistance provided by NXP.

Allinformation provided is accurate to the best of NXP's knowledge and will not operate to increase

£ I\ NXP's warranty obligations. All information is provided "AS 15" and NXP makes no representation or
warmanty, express or implied, of accuracy, completeness, that products will be suitable for any specified
use. MXP will not be liable for any damages or loss anising from, in connection with or incident to the

Unless otherwise provided in a signed, written agreement, all

sales transactions by MXP are subject to MXP's general terms and conditions of commercial sale:

hittp:/fwww.nxp.com/about/ about- nup/our-terms-and-conditions-of - commercial-zale: TERMSCONDITIONSSALE

Figure 71. Disclaimer

4.2 DDR configuration

The DDR configuration provides a user-friendly graphical interface to configure the DDR interface and other associated
subsystems. You can use it to change the DDR controller and PHY configuration when a different memory module is used to the
configuration and to optimize the parameters associated with signal integrity.

4.2.1 Import initialization script

Import initialization script allows loading the initialization script provided by the Register Programming Aid (RPA) tool and
bypassing the Ul configuration. To obtain the latest RPAs, refer to the following link on NPX community.

1. To import the RPA initialization script, use the Import initialization script button and browse for the desired *.ds file

Ex Import initialization script

mr =0
@

-
v

Preset | DefaultLPDDR4 Configuration v

X

Select file: | C:\Users\nxal 1585\ Deskt: P npt‘ 8

-2

LPDDR4 was detected!

Mote that imported settings will not be applied to the Ul config view!

émp.Ipderd g6 2000m.200m] [Browse. |

0K Cancel

1T

Figure 72. Import initialization script

2. To load the *.ds file and disable the Ul configuration interface, press OK.

v DDRC

¥ Device Information

Memory type LPDDR4
Density per channel per chip select (Gb) 8
Number of Channels 2
Number of Chip Selects used 1

Total DRAM density (Gh) 16
Number of ROW Addresses 16
Number of COLUMN Addresses 10

Figure 73. Disabled Ul

Preset | Default LPDDR4 Configuration

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022

User Guide

65/145


https://community.nxp.com/t5/i-MX-Processors-Knowledge-Base/i-MX-8M-Family-DDR-Tool-Release/ta-p/1104467

NXP Semiconductors

DDR Tool

3. The contents of the imported *.ds file is shown in Code Preview, dadr_config.ds

[ Code Preview % [Registers # Overview

ddr_timing.c|ddr_config.ds QQuiz v
1# Version 15 ~
o# Note, though the extension of this file implies use with th
S# the file is meant specifically for the DDR Stress Test GUI
a# It contains data commands which are not compatible with the
S# trying to use this file with DS5 will result in errors.

o# There are currently no plans to create a DS5 JTAG DRAM init
T#

&# DCD command:

9# CMD_WRITE_DATA: memory set ADDR BITWIDTH VALUE

10# CMD_SET_BIT: memory setbit ADDR BITWIDTH VALUE

A1# CMD_CLR_BIT: memory clrbit ADDR BITWIDTH VALUE

12# CMD_CHECK_BIT_SET: memory chkbitl ADDR BITWIDTH VALUE

19# CMD_CHECK_BIT_CLR: memory chkbit@ ADDR BITWIDTH VALUE

14

15

LG ###HHHHH#####step 0: configure debug uart port. Assumes use of
L ##### If using non-UART pads (i.e. using other pads to mux out the
A8 ##### then it is up to the user to overwrite the following IO regi
A9memory set ©x3033023C 32 Ox00000000 #IOMUXC_SW_MUX_UART2_RXD

Figure 74. RPA script content

4.2.2 Import from target

Import from target allows loading the DDR initialization of an already configured working target and bypassing the Ul configuration.
Use this option only for devices with JTAG connection available.

L)
W

Preset | Default DDR4 Configuration

(21 Import from target 4 *
Connections:
Select connection type: o
ITAG v I »
I W
L
() USE ) Ethernet
W
USE device: | 00:00-00:00:00:00 -
[¥]
Il W
| L

L

Figure 75. Import from target

4.2.3 Enable manual configuration

To switch back to Ul configuration, press the button "Enable manual config".
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t | Default LPDDR4 Configuration

Figure 76. Enable manual config

4.2.4 Ul configuration

The Ul configuration allows you to change manually Device Information, PHY options, or Design-specific configuration. There are
two modes available, Basic and Advanced.

NOTE
Advanced mode is only recommended for experienced users.

Basic mode allows you to configure the parameters that are design-dependent.

1. Device information

+~ Device Information

Memory type LPDDR4

Density per channel per chip select (Gb) ‘ 8 |
Number of Channels 2

Number of Chip Selects used ‘ 1 |
Total DRAM density (Gb) 16

Number of ROW Addresses ‘ 16 |
Number of COLUMN Addresses ‘ 10 |
Number of BANK addresses ‘ 3 |
Number of BANKS 8

Bus Width 32 v
Number of frequency setpoints 1

Clock Cycdle Freq (MHz) 1500 MHz v
Clock Cycle Time 666.667 ps

Figure 77. Device Information Ul

2. Board data bus configuration for LPDDR4

v Board data bus config

~ Channels

# < B >
DRAM data bus 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DRAM data bus (Userlnput->) 7 6 5 4 3 2 1 0 14 15 10 13 12 11 9 8
Byte lane < 0 > < 1 >
Data bus bits withinbytelane 7 6 5 4 3 2 1 0 6 7 2 5 4 3 1 0
< >

Figure 78. Board data bus config Ul
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3. UART port selection

5.

Figure 79. UART selection Ul

UARTPort | UART2 »

DBI selection (for LPDDR4)

Figure 80. DBI selection

DBl Disable v

Inline ECC configuration (for devices with Inline ECC support) allows selection of the following parameters:

a. Enable/Disable Inline ECC

Inline ECC Enabled v

Figure 81. Inline ECC

ECC region granularity

ECC region granularity (divided by) 8 v

Figure 82. ECC region granularity

c. ECC protection configuration for each Main Memory Region

The overview of the ECC configuration is summarized in the ECC config binary/non-binary aligned section.

 ECC config non-binary aligned

Mote  In-lineECC ion worksheet for non-binary-aligned densities: the use of non-binary-aligned densities forces the LPDDR4 memory map to be broken up into three equally sized non-continuous
regions, with each region containing the ECC parity section for that memary region. To avoid such a situation, it is recommended to use 2 binary-aligned density.
~ ECC Memory Region >

ECC Memory Block 0| ECC Memory Block 1| ECC Memory Block 2

~ ECC parity region space

ECC Parity Region Section for Main Memory Region  Start Address of each ECC Parity Region Section  Density of each ECC Parity Region Section (MB)  ECC Parity Region Section memory attributes
ECC Parity Region 0 Selection E

ECC Parity Region 1 Selection
ECC Parity Region 2 Selection
ECC Parity Region 3 Selection
ECC Parity Region 4 Selection
ECC Parity Region 5 Selection
ECC Parity Region 6 Selection
Always user accessible

~ Main Memory Region Space

Main Memory Region  Start Address of each Main Memory Region  Density of each Main Memory Region (MB)  ECC Protection Cenfiguration for each Main Memory Region

Region & : PROTECTED
Region 5 PROTECTED
Region 4 %0 00 236 PROTECTED
Region 3 70000000 S56MB PROTECTED
Region 2 € PROTECTED
Region 1 PROTECTED
Region 0 0 S6MB PROTECTED

Figure 83. ECC config binary/non-binary aligned section

Advanced mode allows you to configure additional parameters.
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1. The firmware version is the one officially supported by the BSP, but the DDR tool offers the possibility to select between

multiple versions.

Phy Firmware Version FW2020.06

Figure 84. Firmware version selection Ul

NOTE

Use only the Firmware version for your specific SoC and BSP GA version. Not all Firmware versions are supported

for each SOC.

2. PHY log level selection

Phy Log Level Firmware complete

Figure 85. PHY log level selection

3. IOMUX configuration

v 10MUX config +||x

# Command Address Size Value
0 memory set 0x30330214 32 0x00000010

Figure 86. IOMUX configuration Ul

4. PMIC configuration sequence

~ PMIC config + | x

# PMIC command  Value
0 pmic_cfg 0x0048
1 pmic_set 0x2F01

Figure 87. PMIC configuration Ul

5. Custom configuration

~ Custom config

v Custom config +| %

# Command Address Size Value

0 A 0x30300000 32 0x00000000
1 memory set x30300000 32 0x00000000

memory setbit
memory clrbit
memory chkbit1

memory chkbit0

Figure 88. Custom configuration Ul
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NOTE
Any write to an incorrect address may cause unexpected behavior.

6. DQ ODT and DS configuration

v DQ ODT and DS config
v Read config

PHY ODT 60.0 ohm v

DRAM driver strength 40 ohm v
SOC oDt 60

v Wirite config

PHY driver strength 34.3 ohm v
DRAM QDT 40 ohm v

Figure 89. DQ ODT and DS configuration Ul

7. CA ODT and DS configuration — Informational Only

v CA ODT and DS config

PHY driver strength (CA) 40 ohm
DRAM ODT (CA) 40 ohm

Figure 90. CA ODT and DS configuration Ul

4.2.5 Code generation
You can generate the configuration as C code in the Code Preview View, which can be used by the U-Boot SPL driver.

You can trigger code generation by any change in the GUI, it is highlighted in the Code Preview.

ddr_timing.c| ddr_config.ds QQupZ v
1/* P
2 * Copyright 2019 NXP

SPDX-License-Identifier: GPL-2.@+

Generated code from MX8M_DDR_tool

Align with uboot version:

imx_v20©18.83_4.14.78_1.0.0_ga ~ imx_v2018.04_4.19.35_1.1.0_ga
/

(v RN e IV [ SR VY )
* ¥ X ¥ X ¥ ¥

9
18

11#include <linux/kernel.h>

12 #include <asm/arch/imx8m_ddr.h>

13

l4struct dram_cfg_param ddr_ddrc_cfg[] = {
15 /** Initialize DDRC registers **/
16 {ex3d4e0304, ox1},

Figure 91. Code Preview

You can save files from Code Preview on the disk by using DDR tool Export Wizard.
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timing.c|ddr_config.ds QQu L~
Export O X

DDR Tool Export Wizard

® File(s) to export: ddr_timing.c, ddr_config.ds

Cortex-A53(core#0)

~ || Browse...

Figure 92. Export generated files

4.3 DDR validation

The DDR validation uses different scenarios to assess DDR performance, by downloading a test image to the processor’'s
internal RAM.

DDR validation can help to assess stability of the DDR interface on the board in a non-OS environment.

Validation View Test results
\‘ Test scenario Test options Generate reports
2 DOR View 5 Valichtion View 3 / \“ =]
Besults ™. Choose Tests
Scenanos Result
EAC] Firvare Init test 0% BV Teat
[ operaticnal teits Pass / Total 10
I -
Inzpection . Optimization vT5A | Stressing
B Start Validation
Legend: D@ @D
Connecticm: Sunenary . Logs
s.;::onmqmv;—pe = o—— : _ Advisor
Pazsed 1 (1001 Failed 0 (0.0%) Sympton Possible Couses
Seript Run Elapszd time Resubt Fail reason
Taluct COM peet: CoMIT v| [ Py Init 1 20h 00m 138
Connection type
COM ports list : ,
COM ports scan Test results overview High level advisor
Figure 93. DDR validation
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4.3.1 Connection

This section describes connection to boards of various types.

4.3.1.1 Boards with Serial Download mode/Manufacture mode

To connect to a board, do the following:
1. Configure the board to boot in the Serial Download mode/Manufacture mode and power up the board.
2. Connect a UART cable from the host computer to the UART of the A-core on the board.

3. Connect a USB cable from the host computer to the USB port on the board that is used by the Serial Download mode.
An “HID-compliant device” or a “USB Input Device” is shown in the Windows Device Manager.

With the board connected to the host computer, search the UART ports by using COM port scan. COM port drop list is populated
with all the available UART ports.

Connections:
Select connection type:
SERIAL v

Select COM port: COM15 v ||

Figure 94. COM port selection

Choose the correct UART that is used as the A-core debug UART port.

4.3.1.2 Boards with JTAG connection available
1. Connect the JTAG probe (only the CWTAP probe is supported) to the board.

2. Select between USB or Ethernet connection.

Connections:

Select connection type:

JTAG w

(®) UsB {_) Ethernet

USE device: 00 00:00: 00: 0000

Figure 95. Connection type selection

4.3.2 Test scenarios

Once the DDR configuration and board connection are set up, you can execute different Test scenarios. You can customize each
test by setting the parameters from Test options.
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Depending on the test and options selected, the execution time may differ. By default a 90 seconds timeout is set, to assure that
in case of an issue the test finishes. To change the default value, edit the Timeout (seconds) option:

Results |Choose Tests

Select which tests the scenario will run, a

[_]sync selection across all scenarios

Timeout (seconds): | 90 =

Figure 96. Timeout selection

When initial timeout expires, provide the input to continue or not the test execution.

E‘ Test execution timeout (s) *

% Test execution timeout expired.

' Press Ves if you want to continue the test, or No if you want to stop
execution.
o

Figure 97. Test execution timeout(s)

To start test execution, press the "Start Validation" button. You can check the status of the running test from the Logs console.
By default, the log level is set to ERROR. Additional log-level options are available, with different output in the console:

|Summary (Logs |
View log for: |Phy Init - Run 1 (Passed) ~ |ERROR ~
HHHHHHHHAHEREEAREERE Result forphy_init ##8# Run 1 #####HEEHRRHEREHEERRHBHEEEHE DEBUG
Microsoft Windows [Version 10.0.18363.1139] INFO
(c) 2019 Microsoft Corporation. All rights reserved. WARN

Figure 98. Log level selection

At the end of the test, the PASS/FAIL status is displayed in "Results". The test summary is displayed in "Summary".

Read ODT and driver - LP4 |

DRAM driver strength
ae I 240 ohm |120 ohm | 80 ohm | 60 ohm | 48 ohm | 40 ohm
2800hm | ON1 on o1 o1 o1 o

5 [1200hm | 041 171 11 171 171 171
© [80ohm | 041 171 11 171 171 7
E 60 ohm 171 11 11 171 171 171

40 ohm 171 171 11 171 _ |

Each cell color can be decoded using the legend B = =2 0

Figure 99. Test status

* Yellow is for Test failed
» Orange is for Configuration error
» Red is for Target connection error or exception in the script

» Green is for Test passed
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If a test fails, the Summary view in the Advisor section displays Symptom and Possible Causes to provide high-level guidance on
the debug process when looking for possible DDR subsystem issues.

Advisor

Symptom Passible Causes
Generic failure 1. Use the latest version of the DDR tocl to generate the proper setting for the customer’s configuration
2. Ensure the bit swapping or byte swapping properly follow the limitation that may apply and the DDR teol has been provide the comect ...
3. Review and verify schematics is correct
4, Venify if the used memery device is compatible with the SoC
5. Verify the proper input frequency and correct PLL configuration are applied
6. Venify the DDR layout guideline document from NXP has been followed
7. Venfy the voltages on the board
8. Verify the board has been properly reset and the power up sequence
8. Check HW for manufacturing issues

Figure 100. Advisor section

The DDR tool offers several test scenarios that can be split into Inspection, Optimization, vTSA, and Stressing.

4.3.2.1 Inspection
Inspection shows the status of the DDR Controller and DDR PHY configuration, by executing following tests:
1. Firmware Init- executes the DDR PHY training to check the DDR PHY configuration.

2. Operational - performs basic memory access test by running Write-Read-Compare/ Walking Ones/ Walking Zeros tests.
Such options as Start Address, Size, Enable DDR Memory cache, Access mode/Pattern option are available for each
test.

Write-Read-Compare parameters

Start address | 0x40000000 hex

Size 32MB e

Enable DDR Memory cache

[ ]Use random pattern

Pattern

0xAABBCCDD,0x01234567,0xFFFFFFFF, OxAAAAAAAA,
0xAABBCCDD,0x01234567 OxFFFFFFFF,0xAAAAAAAA,

0xAABBCCDD,0x01234567,0xFFFFFFFF,OxAAAAAAAA,
0xAABBCCDD,0x01234567,0xFFFFFFFF, OxAAAAAAAA

Figure 101. Test options

3. ECC Regions test— tests each ECC region with 1-bit error injection to verify the region's ECC capability (protected or
unprotected).

NOTE
The text is possible only for devices with inline ECC support.
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DQ ODT and driver strength tests sweep the DQ 10 configurations to create board-specific Driver Strength vs. ODT PASS/FAIL

map for the Reads and the Writes.

Optimization is not available when Ul configuration is bypassed by RPA initialization script import.

NOTE

Read ODT and driver |
DRAM driver strength
Bl 240 ohen [120 ohm | 80 chm | 60chm [480hm | 400hm
240 ohm] _0/1 0/1 01 0/1 0/1 0/1
& [1200hm | 0/1 11 1/1 1/1 /1 1/1
S [s00hm | 071 /1 11 /1 /1 /1
T [60ohm | 11 171 1/ /1 /1 1/1
40ohm | 1/1 11 1/1 /1 /1 1/1

Figure 102. DQ ODT and DS map

For passing cells (Green cells), the option Apply current selection in DDR configuration (right-click on the cell) is enabled. It sets
the respective Driver Strength and ODT value into the configuration for use in other scenarios.

Read ODT and driver l
DRAM driver strength

Rl 240 ohm [120 ohm | 80 ohm | 60 ohm |48 ohm |40 ohm

240 ohm 01 0/ 01 01 01 01
E 120 Ohm 0/1 ‘1/ 111 11 1711 1711
g 80 ohm 0/1 1/ Apply current selection in DDR ceonfiguration
= |60 ohm 1/1 1/1 7 171 7 171

40 ohm 1/1 1/1 11 11 1/1 1/1

Figure 103. Apply DQ ODT and DS configuration
NOTE

You can use the Driver Strength vs. ODT map as one of the criteria when deriving optimal ODT/Driver Strength
values. This map cannot serve as all-comprising output to make this determination.

NXP strongly recommends using the default ODT and Drive strength values that are tested and validated as part
of our GA BSP. To ensure that your design adheres to the board layout requirements, refer to the device i.MX 8M

Hardware Developer's Guide.

NOTE

Vrref for 1D optimization test sweeps the PHY Vref and/or DRAM Vref to determine the values for the PHY training to pass in case
PHY training fails and to determine the trained values after the 2D training.

When the test passes, Apply current selection in DDR configuration option is enabled. It sets the respective PHY Vref and DRAM

Vref values into the configuration.
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Results . Choose Tests

Viref for 1D Test
Pass / Total |Searching...
lo 1/1

Apply current selection in DDR configuration

Figure 104. Apply current selection in DDR configuration

4.3.2.3 VvTSA
vTSA performs Virtual Timing Signal Analysis by running tests to determine margins of DDR subsystem.

Diag Write Margin/ Diag Read Margin tests creates virtual data eye diagram for each DQ lanes.

Results | Charts . Choose Tests

-50 20 0 20 50 -50 =20 0 20 50 -50 =20 0 20 50 -50 =20 0 20 50
Step w=75.00% Step w=75.00%

DQ=11

50 20 0 20 50 50 20 0 20 50 -50 20 0 20 50 -50 20 0 20 50
Step w=72.22% Step w=75.00% Step w=72.22% Step w=75.00%

Figure 105. Diagnostic data eyes

CA bus signals test creates post training diagrams of the 6 CA control lines for each channel and CS.
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Results Char;; Choo;eTem.
Channel A - CSO (PostTrain) Channel A - CS1 (PostTrain)
CAAQD CAAQ
CAAL CAAL
CAA2 CAA2
CAA3 CAA3
CAA4 CAA4
CAAS CAAS
-100%fun} -SO‘KI:fUli 0 so%l(un 100‘5&(1.!” —100%fun -50%':tU|: 0 SO%I(UI} mm%(un}
Channel B - CS0 (PostTrain) Channel B - CS1 (PostTrain)
CABO CABO
CAB1 CAB1
CAB2 CAB2
CAB3 CAB3
CAB4 CAB4
CABS CAB5
-100%(UN -50%(UI) 0 50%(UI) 100%(U1)  -100%{U1) 50%(UI) 0 50%(UI) 100%(UN) |
Figure 106. Diagrams of the 6 CA control lines

NOTE

Details about vTSA are provided in FAQ section.

4.3.2.4 Stressing

To test the stability of the DDR configuration more extensively, you can use the Stressingscenario, with its suite of tests that covers

different situations.

Two ways of running Siress tests are available:

1. Single run runs the test suite one time with different options selected (Size, Enable DDR Memory cache, Stop on fail). In
case of failure, you can check the status of each test in the suite in the Logs console, with Log level set to INFO

Results Choose Tests |

fi

Stress Tests |

Pass / Total |Checki
[0 0/1

Legend: OO @O

: Summa_r_y [Logs

View log for: | Stress tests - Run 1 (Failed)

INFO

Figure 107. Stress tests

B ] o e L LS i ST T = e O

test_app [INFO]: Start Stress tests...

INFO  test_app [INFOJ: Data is address test fail with 2097152 fails...
INFO  test_app [INFOJ]: Row hop read test fail with 4194287 fails...
test_app [INFOJ: SSN memcpy x32 test1 fail with 1629438 fails...
INFO  test_app [INFOJ: SSN memcpy x32 test2 fail with 1686524 fails...
INFO  test_app [INFOJ: SSN memcpy x32 test3 fail with 480248 fails...
test_app [INFOJ: SSN memcpy x32 testd fail with 458098 fails...
INFO  test_app [INFOJ: Byte SSN memcpy x32 test fail with 256 fails...

v|[INFO V]
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2. Test duration runs the test suite for a selected time. This is suitable for overnight tests.

Stress tests parameters

Source address | 0x40000000 hex

Size 32MB b

Enable DDR Memory cache
Stop on fail

Test duration 1 : Hours | 0 : Minutes

Figure 108. Stress tests options

In the Logs console, you can monitor test execution and see the number of iterations and the duration.

Results . Choose Tests

Stress Tests
Pass / Total |Checki
o 1/1

legend: 0B00@OBE

Summary Logs

View log for: | Stress tests - Run 1 (Passed) ~ ERROR v~
Os: PASSED (1/1) 2
1s: PASSED (2/2)
2s: PASSED (3/3)
3s: PASSED (4/4)
4s: PASSED (5/5)
5s: PASSED (6/6)

Figure 109. Stress tests results

NOTE
Make sure the Timeout (seconds) setting is higher than theTest duration setting, otherwise the test ends
with timeout.

44 FAQ
1. What does vTSA mean?
a. VTSA is an abbreviation for Virtual Timing Signal Analysis.

b. A “virtual” TSA uses the memory controller itself to test margins without test equipment. “Virtual” does not mean
simulation!

c. Memory controllers have the ability the alter timings, voltage references, termination settings, and so on, for both
incoming and outgoing signals.

d. “Training” is a process when the memory controller sweeps these parameters and finds the configuration with the
most margin for operation.

e. A VTSA simply logs this information for output, which provides insight into the signaling margin of the system
without the need for test equipment.

f. Initialization and calibration settings can be dumped to a file for analysis as well.
2. What is the VTSA output?
a. Virtual Timing Signal Analysis(vTSA) provides write and read data eye diagrams virtually by running a series

of write/read transactions as opposed to the hardware method of using a high-speed oscilloscope to perform
manual physical TSA (pTSA) measurements.
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b. This being the case, vTSA output itself approximates the actual write/read eyes.

c. You should expect some variation between trained values of delay lines and VREF in comparison to the vTSA
report of these values.

d. VTSA only reports the values it detects in the “widest” part of the reported eye, which may itself vary from
run-to-run.

e. The key takeaway from using this tool is to display the virtual write/read eyes to convince the user of the
robustness of their design.

/ Write Ey \

e

LPDDRA

.—i-’

Read Eye

\_____

3. Need more information about VTSA?

a. The vTSA tool is an approximation of an actual pTSA. Thus, you may note some variation between the trained
delay line value and the vTSA “mid” value. It is observed and expected that this variation may be up to ~20 ps.
The key takeaway from the generated eye diagrams should be focused on verifying the ample margin of the
trained delay line value within the data eye.

b. For the trained VREF value, the LPDDR4 device Mode Register 14 (MR14 which holds the trained VREF value)

applies to ALL byte lanes. In other words per JEDEC, there is not an MR14 per byte lane and instead, MR14
applies to all byte lanes.

c. For a board that follows the NXP DDR layout guidelines, there should be plenty of margin around the VREF
trained value. You can find the guidelines in the respective NXP Hardware Developer Guide.

4. How a data eye margin is generated?

a. There are several delay steps available to shift each DQ and DQS.

=

As DQ crosses the unit interval, from zero-step delay to 1 unit internal step delay, each step is tested with a
write-read-compare test to determine pass or fail.

The DQ traverse of the unit interval is repeated for all available VREF steps.

o o

Delay steps generate a line, and repeating the lines at each VREF step generates data eye margin.

o

The crossing of DQS signal with trained VREF and delay step is placed in the generated data eye margin.

—h

Each passing dot in the margin eye already meets the setup, hold, and voltage requirement.
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Margin eye

N

&

o
I
o

035V

Wref h
===

= M
-

50 -20 [0 20 50
¥

— Step w=80.56%

Scope /
cope eye Strobe trained location is placed
in the data eye margin

5. What represents the information next to the data eye?
a. Unit interval = 1/data rate; for example, at 3200MT/s data rate the unit interval = 312.5 ps
b. The x-axis displays the time. It is one unit interval in percentage. -50 % to +50 %

c. The x-axis data eye margin width opening is displayed as the percentage of one unit interval. For example: Step
w=80.56 % of Ul

d. The y-axis displays the voltage.
e. The y-axis open data eye margin height/amplitude opening is displayed in voltage. Ex: Vref h=0.35 V

Tx data eye margin for data bit 0

Margin height opening

-~

The dot in the center
—— i the Strobe trained
location

=50 20 0 20 50

Margin width opening N Step w=80.56%

6. How much margin is considered as good?
a. To determine the required margin mask, you must do the following:
* Optimize The DDR interface

+ Settings have been optimized, generate the worst-case data eye margin using the worst-case conditions
(temperature, voltage, frequency, pattern) for a customer board DDR interface.

» Use the DDR training optimizing/centering the strobe to the eye margin

b. A green pixel in the data eye margin indicates a passing cell. It means for that green pixel the setup and hold time
as well as the VIHLac/dc are satisfactory.

c. Any additional green pixels around the strobe location in the data eye margin are additional margin available to
DDR for that DQ.

7. Why is the trained Vref sometimes not in the exact center of the eye?

a. The VREF training must select a value that corresponds to all of the byte lanes' passing VREF window and then
program this value into the LPDDR4 MR14 register. It means that for a one-byte lane, though the trained VREF
value may not seem to be in the exact center of the data eye, it is selected to provide the best possible margin for
this byte lane along with satisfying the other byte lanes.

8. How to check that wrong UART is selected?
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Set the Log Level to DEBUG and check the messages from console

9. How to proceed in case of test timeout?

a.

b.

In case of test timeout, the below pop-up window appears

Validation Error

Connection timed-out!

DDR Tool

Increase the timeout (second) option and rerun the test. If you get the below error, power off the board, unplug

the UART cable, power on the board, plug in the UART cable
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Chapter 5
Trusted Execution Environment Tool

In the Trusted Execution Environment, or TEE tool, you can configure security policies of memory areas, bus masters, and
peripherals, in order to isolate and safeguard sensitive areas of your application.

You can set security policies of different parts of your application in the Security Access Configuration and its subviews, and review
these policies in the Memory Attribution Map, Access Overview and Domains Overview views. Use the User Memory Regions view
to create a convenient overview of memory regions and their security levels.

You can also view registers handled by the TEE tool in the Registers view, and inspect the code in the Code Preview tool.
NOTE

In order for your configuration to come into effect, make sure you have enabled the relevant enable secure check
option in the Miscellaneous subview of the Security Access Configuration view.

B0 “TEE - LPC35S T4 mex (LPC35S14, Cortex-M33) - X

File Edit Tools TEE Views Help

A A ~ ‘Functional Group meiv & ¢ @O
User Memory Regions X ¥ Security Access Configuration =g Memory Attribution Map X 3 Access Overview = O @ Oveview X [2) CodePreview [IT) Registers =8

Iy A

User Memory Regions | ) Core 0| Other Masters > Configuration - General Info

[ Fitter access for

D [ start Address [ size End Address. Mame | Security Level Description | v Configuration - HW Info
[AShow Details [ Merged SAU+IDAU [ Show Code [ Show Data [ Show Peripherals 2] Show Exteral

Processor: LPCS3514

SAU+IDAU MPC/PPC  Resulting Security Level et (e T
ox3001_3¢FF " Core: Cortex-M33
USB SRAM (alias) $ s S (=0
ex3001_oo00 > Project
6x3000_BFFF
RAM 1 (clies) s s v TE
ox3000_5000 Configure access polices for memaory areas and peripherals
6x3600_7FFF helping to protect and isolate sensitive parts of the application.
RAM 0 (alias) H H
ax3a0a_aea0 @ a
ex2001_3FFF © Generated code
USB SRAM s s
ex2001_0c00 L
ox2000_BFr B
RAM 1 H H
P v Functional groups
Ox2008_7FFR ™ BOARD_INtTEE #h
RAMO H H
v Other tools
0x2000_0000
ex1400_3FFF
SRAMX (lias) s H
ex1400_oeoe
ex1301_FFFF
Boot-ROM (alias) s H
ex1300_6000 BlY=1D
x1001_FFFF ]
Resource I A
FLASH (alias) s H
g I0CON
AMBperipherals port?_ahb secure..
x1000_0000 s TRL
oxpao_sFrr
SRAMX s s s Warning A Secur e
e & Warning NXP recommends configur .,
exe361 FrFF >l >

Figure 110. TEE tool user interface (SAU+IDAU)
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Cortex-M7F)

ece
A B Update code »: )

18 ser Memory Regions 52 | ¥ Security Access Configuration

v iguration - General Info

Useremary Regions | @) €3]

i |sddess | size End Address | Neme e A Configuration- W info
Region 1 0x2022.0000  0x2.0000 02023 FFFE RAM 7 D i
Region 2 0x3000.0000 0x100.0000  OX3OFFFFFF BOARDFLASH M7 DomainfDomai.omain TRforS oo oo Processor MIMKRT1176000
° iow Code [ Show Data |~ Show Peri @ Show External
Region 3 08000_0000  0x300,0000  OXGFF_FFFF | SDRAM M7 D @ sn € show Code. €2 show Data | show Peripherals €2 show Ext MIMXRT1176DVMAA
Reglon4 0x8300.0000 0x100.0000  OXB3FF_FFFF NCACHEREGION MY D : Cortex-MIF
Roc  xmocz Resulting Access
ksdkz 0
seme
0x8400_0000
OxBIFF_FFFF
w w w NCACHE REGION
0xB300_0000
OXB2FF_FFFF
AW W AW SORAM
0x8000_0000
OXTFFF_FFFF
0x6200_0000
R OxG1FF_FFFF
0xG000_1000
0x6000_0FFF
0x6000_0000
OX3FFF_FFFF
A\ Problems 53 N|=o
Zesil 0x3100_0000
st Level ~ Resource Issue
i Information Project No toolchain project detect
R RR, W BOARD_FLASH
0x3000_0000
0x203F_FFFF

Figure 111. TEE tool user interface (RDC)

5.1 AHB with security extension-enabled devices
The features and appearance of the TEE tool are based on the security model of the loaded device.
This section describes the features and appearance of the tool for devices with security extensions AHBSC and TZ+TRDC.
Currently, following devices of this type are supported:
» LPC55Sxx
— LPC55S69, LPC55S66
— LPC55S16, LPC55S14
— LPC55S06, LPC55S04
« KW45
*« RT6xx, RT5xx
— MIMXRT685S, MIMXRT633S
— MIMXRT595S, MIMXRT555S, MIMXRT533S

NOTE
Pre-production only.

5.1.1 User Memory Regions view

In the User Memory Regions view, you can create and maintain a high-level configuration of memory regions and their security
levels. You can create the regions, name them, specify their address, size, security level, and provide them with a description. You
can then fix any errors in the settings with the help of the Problems view.

Create a new memory region by clicking the Add new memory region button in the view's header.
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Enter/change the memory region's parameters by clicking the row's cells. In the Security Level column, you have these options
to choose from:

* NS-User - Non-secure user

* NS-Priv - Non-secure privileged

» S-User - Secure user

» S-Priv - Secure privileged

* NSC-User - Non-secure callable user

* NSC-Priv - Non-secure callable privileged
* Any

Errors in configuration are highlighted by a red icon in the relevant cell. In the case the issue is easily fixed, you can right-click the
cell to display a dropdown list of offered solutions.

Remove the memory region by selecting the table row and clicking the Remove selected memory region(s) button in the
view's header.

Eﬂ User Memory Regions *;'4' Secunity Access Configuration = B

User Memory Regions o a

D | Start Address | Size End Address Mame Security Level Description
Region_1 Cre0000_0000 (1 B 050000_0000 Region_1  Any
Region_2 B 0x.0000_0001 (1 (rc0000_0001 Region_2  Any
Region_3 B 0x0000_0002 (1 (rc0000_0002 Region_3  Any

i (x0000_0003 b C0000_0003 Region_4

Figure 112. User Memory Regions

5.1.2 Security Access Configuration view

In the Security Access Configuration view, you can configure your application's security policies in a number of ways. See the
following sections for more details.

5.1.2.1 SAU
In the SAU subview, you can enable and configure SAU (Security attribution unit).

When enabled, you can set up SAU memory regions, specify their start and size or end address, and specify their security level.
SAU automatically sets the entire memory space to a Secure security level when disabled. It also sets the entire memory space
to a secure security level when enabled but without set memory regions.

You can choose between two security levels:
* NS - Non-secure

* NSC - Non-secure callable

Alternatively, you can set all the SAU memory regions to non-secure security level by selecting the All Non-Secure.
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NOTE
This option is only available when SAU is disabled.

You can also decide to generate code even for disabled memory regions by selecting the option Generate sources for
disabled regions.

Eﬂ User Memory Regions 1'-;’4' Security Access Configuration % = B

SaU | Secure MPU | Mon-secure MPU | MPC | * Masters/Slaves | Pins | Interrupts | Miscellaneous
Opticns

All Mon-Secure [[] Generate sources for disabled regions

SAL Memory Regions

Index | Enable | Start Address Size End Address Security Level
0 O 0000_0000 020 O 0000_00TF NS
1 Cre00O0_0000 (20 (rc0000_00TF M5

O 4

Figure 113. SAU/IDAU

5.1.2.2 Interrupts

In the Interrupts subview, you can set security designation for device's peripheral interrupts. In case if the processor contains more
than a single core or processing unit, additional Handling by Core tables might appear. In these tables, you can specify if the
interrupts coming from the peripheral can be handled by the core or processing unit.

Allinterrupts are set to Secure by default. If you want to change the interrupt source's security designation, left-click the Secure cell
of the interrupt and choose from the dropdown menu. Alternatively, right-click the interrupt's Name cell and choose the security
designation from the context menu. To select multiple entries, use the Ctrl+Left-click shortcut, then right-click the selected area
for the context menu. Alternatively, you can use Shift+Up/Down after selecting the row to expand the selection.
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Eﬂ User Memory Regions #L'a‘ Securnity Access Configuration < = B8
SALU | Secure MPU | Mon-secure MPU | ® MPC | Masters/Slaves | Pins | Interrupts | © Miscellaneous
Interrupt security configuration
MName Interrupt security configuration &
ADC Secure
Analog comparator Sub-system Secure
CAMND interrupt 0 Secure
CAMO interrupt 1 Secure
CASPER Secure
Code watchdog timer interrupt Secure
Flexcormm interface 0 Secure
Flexcomm interface 1 Secure
Flexcomm interface 2 Secure
Flexcomm interface 3 Secure
Flexcomm interface 4 Secure
Flexcomm interface 5 Secure
Flexcomm interface & Secure
Flexcomm interface 7 Secure
Flexcomm interface 8 Secure
GPIO group 0 Secure
GPIO group 1 Secure
HASH-AES Secure
Micra Tick timer Secure
Multi-Rate timer Secure
05 event timer and 05 event wake up Secure
Pin interrupt 0 or pattern rmatch engine slice 0 Secure
Pin interrupt 1 or pattern match engine slice 1 Secure
Pin interrupt 2 or pattern match engine slice 2 Secure
Pin interrupt 3 or pattern match engine slice 3 Secure

Figure 114. Interrupts

5.1.2.3 Secure/Non-secure MPU

In the Secure MPU and Non-secure MPU sub-views, you can enable and configure MPU (Memory Protection Unit). You can
create regions, specify their address, size, and other parameters. Use the Secure MPU sub-view for the configuration of the
secure, and Non-secure MPU for the configuration of the non-secure security level.
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I8 User Memory Regions ¥F Security Access Configuration &2 = o
“SAU | Secure MPU | Non-secure MPU|Interrupts‘ MPC‘ MastersfSIaves‘ Pins‘ Miscellaneous

Options
U [ Enable MPU during HardFault and NMI handlers
[ Enable privileged software access to the default memory map

[ ] Generate sources for disabled regions

MPU Memaory Attributes

Index ID Memory Type Device Attributes
0 0 Device nGnRE
1 1 Device nGnRE
2 2 Device nGnRE
3 3 Device nGnRE
4 4 Device nGnRE
5 5 Device nGnRE
6 6 Device nGnRE
7 7 Device nGnRE

MPU Memory Regions

Index | Enable |Address | Size | End Address | Exec | Permissions | Privileges | Sha
0 A 0x0000_0000 0x20 0x0000_001F [] RW Privonly  No
1 L] 0x0000_0000 0x20 0x0000_001F [] RW Privonly  No
2 L] 0x0000_0000 0x20 0x0000_001F [  RW Priv on NC

L] 2 001F ] Rw Priv C
4 L] 2 001F [ R Priv C
O «0000_0000  Ox2 001F [ R Priv o C
5 O «0000_0000  Ox2 001F [ R Priv o C
7 L] «0000_000C 2 001F [ R Priv o C
< >

Figure 115. MPU

MPU is disabled by default and must be enabled by selecting the Enable MPU option.

NOTE
Not every device supports MPU.
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Use the MPU Memory Attributes table to name and configure MPU memory attribute sets. Click the cells of the Memory Type and
Device Attributes columns to display the available choices.
Use the MPU Memory Regions table to enable and configure MPU memory regions.
1. Enable the region.
Specify the Address.
Specify either the Size or the End Address.
Set the Exec option if you want the region to be able to run code.

Set the Permissions (Read Only or Read/Write).

R

Set the Privileges.

NOTE
Privileged access can be set by default for all memory regions not handled by MPU by selecting the Enable
privileged software access to the default memory map option.

7. Set the Shareability, or the caching options.

oo}

. Allocate one of the sets from the MPU Memory Attributes table in Mem.Attr.. Sets can be allocated to more than one region.

5.1.24 MPC

In the MPC (Memory Protection Checker) subview, you can set security policies on entire memory sectors as defined by
physical addresses.

Set the memory sector security level by left-clicking the relevant cell in the Security level column and choosing from the dropdown
list. Alternatively, you can right-click the relevant cell in the Sector column and choose the security level from the context menu.
To select multiple entries, use the Ctri+Left-click shortcut, then right-click the selected area for the context menu.

You have four security levels to choose from, in ascending order of security:
* NS-User - Non-secure user
* NS-Priv - Non-secure privileged
» S-User - Secure user

» S-Priv - Secure privileged
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Eﬂ User Memory Regions -'-f,"a‘ Security Access Configuration 3«
SAU | Secure MPU | Mon-secure MPU | ® MPC | * Masters/Slaves | Pins | Interrupts | © Miscellaneous

MPC Sectors

Sector

Security Level &

-|FLASH: 0x0000_0000 - 0x0001_FFFF (0x1000_0000 - 0x1001_FFFF)

ewaaee paaa
Bwaaaa_seas
aweeal_aeaa
éwaeal_ seas

- Boot ROM: ©x0300 0000 - 0x0301_FFFF (0x1300_0000 - 0x1301 FFFF)

awasea _aeaa
Bwa3ee_leaa
Bwazea 2eaa
Bw@3ea 3ee8
aw@sea_ 4688
Bwasea Seaa
Bwa3ee_ocees
aw@sea_J7eaa
éwasee seas
Bwasiea oSeaa
awa3ea_Aeaa
Bw@3aa_Beas
Bwasiea Coaa
gw@3ea Deas
Bwa3ee coeas
éwasee Foae
ewa3iael_aeas
ax@38l_leaa
éwaszel 2eas

Figure 116. MPC

- @xPEOE_JFFF (0x1000 0080 - Bx1880_7FFF)
- @xPOOB_FFFF (0x1000_8000 - @x1800_FFFF)
- @xPO@1_7FFF (@x1901_0000 - @x1801_7FFF)
- @xPBOL1_FFFF (@x1801_3080 - Bx1881_FFFF)

- Bx@3ee @FFF
- BwB3ee_1FFF
- BwB3ee_2FFF
- Bw@3@e_3FFF
- Bx@3e8_4FFF
- BwB38e_S5FFF
- BwB388_eFFF
- Bx@3ee_JiFFF
- BwB3Be_BFFF
- BwB3ee_OFFF
- @x@3ee_AFFF
- BwB38e_BFFF
- BwB3ee_CFFF
- @x@3ee DFFF
- BwB3ee_EFFF
- BwB3Be_FFFF
- BwB381_BFFF
- Bx@381_1FFF
- BwB38l_2FFF

(ex1300_oo0n
(@x1308_1000
(ex13e8_2000
(ex1360_3000
(ex1360_4600
(ex13e8_5000
(ex1360_6600
(ex1368_7008
(ex13e8_sees
(ex13e8_Jees
(ex1300_AB00
(@x1368_Baea
(ex13e8_Coes
(@x1360_Dood
(ex1360_EG0
(ex13e8_Foes
(ex1361_oaos
(ex13@1_1608
(ex1301_2000

@x1300_@FFF)
Bx1308_1FFF)
Bx1308_2FFF)
@x1300_3FFF)
@x1300_4FFF)
Bx1308_SFFF)
@x1300_GFFF)
@x1380_7FFF)
Bx1308_8FFF)
@x1308_OFFF)
@x1300_AFFF)
%1308 _BFFF)
@x1308_CFFF)
@x1300_DFFF)
@x1300_EFFF)
Bx1308_FFFF)
@x1301_@FFF)
@x1301_1FFF)
Bx1301_2FFF)

M5-User
MN5-User
MN5-User
M5-User

MN5-User
M5-User
M5-User
MN5-User
M5-User
M5-User
MN5-User
M5-User
M5-User
M5-User
MN5-User
M5-User
M5-User
MN5-User
M5-User
M5-User
MN5-User
M5-User
M5-User

5.1.2.5 Masters/Slaves

In the Masters/Slaves subview, you can configure security levels for bus masters and slaves.

Set the bus master/slave security level by left-clicking the relevant cell in the Security level column and choosing from the
dropdown list. Alternatively, you can right-click the relevant cell in the Master and Slave column and choose from the security
level from the context menu. To select multiple entries, use the Ctri+Left-click shortcut, then right-click the selected area for the

context menu.

You have four security levels to choose from, in ascending order of security:

* NS-User - Non-secure user

* NS-Priv - Non-secure privileged

» S-User - Secure user

* S-Priv - Secure privileged

You can further specify the interrelation between master and slave security levels by selecting the following options:
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» Simple Master in Strict Mode - Select to allow simple bus master to read and write on same level only. De-select to allow to

read and write on same and lower level.

» Smart Master in Strict Mode - Select to allow smart bus master to execute, read, and write to memory at same level only.

De-select to allow to execute on same level only, read and write on same and lower level.

NOTE

Instruction-type bus master security level must be equal to bus slave security level. Data and others security level

must be equal or higher than bus slave security level.

Eﬂ User Memory Regions -'-_"; Security Access Configuration

SAL | Secure MPU | Mon-secure MPU |* MPC | ® Masters/Slaves | Pins | Interrupts | Miscellaneous
Options
[“5imple Master in Strict Mode Srmart Master in Strict Mode

Figure 117. Masters/Slaves

Master ‘ Security Level Slave Security Lex ™

=| Simple master ADCE M5-User
CAMNFD MS-User AHE_SECURE_CTRL 4

DMAD M5-User ANACTRL M5-User

DMA M5-User CANG M5-User

HASHCRYPT M5-User CASPER M5-User

USBFSD M5-User CRC_ENGINE M5-User

USBFSH M5-User CTIMER® M5-User

CTIMERL M5-User

CTIMER2 M5-User

CTIMER3 M5-User

CTIMER4 M5-User

DEGMATILBOX M5-User

DMAB M5-User

DAL M5-User

FLASH M5-User

FLEXCOMMB M&-Uszer

FLEXCOMML M5-User

FLEXCOMM2 M5-User

FLEXCOMMS M5-User

FLEXCOMMS M5-User

FLEXCOMMS M5-User

FLEXCOMMB M5-User

FLEXCOMMT M5-User

GINT® M5-User

5.1.2.6 Pins

In the Pins subview, you can specify if the reading GPIO state is allowed or denied.

All pins' reading GPIO state is set to Allow by default. If you want to change the pins reading GPIO state, left-click the Reading
GPIO state cell of the pin and choose from the dropdown menu. Alternatively, right-click the pin's Name cell and choose the
reading GPIO state from the context menu. To select multiple entries, use the Ctrl+Left-click shortcut, then right-click the selected

area for the context menu. Alternatively, you can use Shift+Up/Down after selecting the row to
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?ﬂ User Memory Regions #L‘i‘ Security Access Configuration
340 | Secure MPU | Mon-secure MPU | ® MPC |* Masters/Slaves | Pins | Interrupts | * Miscellaneous

Reading GPIO state

Mame Reading GPIO state

= 08

NS

{[-l General purpose inputfoutput port 0

Pin 0 —[34] PIO0_0O/FC3_5C...GPIO/SECURE_GPIOO_O/ACMPT Allow
Pin 1-[7] PIO0_1/FC3_CT5_...GPN/CMPO_OUT/SECURE_GPI Allow
Pin 2 - [81] PIO0_2/FC3_TXD.. UTO/5CT_GPIZ/SECURE_GPIOL Allow
Pin 3 - [83] PIO0_3/FC3_RXD..UT1/SCT_GPI3/SECURE_GPIOT Allow
Pin 4 - [36] PIO0_4/CAMNO_R...T5_50A_SSELO/SECURE_GPICOD Allow
Pin 5—[88] PIO0_5/CAMNO_TD...L_S5EL1/MCLE/SECURE_GPIC Allow
Pin & - [89] PIO0_6/FC3_5C.. ATO/SCT_GPIG/SECURE_GPIOO_ Allow
Pin 7—[6] PIO0_7/FC3_RT5_..._SCK/FC1_SCK/SECURE_GPIOC Allow
Pin 8 - [26] PIO0_8/FC3_55..5_DATA/SWO/SECURE_GPIOO_ Allow
Pin 9-[55] PIO0_9/FC3_55..._WS/SECURE_GPIOOD_S/ACMPD. Allow
Pin 10 - [21] PIOO_10/FCE_S.../SWO/SECURE_GPIO0_10/ADC Allow
Pin 11 - [13] PIO0O_11/FCE_RK.SWCLK/SECURE_GPIOD_11/4 Allow
Pin 12 - [12] PIOD_12/FC3_T..._W5/SECURE_GPIOD_12/ADCD Allow
Pin 13 = [71] PIOD_13/FCT_CT...DATA/PLU_IMNO/SECURE_GPIU Allow
Pin 14 - [72] PIO0_14/FCT_RT...O_WS/PLU_IMN1/SECURE_GPIC Allow
Pin 13- [22] PIO0_15/FCE_C...OUT2/SECURE_GPIO0_13/ADC Allow
Pin 16— [14] PIOD_16/FC4_TK..._INP4/SECURE_GPICOO_16/AD Allow
Pin 17 - [8] PIO0_17/FC4_S5E... OUTO/PLU_INZ/SECURE_GPIC Allow
Pin 18 - [56] PIO0_18/FC4_C..IM3/SECURE_GPIOD_18/ACMP Allow
Pin 19 - [90] PIO0_19/FCA_R...O_WS/PLU_IN4/SECURE_GPIO Allow
Pin 20 - [74] PIO0_20/FC3_...PIO0_20/FC4_TXD_SCL_MISO_W Allow
Pin 21 - [76] PIO0_21/FC3_RT..L3/PLU_CLEIN/SECURE_GPIC Allow
Pin 22 - [V8] PIO0_22/FCE_...US/PLU_OUTY/SECURE_GPIOO_: Allow
Pin 23 - [20] PIO0_23/MCLE...5ELO/SECURE_GPIOO_23/ADCT Allow
Pin 24 - [70] PIO0_24/FCO_R...PA/SCT_GPIO/SECURE_GPIOO. Allow
Pin 25 - [79] PIOD_25/FCO_T..NPS/SCT_GPIN/SECURE_GPIOT Allow
Pin 26 - [60] PIO0_26/FC2_R..H5_5PI_MOSI/SECURE_GPIOO_ Allow

Figure 118. Pins

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022

User Guide

91/145



NXP Semiconductors

Trusted Execution Environment Tool

TEE - KWA5B41Z

File Edit Tools TEE Views Help #Interal-Development

{4 A B Update Code nctional Group | BOARD_InitTEE vimB: @ ¢ @0
8 User Memory Regionss % Security Access Configuration £ = B I Memory Attribution Map & % Access Overview & Domains Overview = O @ Oveniew &8 [ Code Preview [ Registers !
SAU|MPU | Access Templates | Masters|MRCO | MBC0| MBCT | MBC2 Pins| Interrupts| | Domain 0| Domain 1| Domain 2| BN e ——— ~
Pin Security [IFilter access for Master:| CM33 « Configuration - HW Info
Name | Pin Security | Processor. KWASBA1Z83cxA
= General purpose input/output port GPIOA Part number: KW45841Z83AFTA
Pin0 S-Priv Core: Cortex-M33
pint S-Priv SDK Version: ksdk2_0
= General purpose input/output port GPIOB GpioC
Pin 0 S-Priv > Project
Pin1 S-Priv FASTPO (alias) GPIOB o
= General purpose input/output port GPIOC GPIOA Configures access policies for memory areas
Pin0 S-Priv and peripherals helping to protect and isolate
Pin 1 SPiv VREFO sensitive parts of application.
= General purpose input/output port GPIOD —— o)
Pin 0 S-Priv
pin1 S-Priv LPCMPO ~ Generated code
trustzone\resource_config.c
ADCO
trustzone\resource_config.n
@D ¥ Functional groups
Pin Interrupt Security PORTD B BOARDInitTEE
Name Pin Interrupt Security soRIC
= General purpose input/output port GPIOA Rt hertooks
Pin 0 S-Priv PORTB
Pin 1 S-Priv
= General purpose input/output port GPIOB EORIAS
Pin 0 SPriv o= ©
Pin1 S-Priv 8 2
= General purpose input/output port GPIOC REMC -- _ A Problems 52 BlY=no
Pin 0 S-Priv SEMAG2 [ype fitter text ]
Pin1 S-Priv

Pin 0 S-Priv i Informat Project No toolchain pri

Figure 119. Pins tab on KW45

File Edit Tools TEE Views Help #Interal-Development

‘A & B Update Code nctional Group | BOARD_INItTEE iE®ivS @ ¢ @O
22 User Memory Regions ¥ Security Access Configuration £ = O I Memory Attribution Map 5 % Access Overview &” Domains Overview = O 4 Ovenview 5 [2) Code Preview [ Registers =
SAU|MPU| Access Templates| Masters| MRCO| MBCO| MBC1 | MBC2| Pins| Interrupts | | Domain 0| Domain 1 Domain 2| S @ e —— A
Access Template ClFitter access for Master[CM33 v v Configuration - HW Info
| Ns-User |Ns-Priv|s-User |s-priv | (ze=ss (MREEHEET)
D Name [R[w[x [RIw]x[R[w[x [R[w[x]rock Part number; KW45B41Z83AFTA
Template_1 Template_1 OOooooooooooono Core: Cortex-M33
Template_2 Template_2 Oooooooooooono SDK Version: ksdk2_0
Template 3 Template_3 0000000000000 >
Template 4 Template 4 oooooooooooon FASTPO (alias) GPIOB
Template_s Template_5 ooooooooooood v TEE
Template_6 Template_6 oooooooooooon GPIOA Configures access policies for memory areas
and peripherals helping to protect and isolate
Tempiste.? Tempite 7 0000000000000 e ard prprert s o
Template_8 Template_8 OoooOododoooood
LPCMP1 ©
v
v Generated code
trustzone\resource_config.c
ADCO
trustzone\resource_configh
GPIOD ~ Functional groups
PORTD [ BOARD_INitTEE
PORTC v Other tools
PORTB
PORTA
0SB0 v
< >

i Informal Project No toolchain pr
e  [UE1 EE ses

Figure 120. Global Access Templates
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TEE - KWA5B41Z8300A mex (KW45B41Z83x0A, Cortex-M33)

File Edit Tools TEE Views Help #Interal-Development

4 & [ Update Code ~ ‘Functional Group | BOARD_InitTEE vime & ¢ B0
2 User Memory Regions % Security Access Configuration £ = B I Memory Attribution Map & % Access Overview & Domains Overview = O @ Oveniew &8 [ Code Preview [ Registers !
SAU|MPU | Access Templates| Masters | MRCO| MBCO| MBCT | MBC2| Pins| Interrupts | Miscellaneous| Domain 0| Domain 1| Domain 2| > Configuration - General Info ~
Use global access templates [IFilter access for Master:| CM33 v  Configuration - HW Info
Access Template Show Details [Z] Merged SAU+IDAU Processor: KW45B41Z8300A
[ Ns-User |Ns-priv_ | s-User | s-priv | Show Code [Z] Show Data [ Show Peripherals [7] Show External Part number: KW45841Z83AFTA
D Name [Rw[x [rR[wx[r [w]x [ [w][x]rock _ - Core: Cortex-M33
Template_1 Template_1 gooooooooooog SAU+IDAU [MBC/MRC || Restiiting Security SDK Version: ksdk2_0
Template_2 Template_2 O0oooooooooono GPIOC [ s = No access ™ S
Template 3 Template 3 00000000 0000O et
Template 4 Template 4 ooooooooooooo FASTPO (alias) GPIOB s No access -
Template_5 Template_S dodooooooooog GPIOA s No access Configures access policies for memory areas
Template_6 Template_6 OooooooOooooooo and peripherals helping to protect and isolate
Template_7 Template_7 D D D D D D D D D D D D D VREFO s . No access sensitive parts of application.
Template_8 Template 8 OoooooOoooooog LpeMPt 5 o No access @
MRC Memory Regions for Domain 0 P < o © Generated code
Index | Enable | Start Address Size End Address | Security Level | [ trustzone\resource_config.c
5 > 3 5 ADCO s No access
g 4880_00 20_ s o [ trustzone\resource_configh
o P o . EIeD S = IDIEEES ¥ Functional groups
] 4880_00 20 5 PORTD s No access B BOARDIntTEE
40 “ 20, g 3 te
5 O 4 20_ s te (eRue S = IDaEEEs v Other tools
] 4830_00 20, s te PORTB s - No access
70O 4830_00 20_ s emplate
PORTA S - No access
MRC Memory Regions for Domain 1 DSBO s Noaccess| | S
Index |Sable | Start Address size End Address Securtty Level S T REMC s = Noaceess! | @ problems & BY = o
m] ¥ SEMA42 s == Noaccess| | [ typefilter text |
] 200 — S o p— Level Resource Issue
O 20_ i Informat Project No toolchain pri
4 O 20 FlexI00 s - No access
] 20
LPUARTT s No access
] 2
7 m} 20_ R = = A
vll< > |« >

Figure 121. Local access templates

5.1.2.7 Miscellaneous

In the Miscellaneous subview, you can set various configuration options. The list of these options depends on processor data, and
varies greatly. All the options influence your register settings, and can be inspected in the Register view. Only some of the options
directly influence configuration that you have made in the Security Access Configuration view. Point your cursor over individual
options to display a tooltip explaining the function of each option.

ug User Memory Regions 0 Security Access Configuration £3 = B

RDC | M7 Domain | M4 Domain [Miscellaneous

| | Use legacy source names

A M7 Domain
Global Configuration Lock | Lock disabled, registers can be written by any domain v
Enable Global Valid Access Control

Enable Global Valid MDAC

/. M4 Domain
Global Configuration Lock | Lock disabled, registers can be written by any domain v
Enable Global Valid Access Control

Enable Global Valid MDAC

Figure 122. Miscellaneous (RDC)

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022
User Guide 93/145




NXP Semiconductors

Trusted Execution Environment Tool

5.1.3 Memory attribution map

In the Memory attribution map, you can view security levels set for memory regions. This view is read-only.

5.1.3.1 Core0

In the Core 0 subview, you can review security levels set for Core 0 to the code, data, and peripherals memory regions. The table
is read-only.

The Access by Master table displays MSW or SAU+IDAU, MPC (Memory Protection Checker) security level, and Resulting
Security Level status of listed code, data, and peripherals memory regions, alongside their physical addresses.

To set the display options, do the following:
1. Click the Filter access for checkbox to enable filtering options.
2. Select the master security access that you want to review by choosing from the Master dropdown menu.

3. Optionally, set the security level of the selected master by choosing from the Security mode dropdown menu. This setting
has no effect on the configuration.

4. Optionally, customize the output by de-selecting the Show details and Merged SAU+IDAU options.
5. Optionally, filter displayed memory regions in the Filter area.
Point your cursor over the color-coded cells to display a tooltip with information about the security level combination.

Double-click the cell to open the pertinent settings in Security Access Configuration.
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I Memory Attribution Map 23] % Access Overview

Core 0| Other Masters‘
L]

Show Details [v] Merged SAU+IDAU [v] Show Code Show Data [_| Show Peripherals

SAU+IDAU MPC/PPC Resulting Security Level

e | s I
oo | NS

-y

Bx3001_3FFF
Bx3001_ooaa
0x3000_BFFF

Bx3000_8saae
Bx3000_J7FFF

0x3000_0000
0x2001_3FFF
0x2001_0000
0x2000_BFFF

Bx2000_goaa
0x2000_7FFF

0x2000_ 0000
0x1400_3FFF
0x1400_0000
0x1301 FFFF

Bx1300_oooe
Bx1081_FFFF

0x1000_0000
0x0400_ 3FFF
0x0400_0000
0x0301_FFFF

0x0300_0000
0x0001_FFFF

xBee0_oooe

Figure 123. Core 0

5.1.3.2 Other masters

In the Other Masters subview, you can review security attributes of memory in relation to access rights by master other than Core

0. The table is read-only.

To set the display options, do the following:
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3.
4.
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Click the Filter access for checkbox to enable filtering options.
Select the master type security access that you want to review by choosing from the Master dropdown menu.

Optionally, customize the output by de-selecting the Show Details, Show Code, Show Data, and Show Peripherals options.

Optionally, filter displayed memory regions in the Filter area.

Point your cursor over the color-coded fields to display a tooltip with information about the security level combination.

Double-click the cell to open the pertinent settings in Security Access Configuration.
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Core 0| Other Masters

I Memory Attribution Map 23] % Access Overview

[«] Show Details . Merged SAU=IDAU [] Show Code [v]Show Data [ ] Show Peripherals

USE SRAM (alias}

RAM 1 (alias}

RAM O (alias}

USBE SRAM

RAM 1

RAM O

SRAM X (alias)

Boot-ROM (alias)

FLASH (alias)

SRAM X

Boot-ROM

PROGRAM FLASH

MPC/PPC Resulting Security Level

Ox3001_3FFF
9x3001_0000
@x30800_BFFF

@x3000_800a
Ox3000_7FFF

0x3000_0000
0x2001_3FFF
0x2001_0000
0x2000 BFFF

9x2000_8000
Ax20800_7FFF

0x2000_ 0000
0x1400_3FFF
0x1400_0000
0x1301 FFFF

@x1300_ooes
Ox1001_FFFF

0x1000_0000
0x0400 3FFF
0x0400_0000
0x0301_FFFF

0x@300_0000
0x0001_FFFF

dx00e0_ooes

Figure 124. Other masters

5.1.4 Access Overview

In Access Overview, you can review security policies you have set in Security Access Configuration view.

The vertical axis displays all masters, divided into color-coded groups by their security settings.
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The horizontal axis displays memory ranges and slave buses/peripherals.

Point your cursor at an entry to display a tooltip with information about the entry.

Trusted Execution Environment Tool

You can group the displayed information by security or by masters by using the button on the right-hand side of the toolbar.

[nnl

I Memory Attribution Map (‘? Access Overview E’d # v = 0O
NS-User | Ns-priv | s-User [s-priv | A

g ]

=] =

HE 3 HE

ola|a -S| 2|3 P =

AR AR o o

Slave 5 8 8 S|a8|T|8|38 3 3

E| Memory

= PROGRAM FLASH

-/ Boot-ROM

= SRAM X

='RAM 0

=RAM 1

= USB SRAM
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ANACTRL
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DBGMAILBOX
DMAQ
DMA1
FLASH
FLEXCOMMO

[ Nl T IYL

0x2000_0000 - 0x2000_7FFF (0x3000_0000 - 0x3000_7FFF) « & - v
0x2000_8000 - 0x2000_BFFF (0x3000_8000 - Ox3000_BFFF) & & - v

0x2001_0000 - 0x2001_3FFF (0x3001_0000 - 0x3001_3FFF) « - v

0x0400_0000 - 0x0400_3FFF (0x1400_0000 - 0x1400_3FFF) & & & & & & &
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Figure 125. Access Overview
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5.1.5 Code generation

If the settings are correct and no error is reported, the code generation engine instantly regenerates the source code. You can

view the resulting code the Code Preview view of the Trusted Execution Environment tool.
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Code Preview automatically highlights differences between the current and immediately preceding iteration of the code. You
can choose between two modes of highlighting by clicking the Set viewing style for source differences. You can also disable
highlighting altogether from the same dropdown menu.

Some AHB with security extension-enabled devices support ROM preset as well as C code. You can choose to have the code
generated in the ROM preset by selecting the option in the Miscellaneous subview.

5.2 RDC-enabled devices
The features and appearance of the TEE tool are based on the security model of the loaded device.

This section describes the features and appearance of the tool devices with enabled RDC (Resource Domain Controller) and
XRDC2 (eXtended Resource Controller 2).

Currently, following devices of this type are supported:
+ RT1170
— Dual core (Cortex-M7 + Cortex-M4): MIMXRT1176, MIMXRT 1175, MIMXRT1173
— Single core only (Cortex-M7): MIMXRT1172, MIMXRT1171

5.2.1 User Memory Regions view

In the User Memory Regions view, you can create and maintain a high-level configuration of memory regions and their access
templates. You can create the regions, name them, specify their address, size, security level, and provide them with a description.
You can then fix any errors in the settings with the help of the Problems view.

ﬁg User Memory Regions 23 0 Security Access Configuration = 3

User Memory Regions 0 Q

ID | Address | Size End Address | Name Access Description
Region_1 0x2022_0000 0Ox2_0000 0x2023_FFFF RAM M7 Domain/Domai...omain Q:R for S

Region_2 0x3000_0000 O0x100_0000 Ox30FF_FFFF BOARD_FLASH M7 Domain/Domai...omain 1:R for S

Region_3 0x8000_0000 0x300_0000 Ox82FF FFFF SDRAM M7 Domain/Domai...ain/Domain O:All

Region_4 0x8300_0000 0x100_0000 Ox83FF_FFFF NCACHE_REGION M7 Domain/Domai...ain/Domain O:All

Figure 126. User Memory Regions

Create a new memory region by clicking the Add new memory region button in the view's header.
Enter/change the memory region's parameters by clicking the row's cells.

Modify the access policy of memory regions by clicking the cell in the Access column. This action opens the Access
templates dialog.

Errors in configuration are highlighted by a red icon in the relevant cell. In the case the issue is easily fixed, you can right-click the
cell to display a dropdown list of offered solutions.

Remove the memory region by selecting the table row and clicking the Remove selected memory region(s) button in the view's
header.
5.2.1.1 Access templates

In the Access templates dialog, you can modify access templates for device domains. The dialog displays the device RDC
domains, as well as all user-created XRDC2 domains.
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NOTE
Make sure to first specify the number of domains in the M4 Domain/M7 Domain > Domains.

x X
M7 Domain =
Domain 0 |
Access Template |
Rfors
M4 Domain S|

Domain 0 |

Access Template
RW for S, R for NS-Priv

Figure 127. Access template

Select access template by clicking the topmost cell of domain column to open a dropdown list containing all options.

Once you have selected access templates for all domains, click OK to return to the User Memory Regions view.

5.2.2 Security Access Configuration view

In the Security Access Configuration view, you can configure your application's security policies in a number of ways. See the
following sections for more details.

5.2.21 RDC

In the RDC subview, you can assign masters to domains and specify access rules for slaves for each domain.

5.2.2.1.1 RDC Masters

In the RDC Masters subview, you can view available bus masters, allocate them to available domains (cores), and lock/unlock
the allocation.
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ﬂg User Memory Regions 0 Security Access Configuration £3 = B

RDC | M7 Domain | M4 Domain | Miscellaneous
Masters | Memory Regions | Peripherals

o
o

Masters

Name Domain Lock |

CM7 AHB

Domain assignment 1
CM7 AXI

Domain assignment 1
CM7 DMA
CM4 AHBC

Domain assignment 1
CM4 AHBS

Domain assignment 1
CM4 DMA
CAAM
LCDIF2 (LCDIFv2)
ENET_1G TX

Domain assignment 1 M4 Domain
ENET_1G RX

Domain assignment 1 M4 Domain
ENET

Domain assignment 1 M7 Domain
ENET QOS
USDHC1

Domain assignment 1 M7 Domain
USDHC2

Domain assignment 1 M4 Domain
USB

Domain assignment 1 M7 Domain
GC355 (GPU2D)
PXP
LCDIF1 (eLCDIF)
Csl

O K & OO O

Figure 128. RDC Masters

Allocate a master to a domain by clicking the cell in the Domain column in the Masters table and selecting the domain from the
dropdown list.

Select the Lock checkbox to prevent further register modifications.

Alternatively, you can select the options by right-clicking the master and using the dropdown list.

NOTE
Some masters are allocated to specific domains by default and cannot be reallocated.
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5.2.2.1.2 Memory Regions

In the Memory Regions subview, you can view, enable/disable, and configure the MRC (Memory Region Controller) bus slaves
and their domain access.

Memory Region Controller implements the access controls for slave memories based on the pre-programmed Memory Region
Descriptor registers.

User Memory Regions q Security Access Configuration £3 = O

RDC M7 Domain | M4 Domain | Miscellaneous

Masters |Memory Regions  Peripherals

Memory Regions Configuration @ =
M7 Domain M4 Domain
Index Enable | Address Size End Address Lock | Access Template | Access Template

CAAM Secure RAM: 0x0028_0000 - 0x0028_FFFF

o [ ] (] Rrw RW
OCRAM M4: 0x2020_0000 - 0x2023_FFFF

o M M R RW

1 M M Rw RW
OCRAM1: 0x2024_0000 - 0x202B_FFFF

o M M Rw R
OCRAM2: 0x202C_0000 - 0x2033_FFFF

o M M Rw R
OCRAM M7: 0x2036_0000 - 0x203F_FFFF

o [ ] (] Rw RW
FlexSPI1: 0x3000_0000 - 0x3FFF_FFFF

0o M M Rw R
SIM_DISP: 0x4100_0000 - 0x410F_FFFF

o [ ] (] Rrw RW
SIM_M4: 0x4116_0000 - Ox411F_FFFF

o [ ] (] Rw RW
SIM_M7: 0x4140_0000 - Ox414F_FFFF

o [ ] [] Rrw RW
FlexSPI2: 0x6000_0000 - Ox7FFF_FFFF

0 M |z No Access RW
SEMC: 0x8000_0000 - 0xDFFF_FFFF

o M M Rw RW

1 M M Rw RW

2 M M No Access RW

Figure 129. Memory Regions

Use the Memory Regions Configuration table to enable and configure MRC slaves:
1. Enable the region.
2. Specify the Address.
3. Specify either the Size or the End Address.
4

. Optional: Lock the settings to prevent further register modifications.
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5. Set the Access Template for available domains.

Alternatively, you can select the options by right-clicking the master and using the dropdown list.

5.2.2.1.3 Peripherals

In the Peripherals subview, you can view and configure the PDAP (Peripheral Domain Access Permissions) for peripherals.

& User Memory Regions ¥ Security Access Configuration &2 = O
RDC| M7 Domain| M4 Domain | Miscellaneous

Masters | Memory Regions | Peripherals

Peripherals Configuration =
M7 Domain M4 Domain o

Sector Lock Use..hore | Access..mplate | Access..mplate
ACMP1 ] ] RW RW
ACMP2 ] ] RW RW
ACMP3 ] ] RW RW
ACMPA ] ] RW RW
ADC1 ] ] RW RW
ADC2 ] ] RW RW
ADC_ETC ] ] RW RW
ANALOG / ANADIG ] ] RW RW
AOIZ2 / AOI1 / XBAR3 / XBAR2 / Xe[] ] RW RW
ASRC ] O] RW RW
CAAM (0x4044 0000 .. 0x4953 3FFF[] ] RW RW
CAN1 ] ] RW RW
CAN2 ] ] RW RW
CAN3 ] ] RW RW
CCM ] ] RW RW
CsI ] ] RW RW
DAC ] ] RW RW
DCDC ] ] RW RW
DEC1 ] ] RW RW
DEC2 ] ] RW RW
DEC3 ] ] RW RW
DEC4 ] ] RW RW

Figure 130. Peripherals

Use the Peripherals Configuration table to enable and configure PDAP:
1. Optional: Lock the settings to prevent further register entries.

2. Select Use semaphore to enable the semaphore function for the peripheral.

NOTE
When enabled, the master cannot access this peripheral until obtaining a semaphore. During the time that the
domain has the semaphore in possession, its bus masters have exclusive access to the peripheral.

3. Set the Access Template for available domains.
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5.2.2.2 XRDC2 Domains view

In the M7/M4 Domain subviews, you can view and configure security policies of the XRDC2(eXtended Resource Domain
Controller 2) domains. Each CPU can contain up to 16 domains.

52221 MPU

In the MPU subview, you can enable and configure MPU (Memory Protection Unit). You can create regions, specify their address,
size, and other parameters.

The MPU enforces privilege rules, separates processes, and enforces access rules to memory, and supports the standard ARMv7
Protected Memory System Architecture model.

MPU is disabled by default and must be enabled by selecting the Enable MPU option.

NOTE
Not every device supports MPU.
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8 User Memory Regions ¥ Security Access Configuration 2 - 0

RDC|M7 Domain| M4 Domain‘ Miscellane0u5|

MPU Domain5| Masters‘ Peripherals‘ Memory Regions‘ Memory Slots

Options

[_]Enable MPU [_] Enable MPU during HardFault and NMI handlers
[ Enable privileged software access to the default memory map
[ ] Generate sources for disabled regions

MPU Memory Attributes

Inner Attributes Quter Attributes &

Index | ID Memory Type | C |8 | w C |8 | w

0 0 Device n/a n/a n/a n/a n/a n/z

1 1 Device

10 10 Device

11 11 Device

12 12 Device

13 13 Device

14 14 Device

15 15 Device

2 2 Device

3 3 Device

4 4 Device

5 5 Nevire Y

MPU Memory Regions

Index |Enab|e |Address | Size | End Address |E)cec | Permissions | SRD |Shareabi|ity Mer *

) ] 0x0000_0000 Ox20 Ox0000_001F [ Ob0  Nc 0 (0
] x0000_0000 0x2 001F [ R C
] x0000_0000 0x2 001F [ R C

2 ] x0000_0000 0x2 001F [ R C 2
] x0000_0000 0x2 001F [ R C

4 ] x0000_0000 0x2 001F [ R . 4

s O > 001F O F c 5

2 ] 2 001F [ R C 2 (2
] 2 001F [ R C

- [] x0000 0000  0x2 001F 7] R C 404V

< >

Figure 131. MPU

Use the MPU Memory Attributes table to name and configure MPU memory attribute sets. Click the cells of the Memory Type and
Inner/Outer Attributes columns to display the available options.

Use the MPU Memory Regions table to enable and configure MPU memory regions.
1. Enable the region.
2. Specify the Address.
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. Specify either the Size or the End Address.

Set the Exec option if you want the region to be able to run code.

Set the Permissions.

Set the SRD (Sub Region Disable) bits.

A S R

Set the Shareability, or the caching options.

5.2.2.2.2 Domains

Trusted Execution Environment Tool

In the Domains subview, you can view, add/remove, and rename XRDC2 domains. Each CPU supports up to 16 XRDC2 domains.

& User Memory Regions ¥ Security Access Configuration 2
RDC|M7 Domain| M4 Domain| Miscellaneous
MPU | Domains | Masters | Peripherals | Memory Regions| Memory Slots

Domains (X

= B8

Domain Name

Domain 0 Domain 0
Domain 1 Domain 1
Domain 2 Domain 2

Figure 132. Domains

Add a new domain by clicking the Add new domain button.
Rename the domain by entering a new name in the Name column.

Remove a domain by clicking the Remove last domain button.

5.2.2.2.3 Masters

In the Masters subview, you can add/remove, view, configure XRDC2 domain assignments to available RDC masters.

Master Domain Assignment Controller (MDAC) is responsible for the generation of the DID, nonsecure and privileged attributes
for every system bus transaction in the device based on pre-programmed Master Domain Assignment (MDA) registers.
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ua User Memory Regions g Security Access Configuration 23 = B
E M7 Domain | M4 Domain | Miscellaneous|

@ Memory Regionsl Peripherals |

Masters =

Name I Domain I Lock |
- CM7 AHB

Domain assignment 1 M7 Domain l:i
~ CM7 AXI

Domain assignment 1 M7 Domain
» CM7 DMA
~ CM4 AHBC

Domain assignment 1 M4 Domain
~ CM4 AHBS

Domain assignment 1 M4 Domain
» CM4 DMA
» CAAM
» LCDIF2 (LCDIFv2)
~ ENET_1G TX

Domain assignment 1 M4 Domain
« ENET_1G RX

Domain assignment 1 M4 Domain
- ENET

Domain assignment 1 M7 Domain
b ENET QOS
= USDHC1

Domain assignment 1 M7 Domain
~ USDHC2

Domain assignment 1 M4 Domain
« USB

Domain assignment 1 M7 Domain
» GC355 (GPU2D)
b PXP
» LCDIF1 (eLCDIF)
b CSI

K § K

0K K OO0

Figure 133. Masters

To add a new domain assignment:
1. Click the Add new domain assignment for the selected master button.
2. Select the Enable checkbox.
3. Enter the Match Input value.

NOTE
The match field specifies the reference value for the comparison with the MDAC match input. The match field width
varies by MDAC instance from 0 to 16 bits. Unimplemented bits are read as 0. A size of 0 bits generates a hit on
all comparisons.
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4. Enter the Mask Input value.

NOTE
The mask field specifies which bits are valid for the match comparison. Only bit positions in which the mask value
is zero are compared. The mask field width is the same as the mask field which varies by MDAC instance from 0
to 16 bits. A mask value of all ones generates a hit on all comparisons.
Select the XRDC2 domain assignment from the dropdown list in the Domain column.

Select the security access type from the dropdown list in the Secure column.

Select the privileged access type from the dropdown list in the Privileged column.

®© N o o

Optional: select the Lock checkbox to prevent further register modifications.

5.2.2.2.4 Peripherals

In the Peripherals subview, you can view the access templates for PAC (Peripheral Access Controller) and configure access for
all peripherals managed by PAC on the selected RDC domain.

The Peripheral Access Controller submodule performs access control for a set of peripherals connected to a peripheral bus bridge
or integrated into a peripheral subsystem.

The Access Template table displays the ID and name of all access templates available for the PAC on the selected device. The
information is data driven and display-only.
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[& User Memory Regions ¥ Security Access Configuration 2 - 0
RDC|M7 Domain| M4 Domain| Miscellaneous
MPU | Domains | Masters | Peripherals | Memory Regions| Memary Slots
Access Template
M..er | N..iv |5..er |S-Priv
ID Name R|w[rR[w[r|w[r[wW
NO_ACCESS No access 000010
R_s Rfors OJOdoOMOMO
RW_s_priv RW for S-Priv LI 000 M
RW_s RW for S IO 0000 M b b
RW_s_R_ns_priv RW for S, R for NS-Priv LI ML MMM
RW_s_R_ns RW for S, R for NS ML ML MMM
RW_s_ RW_ns_priv RW for S and NS-Priv L] M M b
ALL All MMMMMM MM
Peripherals Configuration =
Domain 0 Domain 1 Domain2 ~
Sector Enable | Lock Acces..plate | Acces..plate | Acces..plab
ACMP1 ] Un.ked MNo access Mo access Mo access
ACMP2 ] Un.ked MNo access Mo access Mo access
ACMP3 ] Un.ked MNo access Mo access Mo access
ACMP4 ] Un.ked MNo access Mo access Mo access
ADC_ETC ] Un.ked MNo access Mo access Mo access
ANALOG/ANADIG ] Un.ked MNo access Mo access Mo access
AOI1 ] Un.ked MNo access Mo access Mo access
AOQIZ2 ] Un.ked MNo access Mo access Mo access
ASRC ] Un.ked MNo access Mo access Mo access
CAAM (0x4044 . ... 0x4053 3FF[ ] Un..ked Mo access Mo access Mo access
CAN1 ] Un.ked MNo access Mo access Mo access
CAN2Z ] Un.ked MNo access Mo access Mo access
CAN3 ] Un.ked MNo access Mo access Mo access
CCM ] Un.ked MNo access Mo access Mo access
CDOG ] Un.ked MNo access Mo access Mo access
CSI ] Un.ked MNo access Mo access Mo access
DAC ] Un.ked MNo access Mo access Mo access
DCDC ] Un.ked MNo access Mo access MNo access W
< >

Figure 134. Peripherals

Use the Peripherals Configuration table to configure access for a peripheral:

1. Select the Enable checkbox.

2. Set the Lock to the desired state.

3. Set the Access Template for all listed domains.
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Alternatively, you can select the options by right-clicking the master and using the dropdown list.

5.2.2.2.5 Memory Regions

In the Memory Regions subview, you can view the access templates for MRC (Memory Region Controller) and configure access
for all non-peripheral memory spaces managed by MRC on the selected RDC domain.

The Memory Region Controller (MRC) provides domain-based, hardware access control for all system bus references targeted
at non-peripheral memory spaces.

The Access Template table displays the ID and name of all access templates available for the MRC on the selected device. The
information is data driven and display-only.

User Memory Regions Security Access Configuration 23 = 8
g

RDC | M7 Domain | M4 Domain | Miscellaneous

MPU | Domains | Masters | Peripherals Memurz Regiuns Memory Slots

Access Template
.F N...iv S-User | S-Priv
ID Name R w|r|w|r|w]|r[|wW
NO_ACCESS No access | [T 1T 1T ]
R.s Rfor A MM
RW_s_priv RW for S-Priv [ ] _l ] _l _l 7]’ W
RW_s RW for S 1T 1T 1T 1 M MMM
RW_s_ R_ns_priv RW for S, R for NS-Priv ][] \_/r [ ] \_/r q W ?
RW_s_R_ns RW for S, R for NS M ITM[ | M MMM
RW_s_ RW._ns_priv RW for S and NS-Priv [ ] \_/r A \_/l' \_/l' \_/l' 7]’
ALL All N RA RA RA RA RA RA RA
Memory Regions Configuration @ =
Domain 0 Domain 1 | Domain 2
Index Enable | Address Size End Address Lock Access Template | Ac...ate Ac...ate
CAAM Secure RAM: 0x0028_0000 - 0x0028_FFFF
(4] |:| Unlocked No access No access No access
OCRAM M4: 0x2020_0000 - 0x2023_ FFFF
0 |z Unlocked R forS No access No access
1 |Z Unlocked R forS R for S No access
OCRAM1 ECC: 0x2034_0000 - 0x2034_FFFF
0 |:| Unlocked No access No access No access
OCRAM2 ECC: 0x2035_0000 - 0x2035_FFFF
0 |:| Unlocked No access No access No access
OCRAM M7: 0x2036_0000 - Ox203F_FFFF
0 |:| Unlocked No access No access No access
FlexSPI1l: 0x3000_0000 - Ox3FFF_FFFF
0 |z Unlocked RW for S, R for NS All No access
FlexSPI2: 0x6000_0000 - Ox7FFF_FFFF
0 |z Unlocked No access No access No access
SEMC: 0x8000_0000 - OxDFFF_FFFF
(%] M 0x0000_0000 0x4...000 Ox03FF_FFFF  Unlocked All All No access
1 |z Unlocked No access No access No access

Figure 135. Memory Regions
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Use the Memory Regions Configuration table to configure access for a non-peripheral memory space:
1. Select the Enable checkbox.
2. Specify the Start Address.
3. Specify either Size or End Address.
4. Set the Lock to the desired state.
5. Set the Access Template for all listed domains.

Alternatively, you can select the options by right-clicking the master and using the dropdown list.

5.2.2.2.6 Memory Slots

In the Memory Slots subview, you can view the access templates for MSC (Memory Slot Controller) and configure access for all
memory spaces managed by MSC on the selected RDC domain.

The Memory Slot Controller (MSC) performs access control for a peripheral or memory space with a fixed address range.

The Access Template table displays the ID and name of all access templates available for the MSC on the selected device. The
information is data driven and display-only.
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nﬂ User Memory Regions 5"4‘ Secunity Access Configuration 23 = B

ROC | M7 Domain | M4 Domain | Miscellaneous
MPU | Domains | Masters | Peripherals | Memory Regions | Memory Slots

Access Template
M5..er | M5..wv | 5-User | 5-Priv

D Name R [w[rR[w]|r[w]r [w
NO_ACCESS No access HiElNINIEEIEln
Rs RforS OO0 00MOM[
RW._s._priv RW for S-Priv OO OO0 00 e
RW s RW for S OO0 0MMMM
RW._s_R_ns_priv RW for S, R for N5-Priv [T ML] MMM
RW_s_R_ns RW for S, R for NS ML ML MMMM
RW_s_RW_ns_priv RW for S and NS-Priv [T MMMMMM
ALL Al MMMMMM MM
Mernory Slots Configuration =

Deomain 0
Sector Enable Lock Access Ternplate
= ROM MSC: D020 0000 - Gudd23 FFFF
BxB82a_eees - BxeB23 _FFFF |:| Unlocked Mo access

-IGPVe MSC: ex4100 0000 - éxd10F_FFFF

Bxdlee oppd - exd4l8F_FFFF I:' Unlocked Mo access
- GPYV1 M5C: ex4110 0000 - oxd411F_FFFF

@xd4lle eeas - exd4llF_FFFF I:' Unlocked Mo access
-l GPV4 M5C: oxd4140 0000 - oxdl1dF_FFFF

Bxdldd aped - 8xdldF FFFF |:| Unlocked Mo access

Figure 136. Memory Slots

Use the Memory Slots Configuration table to configure access for a memory space:
1. Select the Enable checkbox.
2. Set the Lock to the desired state.
3. Set the Access Template for all listed domains.

Alternatively, you can select the options by right-clicking the master and using the dropdown list.
5.2.2.3 XRDC (eXtended Trusted Resource Domain Controller) on Cortex-A35 in i.MX8 ULP

5.2.2.3.1 Masters
XRDC masters are similar to TRDC masters. In addition, the following features are supported:
» PID (Process Identifier) is combined with the PIDM field to determine the domain hit.

» PIDM (PID Mask) provides a masking capability so that multiple process identifiers can be included as part of the domain hit
determination. If a bit in the PIDM is set, the corresponding bit of the PID is ignored in the comparison.
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» PID enable provides the ability to include inclusive or exclusive sets of masked PID values. Allowed values are 00b, 01b, 10b,
and 11b. For more info, see the Reference Manual (link to be provided).

a4 Functional Group  BOARD_INtTEE Bl A=
Hﬂ User Memory Regions @ Security Access Configuration = 8
A35 Domain | ® M33 Domain | ® Miscellaneous
Access Templates | Masters | PACx | PACO | PAC1| PAC2 | MRCO to ROM1| MRC1 to FlexSPI2 | MRC2 to SRAM2 | MRC3 to SRAMO | ™1z
Options
Global valid for MDACs (XRDC global enable/disable)
Masters =
Name | Enable | Do...ut | Domain | ID...ass | Secure | Pr...ged | Lock § PID PID mask | PID enable |
CA35
Domai...ent 1 %l n/a Domain0 [ | nfa nfa [T fobo 0b0 0b10
DMAT
Domai...ent 1 |:| nfa |:| NS User D nfa nfa nja
USBO/USB1
Domai...ent 1 |:| nfa |:| NS User D nfa nfa nja
PXP[M10]
Domai...ent 1 |:| nfa |:| NS User D nfa nfa nja
Figure 137. XtRDC master tab

5.2.2.3.2 MRC
MRC on XRDC is similar to MRC on TRDC. There are several minor differences:

1. There is only one instance of the memory regions table because address ranges are shared across all domains. For each
memory region, the user can specify an access template for each domain.

2. The code region specifies which templates would be used (0= data, 1 = code). The templates are now hybrid. It means that
there are two templates for the same ID and name - the first row is for the data region and the second row is for the code
region. These templates, which have the lock field, can be edited by clicking the desired access box.
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A35 Domain | ® M33 Domain | - Misce11aneou5|

Masters | PACO |MRCO MSCO|

Access Template

Figure 138. XtRDC MRC tab

NS-User | NS-Priv S-User S-Priv
D Name R[w[x|r[w[x|rR[w[x|R[w]x|Lock
M M M M M MMM LM M L]
MMOMMOMMO MM O
DBSEL DBSEL
O O0OM MMM MO MM O
OO0OMMOMMO MM O
D5SSEL D5SEL
OO OO0O0OC0OMMMMMO
MOOMOOMM O MM O
DASEL DASEL
O O0O000 00O C M M M
OO0O0000MMOMM O
D3SEL D3SEL
OCOMOOMOOMOO M
T e e B
D2SEL ACCSET2 M OO O] OO0 01 01 01 01 01 0 O
DISEL ACCSET1 MO T T T T T T M
=BoSEE BoSEE g e g g g g g g g g gy e g
MRC Memory Regions for Domains 0-7
Domain 0 Domain 1 Domain 2 I
Index | Enable | Start Address | Size End Address | Code region | Acces...plate - | Access Template | Access Terl
) [] 0x6000_0000 0..00 Ox6FFF_FFFF [ | ACCSET2 DOSEL D5SEL
1 L] 0000 0..00 OxBFFF_FFFF [ ] D7SEL D7SEL D7SEL
2 ] 0..00  Ox6FFF_FFFF [ ] D7SEL D7SEL D7SEL
3 |:| 0...00 Ox6FFF_FFFF |:| D7SEL D7SEL D7SEL
4 [] 0..00  Ox6FFF_FFFF [ ] D7SEL D7SEL D7SEL
5 ] 0..00  Ox6FFF_FFFF [ ] D7SEL D7SEL D7SEL
& ] 0..00  Ox6FFF_FFFF [ ] D7SEL D7SEL D7SEL
7 L] 0..00  OxBFFF_FFFF [ ] D73 D75 p7s!

5.2.2.3.3 Access control modes

There are two modes that can be enabled for PID.

For processors only supporting TSM, the Three-State Model (SecurePriv, SecureUser, NonsecureUser), the nonsecure[n] output
signal from the MDAC submodule is forced to zero while in privileged mode to enable precise state transitions between the user
and privileged modes. When SP4SM, the Special 4-State Model, is enabled, the MDAC does not use the MDA[DIDS,DID] fields.
The MDAC tracks the current access level and generates specific domainIDs for specific access levels.
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®=é *TEE - MIMX8UD7xxx10.mex (MIMX8UD7xxx10, Cortex-M33)
aa Functional Group  BOARD_INItTEE e
& User Memory Regions ¥ Security Access Configuration = & | il Memory Attribution Map | B Access Overview X | &% Domains Overview Se= 0
A35 Domain |® M33 Domain |® Miscellaneous A35 Domain | M33 Domain
Use legacy source names Domain 0  Domain 1| Domain 2 | Domain 3 Domain 4 | Domain & | Domain &  Domain 7
~ A35 Domain NS-User | S-User | S-Priv
lobal Valid fi 8 8 8
Global Valid for MRCs
Slave 3 3 3
Global Valid for PACs/MSCs
Memory
Global Valid for MDACs(XRDC global enablefdisable) A35 ROM-BOOT
0x0000_0000 - 0x0001_7FFF v v v
¥ A35PID
0x0001_8000 - 0x0002_FFFF L4 L' v
Lock Register can be written by any secure privileged write ¥ SRAM1
Three-state model 0x2100_0000 - 0x2100_FFFF (0x3100_0000 - 0x3100_FFFF) ¥4 v 4
) HiFi4 ITCM
Special 4-state model 0x2117_0000 - 0x2117_FFFF (0x3117_0000 - 0x3117_FFFF) v v v
v M33 Domain HiFi4 DTCM
0x2118_0000 - 0x218_FFFF (0x3118_0000 - Ox3118_FFFF) 4 Iy v
% Global Valid for Domain Assignment Controllers
SRAM O
Global Valid for Memory Block Checkers 0x2201_0000 - 0x2201_FFFF (0x3201_0000 - 0x3201_FFFF) s v s
Global Valid for Memory Region Checkers SRAM 2
0x2202_0000 - Ox2205_FFFF (0x3202_0000 - 0x3205_FFFF) s v s
SEC SRAM
0x2600_0000 - 0x2600_7FFF (0x3600_0000 - 0x3B00_7FFF) & v v
DMAT-CHx
0x2902_0000 - 0x2921_FFFF (0x3902_0000 - 0x3921_FFFF) s 4 v
GPIOE_REGS

Figure 139. Access modes

5.2.2.4 Trusted Resource Domain Controller on Cortex-M33 in i.MX8 ULP and KW45 (TRDC)

5.2.241 MPU
This MPU is identical to other MPUs for CM33, Arm-Archv8-M (for example, LPC55S) with Secure/Non-Secure register banks.

5.2.2.4.2 Domains

The domains are similar to RDC/XRDC2/XRDC: assignment of chip resources to processing "domains", where a unique domain
identifier (domainlID, DID) is assigned to each processing domain. The number of supported DIDs is typically the number of CPUs
plus one.

5.2.2.4.3 Masters

Masters are similar to Masters in XRDC2 on MIMXRT117x. The user can also choose the domain ID input or ID bypass depending
on the master type.

5.2.2.4.4 Access templates

Access templates are similar to patterns in XRDC2 on MIXRT117x. The main difference is as follows: you can switch between
"global" (for the entire RDC, used by all checkers, and editable) and "local" (specific to the checker and immutable) templates;
meanwhile access templates in XRDC2 are always validator-dependent and editable.
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&8 User Memory Regions %%

A35 Domain Miscellaneous|

TEE - MIMX8UD F00c10.mex (MIMXBUD Fom 10, Cortex-M33

File Edit Tools TEE Views Help #Internal-Development

# & B Update Code ~ ‘Functional Group | BOARD_InitTEE vimB®ion

52 = B

Secure MPU | Mon-secure MPU | Access templates Masters‘ MRCO to Fle)cSPID| MRC1 to FlexSPI1

Access template

»
4

Figure 140. Access templates

MNS-User | NS-Priv | 5-User S-Priv
ID Name R w[x|r[w[x|r[w[x]|r[w]x|Lock
Template_1 Template_1 oo o
Template_2 Template_2 oo o
Template_3 Template_3 oo o
Template_4 Template_4 oo o
Template_5 Template_5 oo o
Template_& Template_6 oo o
Template_7 Template_7 oo o
Template_8 Template_8 oo o

5.2.245 MRC

MRC on TRDC is similar to to MRC (Memory Regions) in XRDC2.
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Figure 141. MRC

TEE - MIMX8UDT00¢10.mex (MIMXBUDT:0x10, Cortex-M33)

File Edit Tools TEE Views Help #Internal-Development

# A B Update Code ~ ‘Functional Group BOARD_InitTEE v mE
& User Memory Regions % 4
A35 Domain | Miscellaneous

‘Secure MPU | Non-secure MPU | Access templates Masters .MRCO to FlexSPID| MRCT to FlexSPIT | *4

Access template

NS-User | NS-Priv | 5-User S-Priv

D Name Rlwlx R [wlx[r|w|x|r|w][x

Lock:

NO_ACCESS No access EREEEEEE = E @ E
R_s_priv R for S-Priv o o A
RW_s_priv RW for 5-Priv ODO000oOoOO0OOEEO
RW_s_priv_Rsuser  RwforS-PrivRforS-Us ] O O OO OMOOMMO
RW_s RW for § OO0oD0DDOMMOMMO
RW_s_R_ns RW for S, R for NS MOOMOOMMOMMO
RW_s_RW._ns_priv RWforSandNs-Piv [J OO MMOMMOMMO
ALL All MMOMMOMMOMMO

MRC memory regions for domain 0

Index | Enable IStart address |5ize |End address iSecurity level \An:cess pl

a

ooooooo

MRC memory regions for domain 1

Index ] Enable I Start address ] Size | End address I Security level J Access p

Oo0o0ooooo

52246 MBC

MBC in TRDC is similar to MSC (Memory Slots) in XRDC2 and MSC in XRDC.
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TEE - MIMX8UDT00¢10.mex (MIMXBUDT:00¢10, Cortex-M33)

File Edit Tools TEE Views Help #Internal-Development

Figure 142. MBC

# A B Update Code ~ Functional Group A BOARD_InitTEE m®
& User Memory Regions % 4 = A
A35 Domain Miscellaneous
Mon-secure MPU _Ac(es; lemplate;_Masters_MRCD to FlexSPI0 MRC1 to FlexSPI1 | MBCO MBC1_ "y
Use global access templates ~
Access template
s |- | S st -
) Name R [wlx R [w]x[R]w[x|r[w][x]Lock
Template_1 Template_1 0 5 e o o o e
Template_2 Template_2 EEEEEDEEE EEEEE
Template_3 Template_3 I e e e
Template_4 Template_4 O000DO0OOO0OOOOO
Template_5 Template_5 ODNoEoDEOEOBEE EEa
Template_6 Template_6 0 e o e o e o
Template_7 Template_7 AEEEEEDEEE EEREEE
Template_8 Template_8 EEEEEEEEEEEEE
MBCO Configuration LS
De
Sector Se
~/SSRAM: 8x@e0o_eeee - ox0eeB_FFFF (8x1808_08ee - @x1e8B_FFFF)
Ox0000_0000 - 0x0000_TFFF NE
0x0000_8000 - ©x0000 FFFF NE
0x0001_0000 - Ox0001_T7FFF NE
Ox0001_B00d - Ox@801_FFFF NE
0x0002_0000 - @x0002_T7FFF NS
Ox0002_B8000 - 0x0002_FFFF NE
0x0083_0000 - €x0003_T7FFF NE
Ox0003_B000 - Ox0Be3_FFFF NE
Bx0004_000o - 0xe004_TFFF NE
0x0004_8000 - @x0004_FFFF NS
0x0005_0000 - 0x0005_7FFF Ne
9x0085_8600 - @x0005_FFFF NE
@x9006_000a - Ox8806_TFFF NE
ex0006_B000 - Ox8806_FFFF NE
Bx0007_0000 - @x0007_T7FFF NE
0x0007_8000 - 0x0007_FFFF NE
0x0088_0000 - @x0008 7FFF NE

5.2.2.5 Miscellaneous

In the Miscellaneous subview, you can set various configuration options. The list of these options depends on processor data, and
varies greatly. All the options influence your register settings, and can be inspected in the Register view. Only some of the options
directly influence configuration that you have made in the Security Access Configuration view. Point your cursor over individual
options to display a tooltip explaining the function of each option.
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ﬂg User Memory Regions 0 Security Access Configuration &3 = 8
RDC | M7 Domain | M4 Domain |Miscellaneous
| ]| Use legacy source names
# M7 Domain
Global Configuration Lock | Lock disabled, registers can be written by any domain v
Enable Global Valid Access Control

" | Enable Global Valid MDAC

# M4 Domain
Global Configuration Lock | Lock disabled, registers can be written by any domain v
Enable Global Valid Access Control

| Enable Global Valid MDAC

Figure 143. Miscellaneous (RDC)

5.2.3 Memory Attribution Map

In the Memory Attribution Map view, you can review access levels set for all masters to the code, data, and peripherals memory
regions on a domain level. The table is read-only.
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“ Memory Attribution Map 2 |$ Access Overview 6% Domains Qverview

ﬁ M4 Domain |

i Domain 1 | Domain 2 |

Show Details Show Code

Show Data | | Show Peripherals

| Filter access for Master: M7 AHB |z|

Show External

SEMC

FlexSP12

FlexSPI11

RDC

RW

RW

RW

XRDC2 Resulting Access

RW RW

RW RW

R-, R-... RW

0x8400_0000
0x83FF_FFFF

0x8300_0000
0x82FF_FFFF

0x8000_0000
0x7FFF_FFFF

0x6200_0000
0x61FF_FFFF

0x6000_1000
0x6000_0OFFF
0x6000_0000

Ox3FFF_FFFF

0x3100_0000
0Xx30FF_FFFF

0x3000_0000
0x203F_FFFF

NCACHE_REGION

SDRAM

BOARD_FLASH

Figure 144. Memory Attribution Map

To set the display options, do the following:

1. Click the Filter access for checkbox to enable filtering options.
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Select the master that you want to review by choosing from the Master dropdown menu.

Optionally, set the security level of the selected master by choosing from the Security mode dropdown menu. This setting
has no effect on the configuration.

Optionally, customize the output by de-selecting the Show Details, Show Code, Show Data, Show Peripherals, and Show
External options.

Optionally, filter displayed memory regions in the Filter area.

Point your cursor over the cells to display a tooltip with information about the security level combination.

Double-click the cell to open the pertinent settings in Security Access Configuration.

5.2.4 Access Overview

In Access Overview, you can review security policies you have set in Security Access Configuration view. The view is divided into
subviews displaying access overview for specific XRDC2 domains.

The vertical axis displays all masters, divided into color-coded groups by their security settings.

The horizontal axis displays memory ranges and slave buses/peripherals.

User Guide for Config Tools for i.MX, Rev. 3, 30 June 2022

User Guide 121 /145



NXP Semiconductors

Trusted Execution Environment Tool

ﬁ M4 Domain |

“ Memory Attribution Map | 9 Access Overview g3 |6% Domains Overview

ﬁ Domain 1 | Domain 2 |

~ Peripherals
ACMP1
ACMP2
EMVSIM1
EMVSIM2
ENET
ENET_1G
FLEXSPI1
FLEXSPI2
GC335 (GPU2D)
GPIO1
IOMUXC
LCDIF
LCDIFV2
LPUART1
MIPI_CSI
MU (A)
USDHC1
USDHC?2

Figure 145. Access Overview

0x8000_0000 - 0x83FF_FFFF [nfa| RW
0x8400_0000 - Ox85FF_FFFF

fa R-
fa R-

RW nja nfa RW RW RW n/a nja RW nja RW

R- nja nfa R- R- R- n/a na R- nja RW
R- nja nfa R- R- R- n/a na R- nja RW

NS-User NS-Priv | S-User S-Priv
2|%|3 1HHE 2
|z §
Slave EEEEE! g Esg
|v Memory
~ ROMCP
0x0020_0000 - 0x0023_FFFF [nfal RW RW [n/a|/n/a| RW [RW/RW[n/a n/a [RW [nfa RW RW [n/a [n/a| RW
~ OCRAM M4
0x2020_0000 - 0x2023_FFFF
~ FlexSPI1
0x3000_0000 - Ox30FF_FFFF [nfa R- R- [n/a n/a nfa [R= R- | n/a n/a [n/a [nfa RW RW
} SIM_DISP
b SIM_M7
~ FlexSPI2
0x6000_0000 - 0x61FF_FFFF
~ SEMC

Point your cursor at an entry to display a tooltip with information about the entry.

You can group the displayed information by security or by masters by using the button on the right-hand side of the toolbar.

5.2.5 Domains Overview

In Domains Overview, you can review access policies of XRDC2 domains you have configured in the subviews of the

Domain view.

Point your cursor over the cells to display a tooltip with information about the security level combination.
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GC355 (GPU2D)
LCDIF1 (eLCDIF)
LCDIF2 (LCDIFv2)

" Memory Attribution Map 9 Access Overview ga Domains Overview £3 = O
M7 Domain M4 Domain

Resource Domain O I Domain 1 I Domain 2 | Domain 0 | Domain 1

- Masters
cAAM B
CM4 AHBC [ [ >4 L 1
CM4 AHBS [ [ K N
CM4 DMA T Ve
oM7 AHB v I R R
oM7 AX v I R R
CM7 DMA v ]
cs I I I R R
ENET QOS - ]
ENET_1G RX I R R .
ENET 16 TX I I R B

ALY

0x0020_0000 - 0x0023_FFFF
~ CAAM Secure RAM
0x0028_0000 - 0x0028_FFFF
b ITCM M4
» DTCM M4
) DTCM (FlexRAM)
~ OCRAM M4
0x2020_0000 - 0x2021_FFFF
0x2022_0000 - 0x2023_FFFF
- OCRAM1
0x2024_0000 - 0x202B_FFFF
~ OCRAM2
0x202C_0000 - 0x2033_FFFF
» OCRAM1 ECC
» OCRAM2 ECC
) OCRAM M7
- FlexSPI1
0x3000_0000 - Ox30FF_FFFF
0x3100_0000 - Ox3FFF_FFFF

Figure 146. Domain Overview

v I I
PXP v - °r ]
USB v I R R .
sorH v R R
USDHC2 e v ]
'~ Memory - e ———_—_—___MmmPP—
) ITCM (FlexRAM)
~ ROMCP

E:)
=
b
=

RW RW RW R- R-

RW RW RW R- R-

W R R

5.2.6 Code generation

If the settings are correct and no error is reported, the code generation engine instantly regenerates the source code. You can
view the resulting code the Code Preview view of the Trusted Execution Environment tool.
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Code Preview automatically highlights differences between the current and immediately preceding iteration of the code. You
can choose between two modes of highlighting by clicking the Set viewing style for source differences. You can also disable
highlighting altogether from the same dropdown menu.

Some AHB with security extension-enabled devices support ROM preset as well as C code. You can choose to have the code
generated in the ROM preset by selecting the option in the Miscellaneous subview.
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Chapter 6
Advanced Features

6.1 Switching the processor

You can switch the processor or the package of the current configuration to a different one. However, switching to a completely
different processor may lead to various issues, such as inaccessible pin routing or unsatisfiable clock-output frequency. In that
case, it's necessary to fix the problem manually. For example, go to the Routing Details view and reconfigure all pins which report
an error or conflict. Alternatively, you may need to change the required frequencies on clock output.

To change the processor in the selected configuration, select File > Switch processor from the Menu bar.

{&] switch processor a X

Switch processor

Select Processor

type filter text

Select Processor/Board/Kit Pins DDR Status
v Processors
v LMX 6Quad
MCIMXECoT v X Cached
v 1.MX 8M Mini Dual
MIMX8MM ok x " Cached
v ILIMXRT
MIMXRT 10520008 v X Cached

Mame your configuration

Select SDK version

Cortex-A53(core#0) v

Finish Cancel

Figure 147. Switch processor

To change the package of the currently selected processor, select File > Switch processor from the Menu bar.
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! Switch package for the Processor | = @

Available Processor Packages

MCIMXBQEAVTOBAD - FCPEGA 624 package
MCIMXBQ4AVTOBAD - FCPBGA 624 package
MCIMKBQEANVTI0AD - FCPBGA 624 package
MCIMXBQ4ANVTOBAC - FCPBGA 624 package
MCIMHEQ4AVTLOAD - FCPBGA 624 package
MCIMXBOTCVTOBAC - FCPBGA 624 package:
MCIMXBQEANVTOBAC - FCPBGA 624 package
MCIMKBQ4ANTI0AC - FCPBGA 624 package
MCIMXBQEANVTI0AC - FCPEGA 624 package
MCIMXBQTCVTOBAD - FCPBGA 624 package

0] 4 ] ’ Cancel

Figure 148. Switch package

6.2 Exporting the Pins table

To export the Pins table, do the following:
1. In the Menu bar, select File > Export.
2. In the Export wizard, select Export the Pins in CSV (Comma Separated Values) Format.
3. Click Next.

4. Select the folder and specify the filename to which you want to export.

5

The exported file contains content of the Pins view table, and lists the functions and the selected routed pins.

sep=;

Pin;Pin name;GPIO;FIM;ADC:UART :5PI;I25; LLWJ; I2C; CHMF; SUPPLY ; LPUART ; USE; 5IM; JTAG; RTC; EWM; Other;Routing for BOARD InitPins
21;PTE0/CLKOUT32K; PTE0/CLKOUT 32K (GPICE, GPIO, 0) ; ;ADC1_SE4a (ADC1,SEs, 4) ;UART1 TX (URRT1,TX);SPI1 PCS1(SPI1,PCS51);;;I2C1 SDA(I2C1,SDR);;;;;PTEO
B1;PTE1/LLWU_PO;PTE1/LLWU_PO (GPIOE,GPIO,1);;ADCL1_SESa (ADC1, SEa, 5);UART1_RX (UART1,RX);SPI1_SOUT (SPI1,SO0UT)/SPI1_SIN(SPI1,SIN);;PTEL/LLWU PO (

C1;PID5;PIDS (GPIOD, GPIC, 5) FTMD CHS (FIMO, CH, 5) ;ADCO_SEEDb (ADCO, SEb, 6) ;URRTO_CTS_b (URRTO,CTS) ; SPI0_PCS2 (SPI0,PCS2) /SPI1_SCE (SPIL1,SCK):::::7:;
::USBO_DM (USBO, DM) :
USED_DF (USEOQ, DF)

G1l; BDCOiDPO/ADCliDPS, H ,RDCOiDEO/ADCliDPS {BDCO DP Q) ,"ADCO DPO/ADCJ DE3 (RDCO SE 0) /RDCO_] DPO/BDCJ DP3 (ADC1, DE 3] /ADCO_DPO/ADC1 DP3 (BDC.’L SE,3):
H1;VREF COUT/CMP1_INS/CMPO_INS/ADC1 SE1&;;;VREF CUT/CMP1_INS/CMPO_INS/ADC1_SE18 (ADC1,5E,18);;;;;;VREF_OUT/CMP1_IN5/CMPO_INS/ADC1 SE18(CMP1,I
2;PIDT/UARTO_TX/FIMO_CH7/FIMO_FLT1/SPI1_SIN;PTD7(GPIOD,GPIO,7);FIM0_CH7 (FIMO,CH, 7)/FITMO_FLT1 (FTMO,FLT,1);;UARTO_TX(UARTO,TX);S5PI1 SIN(SPI1
sRDCO_SET7b/PTDE/LLWU_P15/5PI0_PCS53/UARTO RX/FTMO CHE6/FTMO FLTO/SPI1_SOUT;PTD6/LLWU P15 (GPIOD,GPIO, &) :FTMO_CH6 (FTMO,CH, ) /FTMO_FLTO (FTMO, F
FTD.(/LLWU P13/5PI0_SCUT/UARTZ R¥/LPUARTO R¥/TI2CO_SCL; PTD(/LLHTJ P13 (GFICD,GPIC, 2) ;;;UARTZ RX (UARTZ,R¥);5PI0_S50UT (SPI0, S0UT) ;;PTD2/LLWU_P1
;VREGIN (USBO, VREGIN)
EZ;VOUT33; :VOUT33 (USBO, VOUT33) ; H

F2;ADC1 DMO/ADCO_DM3:;:ADC1 DMO/ADCO_DM3 tADCl DM, 0) /ADC1 DMO/ADCO_DM3 (ADC1,SE,19) /ADC1 DMO/ADCO DM3 (ADCO,DM,3)::: Pi
2;ADC1_DPO/ADCO_DP3;;;ADCL | DEO/’ADCO DP3 (ADC1,DP, 0) /ADCL | DPO/ADCO DE3 (ADCJ. SE,0)/ADC1_DPO/ADCO_DP3 (ADCO DPE, 3) /RDC1 DPO/ADCO DP3 (ADCO, 5E, 3) ;

=

]

=

2]
NN N

E)

A3; PTD&/LLWUiPl‘]/5P107EC51/UR.RTOiRT.Sib/FTMOiCi‘l/EWHilN/SPIliPCSO ETDQ/LLWUiPl‘l [GPIGD GPIO, 4] FIMO C Ha (FIMO,CH, ‘1] H ,UARTCI?RTSJ: (URRTO RIS) sp
BE3;PTD3/5PI0_SIN/UART2_ TX/LPUARTO_TX/I2CO_SDA;PTD3 (GPIOD,GPIO,3);;;URRT2_TX (URRT2,TX);SPI0 SIN(SPIO,SIN);;;I2C0_SDA(I2CO,SDR);;;LPUARTO_TX(
C3;PTDO/LLWU_P12;PTDO/LLWU_ P12 (GPICD, GPIC,0);;;UART2 RIS b (UART2,RTS);5PI0O_PCS0 (S5PIO0, PC50/55) ; ;PTDO/LLWU_ P12 (LLWU, WAKEUP, P12) ;;;;LPUARTO_RT
D3;PTAQ/UARTO_CTS b/FTMO_CHS/JTAG TCLE/SWD_CLK/EZP_CLK:PTAO (GPIOA,GPIC,0);FITMO_CHS (FTMO,CH,5) ; ;URRTO_CTS b (UARTO,CTS):;;:;:::;;JTAG TCLK(JT

Figure 149. Exported file content
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The exported content can be used in other tools for further processing. For example, see it after aligning to blocks in the
image below.

sep=;
Pin ;Pin name

L1 ;PTE0/CLKOUT32K

B1 ;PTE1/LLWU_ PO

C1 ;PIDS

D1 :USBO_DM

E1 ;USBO_DP

F1 ;ADCO_DMO/ADC1_DM3

G1 ;ADCO_DPO/ADC1_DE3

H1 VREF OUT/CMP1_INS/CMPO_INS/ADC1_SE18

A2 ;PTD7/UARTO_TX/FTMO_CHT/FIMO_FLT1/SPI1_SIN

€2 ;PTD2/LLWU_P13/SPI0_SOUT/UART2_RX/LPUARTO_RX/I2C0_SCL
D2 ;VREGIN

E2  ;voUT33

F2 ;ADC1_DMO/ADCO_DM3

G2 ;ADC1_DPO/ADCO_DP3

H2 ;DACO_OUT/CMP1_IN3/ADCO_SE23

B3 ;PTD4/LLWU_P14/SPI0_BCS1/UARTO_RTS b/FIMO_CH4/EWM IN/SPIL_BCSO
B3 PTD3/SPIO0_SIN/UART2_TX/LPUARTO_TX/I2CO_SDA

€3 ;PIDO/LLWU_P12

D3 ;PTAO/UARTO_CTS b/FIMO_CHS/JTAG_TCLK/SWD_CLK/EZP_CLK
E3 V5580

F3 ;VSsR

63 ;VREFL

H3 XTAL32

A4 ;ADCO_SESb/PTD1/SPIO0_SCK/UART2_CTS_b/LPUARTO_CTS_ b
B4 ;ADCI_SESb/PTC10/I2C1_SCL/I2S0_RX FS

c4 V558

D4 ;PTA1/UARTO_RX/FTMO_CH6/JTAG TDI/EZP_DI

E4 ;VDDEL

F4 VDDA

G4 VREFH

Figure 150. Aligning to block

:GPTO

:PTEQ/CLKOUT32K (GPICE, GFI0, 0)

;PTE1/LLWU_PO (GPIOE, GPIO, 1)
:PTDS (GPIOD, GPIO, §)

:PTD7 (GPIOD, GPIO, 7)

ADCO_SE7D/PTD6/LIND_P15/SPI0_PCS3/UARTO_RX/FTMO_CHE/FTMO_FLTO/SPI1_SOUT;PTD6/LLWU_P15 (GPIOD, GPIO, §)

ETD4/LLWU_P14 (GFIOD, GFIO, 4)
:PTD3 (GPIOD, GPIO, 3)

;PTDO/LLWU_F12 (GEIOD, GPIO,0)
;FTMO_CHS (FTMO, CH, 5)

PTRO (GPIOR, GPIO, 0)

;PTD1 (GPIOD, GPIO, 1)
:PTC10 (GPIOC, GPIO, 10)

;PTA1 (GPIOA, GPIC, 1)

s FIMO_CHS (FIMO, CE, §)

yFIMO_GHT (FTMO, CH, 7) /FTMO_FLT1 (FTHO, FLT, 1)
yFTMO_CH6 (FTMO, CH, 6) /FTMO_FLTO (FTMO, FLT, 0) /FTMO_FLTO (FTMO, TRG, 2)
:PTD2/LLWU_P13 (GPTOD, GP10,2) : :

;FTMO_CH4 (FTMO, CH, 4)

s FTHO_CH6 (FTMO, CH, 6)

#RDC
;ADC1_SE4a (ADC1,SEa, 4)
3ADC1_SESa (ADC1, SEa, 5)
$ADCO_SEED (ADCO, SEb, 6)

FADCO_DMO/ADCL_DM3 (ADCO, DM, 0) /ADCO_DMO/ADC
;ADCO_DEO/ADC1_DES (ADCO, DB, 0) /ADCO_DFO/ADC
:VREF_OUT/CMP1_IN5/CMPO_INS/ADC1_SE18 (ADC1

LDCO_SE7b (ADCO, SEb, 7)

:ADC1_DMO/ADCO_DMS3 (ADC1, DM, 0) /ADC1_DMO/ADC
3ADC1_DPO/ADCO_DP3 (ADC1,DP,0) /ADC1_DPO/ADC
#DACO_OUT/CMP1_IN3/ADCO_SE23 (ADCQ, SE,23)

:VSSA (ADCO, SE, 30) /VSSA (ADC1, SE, 30) /VSSA (AL
VREFL (ADCO, SE, 30) /VREFL (ADC1, SE, 30) /VREFL

7ADCO_SESb (ADCO, SEb, 5)
$ADC1_SE6b (ADC1, SEb, 6)

VDDA (ADCO, SE, 29) /VDDA (ADC1, SE, 29) /VDDA (AL
:VREFH (ADCO, SE, 29) /VREFH (ADC1, SE, 29) /VREFE

6.3 Tools advanced configuration

Use the tools.ini file to configure the processor data directory location. You can define the "com.nxp.mcudata.dir" property to set
the data directory location.

For example: -Dcom.nxp.mcudata.dir=C:/my/data/directory.

6.4 Generating HTML reports

You can generate an HTML report file displaying your configuration of Pins, Clocks, and Peripheral tool for future reference.

To generate the HTML report, select Export > Pins > Export HTML Report.

6.5 Exporting sources

It's possible to export the generated source using the Export wizard.

To launch the Export wizard:

1. Select File > Export from the Menu bar.

2. Select Export Source Files.
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(EBpon e

Select ,;‘
Export Source Files I E 5 I

Select an export destination:

type filter text

4 (= Pins Tool

Export HTML Report

Export Registers

Export Source Files

Export the Pins in C5V (Comma Separated Values) Format
» = Processor Data
» [ Tools Configuration

< Back Next > T

Figure 151. Export wizard

3. Click Next.

4. Select the target folder where you want to store the generated files.
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@ Export

Export Pins Source Files

Cortex-A% (Core #0)

ChnxpProjects\Examplelcore #0

Cortex-A% (Core #1)
[C] Export

ChnxphProjects\Examplelcore #1

Cortex-A% (Core #2)
[C] Export

ChnxphProjects\Example\core #2

Cortex-A% (Core #3)
[C] Export

Chnxp'\Projects\Example\core #3

o &S]

* | Browse...

Browse...
Browse...
Browse...
Finish l ’ Cancel

-

Figure 152. Export sources — Select target folder

5. In case of multicore processors, select the cores you want to export.

6. Click Finish.

6.6 Exporting registers

You can export the content of tool-modified registers data using the Export wizard.
To export registers, follow these steps:
1. Select File > Export from the main menu.
. Select the Pins Tool > Export Registers option.

. Click Next.

. Click Finish.
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6.7 Managing data and working offline

With the Data Manager, you can download, import, and export processor data. This feature is especially useful if you want to make
the best out of the tools while staying offline.

[&] Data Manager O X
Select Processor/Board/Kit Pins DDR Status Local Version Remote Version
~ [] Boards -
] IMXRT1050-EVKB v X Cached 0.0.1 N/A
] MCIMX6Q-SDB-REV-B v X Cached 0.0.1 N/A
~ [] Processors -
~ [ i.MX 6Quad -
] MCIMX6C0NT g X Cached 0.0.1 N/A
~ [ i.MX 8M Mini Dual -
] MIMX8MM400KZ X '  (Cached 0.0.1 N/A
~ ] iMXRT -
] MIMXRT 105230008 v X Cached 0.0.1 N/A
Impaort ... Export ... Cached only Select outdated Unselect all Update / Download Clean cached
Figure 1563. Data Manager

6.7.1 Working offline

You can create a new configuration even without access to the Internet by working with cached processor data. To do so you must
download processor-specific data before going offline, or import data downloaded and exported from an online computer.

To work offline, select Edit > Preferences > Work offline from the Menu bar.

6.7.2 Downloading data

You can download required processor data with Data Manager.

NOTE
By default, the data is downloaded and cached automatically during the Creating a new standalone configuration
for processor, board, or kit process.

To download processor data, do the following:

NOTE
Internet connection is required for data download.
1. In Menu bar, select File >Data Manager.
2. In Data Manager, select the processor/board/kit you want to work with from the list.
3. Click Update / Download and confirm.
The data is now downloaded on your local computer, as shown by the Cached status in Data Manager.

You can now close your Internet connection and work with the data by selecting File > New...>Create new standalone
configuration for processor, board, or kit in the Start development wizard.
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6.7.3 Exporting data

With Data Manager, you can export downloaded processor data in a ZIP format.

To export data, do the following:

1.

In Menu bar, select File >Data Manager.

2. In Data Manager, click Export.

3. In Export Processor Data window, select the processor data you want to export.
4.

5. Click Finish,

Click Browse to specify the location and name of the resulting ZIP file.

Data is now saved on your local computer in a ZIP format. You can physically (for example, with a USB stick) move it to an
offline computer.

NOTE
You can also export downloaded data by selecting File > Export > Processor Data > Export Processor Data from
the Menu bar.

6.7.4 Importing data

You can import processor data from another computer with Data Manager, provided this data is available locally.

To import data, do the following:

1.

o o~ 0D

In Menu bar, select File > Data Manager.

In Data Manager, select Import.

In Import Processor Data dialog, click Browse.

Specify the location of the ZIP file that you want to import and click OK.
Choose the data to import by selecting the checkbox in the table.

Click Finish.

The data is now imported to your offline computer, as shown by the Cached status in Data Manager. You can now
work with the data by selecting New...>Create new standalone configuration for processor, board, or kit in the Start
development wizard.

NOTE
You can also import data by selecting File>Import>Import Processor Data from the Menu bar.

6.7.5 Updating data

You can keep cached data up to date with the Data Manager.

NOTE
If you select the relevant option in Edit>Preferences in the Menu bar, data will be updated automatically or after
a prompt.

NOTE

Internet connection is required for data update.

To update cached data, do the following:

1.
2.

In Menu bar, select File > Data Manager.

In Data Manager, filter outdated data by clicking Select outdated.
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3. Click Update / Download and confirm.

You can always check versions of your data by clicking Cached only and comparing version information in the Local Version
and Remote Version columns.

You can clean all cached data by selecting Clean cached. It removes all processor, board, kit, and component data, as well
as SDK info files from your computer.

NOTE
This action does not affect user templates.

6.8 Output path overrides

This section contains rules that override the path, including the name, of the output files generated by the tools. The rules are
applied in the Update Code, Export Wizard, and Command-Line Export commands. The rules are stored in the MEX configuration.

NOTE
An invalid path is logged as a warning and the original non-overridden path is used.

Rules can be edited in the Output Path Override dialog box in the configuration settings. The new rule is added to the end of the
list, the removal is performed for the selected element. The rules are applied to the path in a defined order, which can be changed.
The rule contains:

» Enabled - defines whether the rule will be used by the applied path or skipped.
 Description — used as a user-friendly description of the rule

» Regular expression — matches the overriding parts in the whole output path. The format is taken from the Java
regular expression.

» Replacement expression — used as a replacement of all matches in the path. Substring groups can be referenced by using
placeholder $1, $2 and so on.

The output path override rules can be exported using the wizard to a yaml file. The structure of the yaml file is similar to that of
the dialog box.

Example content of the output path override yaml file:

outputPathOverrides:
-description: Rule group.h
enabled:true

regex: (bo)ar (d) (/.*\.h)
replacement: $2ar$1$3
—-description:Rule2

The second way to set the rules is to replace them by overriding the output path from the yaml file using wizards or the command
line. Rules are used only if all rules are valid. An empty list deletes the current rules. An empty list in the output path overrides the
yaml file.

outputPathOverrides: [
]

6.9 Import pins configuration from legacy tools project

The Pins tool from Config Tools for i.MX helps in importing pins configuration from the existing legacy tools projects with the
following prerequisites.

» Before importing any pins configuration from the legacy tools project, download the required i.MX processor pins tool data to
a local directory.
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» Before importing, create a new configuration for the respective i.MX processor of the given package variant, to minimize the
need of manual correction of the imported pins configuration.
6.9.1 Importing from an 10 Mux Tool design configuration file

You can import an existing pin configuration from an 10 Mux Tool Design Configuration project file (XML) that was used to keep
pin routing configuration within a legacy 10 Mux Tool. The import wizard is used to import pin routing configuration from existing
project XML file compatible with IO Mux Tool version v3.4.0.3.

To import from an 10 Mux Tool design configuration file, do the following:
1. Select File > Import from the Main Menu.
2. Select the Import Legacy IOMux Tool Design Configuration (XML) Format option.
3. Click Next.
4. Select the source file (XML) to import by using the Browse button in the Import dialog.

@Import = @

Import from [OMux Tool Design Configuration XML File

Source file (xml):  Ch\Freescale\iomux_toolprojectshi.MXE0C_EVE_¥3 JoMuxDesign.xml

Figure 154. Import from IOMux Tool Design Configuration XML File

5. Click Finish.

The selected source file is processed and the existing pin configuration for peripheral routing is imported for each peripheral
to the Pins tool. A new function is created for each peripheral instance with all configured pins using the function name
“configure_<peripheral name>_pins” and added into the Routed Pins view.

6.9.2 Importing from a Processor Expert project
You can import the existing pin configuration from a Processor Expert (PEx) project file (PE). The PE file is the main project file
for legacy i.MX pin mux component and is available within the Processor Expert for i.MX tool.
The Import wizard is used to import legacy i.MX pin configuration from the existing PEx project file.
To import from a Processor Expert project, do the following:
1. Select File > Import from the main menu.
2. Select the Import Legacy i.MX Pins Configuration (PEXx for i.MX) Format option.
3. Click Next.
4

. Select the source file (.pe) to import using the Browse button in the Import Pins Configuration from Processor Expert
Project dialog.
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@Import (=] @

Import Pins Configuration from Processor Expert Project

Source file (.pe):  Chnxp\Configurations\ProcessorExpert.pe

Figure 155. Import Pins Configuration from Processor Expert Project

5. Click Finish.

The selected source file is processed and the existing pin configuration for peripheral routing is imported for each peripheral
to the Pins Tool. A new function is created for each peripheral instance with all configured pins using the function name
“configure <peripheral name> pins”and is added into the routed pins.

6.10 Command line execution

This section describes the Command Line Interface (CLI) commands supported by the desktop application.
On error application exits:
» Tools v4.1 and older:
— with '"123321" error code. The reason should be logged.
» Tools v5.0 and newer:
— 1 when parameter is missing
— 2 when tool error occurs
You can chain commands in CLI.
Notes regarding command-line execution:
» Command -HeadlessTool is used as a separator of each command chain.
« Each command chain works independently.

» Every chain starts with -HeadlessTool command and continues to the next -HeadlessTool command, or end. (only exception
are commands from framework which does not need the -HeadlessTool command).

» Commands which don’t need the -HeadlessTool command, can be placed before the first -HeadlessTool if chained, or without
-HeadlessTool when not chained.

» Commands from each tool are executed in given order.
» Commands from framework are not executed in given order.
» The following commands are not executed in given order:
— ImportProject
— Export MEX
— ExportAll
» The application can exit with following codes when unexpected behavior occurs: hen parameter is missing:
— When parameter is missing: 1
— When tool error occurs: 2

Command example:
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-HeadlessTool Clocks -MCU MK64FX512xxx12 -SDKVersion ksdk2 0 -ExportSrc C:/exports/src -HeadlessTool
Pins -MCU MK64FX512xxx12 -SDKVersion ksdk2 0 -ExportSrc C:/exports/src -HeadlessTool Peripherals -MCU
MK64FX512xxx12 -SDKVersion ksdk2 0 -ExportSrc C:/exports/src

For performance reasons, when CLI is expected to be used multiple times with the same processor, the data is only loaded if it
is not already on disk. If there is newer data on the server, it is not updated.

Long-running jobs share data, so they do not get updated in the middle of execution. To update local data that may have a newer
version on the server, use the -updateData parameter.

Recommended usage:

» For manual one time usage, include the -updateData parameter on the CLI.

» For multiple executions, for example, continuous integration set-up you job:

— Use the command with -updateData, which updates possibly outdated data.

— Use all other commands in the package without this parameter:

copy /Y eclipsec.exe toolsc.exe

@rem updates all local data if newer exists

tools.exe -updateData -consoleLog -HeadlessTool Pins

@rem now runs tools many times

tools.exe -consolelLog -HeadlessTool Pins -Load some.mex -ExportAll c:/directory

tools.exe -consoleLog -HeadlessTool Pins -Load other.mex -ExportAll c:/other_directory

@rem and so on.

The following commands are supported in the framework:

Table 17. Commands supported in the framework

framework

Command name Definition and | Description Restriction Example
parameters
Version of the product | -version Shows the build version -version
of the product into the
stdout and continues with
parsing other parameters.
(since 6.0)
Force language -nl {lang} Forces set language Removal of the ".nxp’ folder | -nl zh
o from home directory is
{lang} is in recommended, as some text
1ISO-639-1 standard might be cached
Only 'zh' and 'en’ are
supported
Show console -consoleLog Logs output is also None
sent to Java’s System.out
(typically back to the
command shell if any)
Select MCU -MCU MCU to be selected by Requires —SDKversion -MCU MCIMX6QxxVT

command

Table continues on the next page...
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export

Command name Definition and | Description Restriction Example

parameters
Changes the processor in
the result configuration of
the previous chain

Select Board -Kit Board to be selected Requires —SDKversion -Board FRDM-K22F -
by framework (MCU is command SDKversion ksdk2_0
automatically selected too)

(since 6.0)

Select Kit -SDKversion | Kit to be selected by Requires —~SDKversion -Kit FRDM-K22F-
framework (MCU and command AGMO1 -SDKversion
board is automatically ksdk2_0
selected too)(since 6.0)

Select SDK version -SDKversion | Version of the MCU to be | Requires -MCU command -SDKversioni_mx_1_0
selected by framework

Select part number -PartNum Selects specific package of | Requires -MCU and - -PartNum
the MCU SDKversion commands MCIMX6Q6AVT10AD

Configuration name -ConfigName | Name of newly created Name is used when new -ConfigName
configuration - used in configuration is created by | "MyConfig"

-MCU and -SDKversion
commands

importing toolchain
project

toolchain project

Select tool -HeadlessTool | Selects a tool that should | None -HeadlessTool Pins
be run in headless mode
Load configuration -Load Loads existing None -Load C:/conf/conf.mex
configuration from (*.mex)
file
Export Mex -ExportMEX Exports .mex configuration | None -MCU xxx -
file after tools run SDKversion xxx -
Argument is expected as a ExportM!EX C/exports/
my_config_folder
folder name
Export all generated -ExportAll Exports generated files Requires -HeadlessTool -HeadlessTool Pins
files (with source code and so | command -ExportAll C:/exports/
on. Code is regenerated generated
before export
Includes -ExportSrc and in
framework -ExportMEX
Argument is expected as a
folder name
Create a new -ImportProject | Creates a new Requires -HeadlessTool -HeadlessTool
configuration by {path} configuration by importing | command Pins -ImportProject

Table continues on the next page...
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Command name Definition and | Description Restriction Example
parameters
Parameter is path to the
root of the toolchain project
Generate source files | - File content is inserted Requires -HeadlessTool -CustomCopyright
with custom copyright | CustomCopyri | as a copyright file command c:\test\copyright.txt
ght header comment into
generated source files
(.c, .h, .dts, .dtsi), that
doesn't conatin copyright
Override the output - Path to the file with -OutputPathOverrides
path of the generated | OutputPathOv | rules, that will be used to c:\test\outputPathOverr
files errides override output paths of ideRules.yaml
the generated file.Empty
list of rules removes the
setted rules.
Update locally -updateData Downloads data for -updateData
downloaded data already locally downloaded
data if they have an
update.
6.10.1 Command Line execution - Pins Tool
This section describes the Command Line Interface (CLI) commands supported in the Pins Tool.
Table 18. Commands supported in Pins
Command name Definition and | Description Restriction Example
parameters
Enable tool -Enable Enables the tool if it is Requires -HeadlessTool -HeadlessTool Pins -
disabled in the current Pins Enable
configuration
Import C files -ImportC Imports .c files Requires -HeadlessTool -HeadlessTool Pins
o file1.c C:/imports/file2.c
Importing is done after
loading mex and before
generating outputs
Import DTSI files -ImportDTSI Imports .dtsi files Requires -HeadlessTool -HeadlessTool Pins -
o file1.dtsi C:/imports/
Importing is done after file2 dtsi
loading mex and before
generating outputs
Export all -ExportAll Exports generated files Requires -HeadlessTool -HeadlessTool Pins

generated files

(with source code etc.)

Pins

Table continues on the next page...
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Command name

Definition and
parameters

Description

Restriction

Example

(to simplify all
exports commands to
one command)

Code will be regenerated
before export

Includes -ExportSrc,-
ExportCSV, -ExportHTML
and in framework -
ExportMEX

Argument is expected as a
folder name

Export Source files

-ExportSrc

Exports generated
source files.

The code will be
regenerated before export

Argument is expected as a
folder name

Requires -HeadlessTool
Pins

-HeadlessTool
Pins -ExportSrc C:/
exports/src

Export CSV file

-ExportCSV

Exports generated csv file.

The code will be
regenerated before export

Argument is expected as a
folder name

Requires -HeadlessTool
Pins

-HeadlessTool
Pins -ExportSrc C:/
exports/src

Export HTML report file

-ExportHTML

Exports generated html
report file.

The code will be
regenerated before export

Argument is expected as a
folder name

Requires -HeadlessTool
Pins

-HeadlessTool Pins
-ExportHTML C:/
exports/html

Export registers

ExportRegiste
rs

Exports registers tab
into folder.

The code will be
regenerated before export

Argument is expected as a
folder name

Requires -HeadlessTool
Pins

-HeadlessTool Pins
-ExportRegisters C:/
exports/regs

6.10.2 Command Line execution - TEE Tool

This section describes the Command Line Interface (CLI) commands supported in the TEE Tool.
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source files

The code will
be regenerated
before export

Argument is expected
to be a folder

Command name Definition and Description Restriction Example
parameters
Enable tool -Enable Enables the tool if Requires - -HeadlessTool TEE -
it is disabled in the HeadlessTool TEE Enable
current configuration
generated files (with source code etc.) |HeadlessTool TEE -ExportAll C:/exports/
o ) generated
(to simplify all The code will
exports commands to be regenerated
one command) before export
Includes -ExportSrc, -
ExportHTML and in
framework -ExportMEX
Argument is expected
to be a folder
Export Source files -ExportSrc Exports generated Requires - -HeadlessTool TEE

HeadlessTool TEE

-ExportSrc C:/
exports/src
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Chapter 7
Support

If you have any questions or need additional help, perform a search on the forum or post a new question. Visit community.nxp.com/
community/imx.
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Chapter 8
Revision history

Table 20. Revision history

Revision number Date Substantive changes
0 27 April 2020 Initial release
1 01 July 2021 Minor changes
2 22 December 2021 New features are added, screenshots
are updated.
3 30 June 2022 Updated for v.12
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representation or warranty that such applications will be suitable for the

specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications and
products planned, as well as for the planned application and use of customer’s
third party customer(s). Customers should provide appropriate design and
operating safeguards to minimize the risks associated with their applications
and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary testing
for the customer’s applications and products using NXP Semiconductors
products in order to avoid a default of the applications and the products or of the
application or use by customer’s third party customer(s). NXP does not accept

any liability in this respect.

Terms and conditions of commercial sale — NXP Semiconductors products
are sold subject to the general terms and conditions of commercial sale,

as published at http://www.nxp.com/profile/terms, unless otherwise agreed
in a valid written individual agreement. In case an individual agreement

is concluded only the terms and conditions of the respective agreement
shall apply. NXP Semiconductors hereby expressly objects to applying the
customer’s general terms and conditions with regard to the purchase of NXP
Semiconductors products by customer.

Export control — This document as well as the item(s) described herein may be
subject to export control regulations. Export might require a prior authorization

from competent authorities.
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Suitability for use in non-automotive qualified products — Unless this

data sheet expressly states that this specific NXP Semiconductors product
is automotive qualified, the product is not suitable for automotive use.

It is neither qualified nor tested in accordance with automotive testing

or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive

equipment or applications.

In the event that customer uses the product for design-in and use in automotive
applications to automotive specifications and standards, customer (a) shall use
the product without NXP Semiconductors’ warranty of the product for such
automotive applications, use and specifications, and (b) whenever customer
uses the product for automotive applications beyond NXP Semiconductors’
specifications such use shall be solely at customer’s own risk, and (c) customer
fully indemnifies NXP Semiconductors for any liability, damages or failed
product claims resulting from customer design and use of the product for
automotive applications beyond NXP Semiconductors’ standard warranty and
NXP Semiconductors’ product specifications.

Evaluation products — This product is provided on an “as is” and “with

all faults” basis for evaluation purposes only. NXP Semiconductors, its
affiliates and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this

product remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be liable
to customer for any special, indirect, consequential, punitive or incidental
damages (including without limitation damages for loss of business, business
interruption, loss of use, loss of data or information, and the like) arising out the
use of or inability to use the product, whether or not based on tort (including
negligence), strict liability, breach of contract, breach of warranty or any other
theory, even if advised of the possibility of such damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by customer
for the product or five dollars (US$5.00). The foregoing limitations, exclusions
and disclaimers shall apply to the maximum extent permitted by applicable law,

even if any remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Legal information

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should

regularly check security updates from NXP and follow up appropriately.

Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the

ultimate design decisions regarding its products and is solely responsible

for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution

release to security vulnerabilities of NXP products.

Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.

AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE, Cordio,
CoreLink, CoreSight, Cortex, DesignStart, DynamlQ, Jazelle, Keil, Mali,
Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore, Socrates, Thumb,
TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-PLUS, ULINKpro, uVision,
Versatile — are trademarks or registered trademarks of Arm Limited (or its
subsidiaries) in the US and/or elsewhere. The related technology may be
protected by any or all of patents, copyrights, designs and trade secrets. All
rights reserved.

Airfast — is a trademark of NXP B.V.

Bluetooth — the Bluetooth wordmark and logos are registered trademarks
owned by Bluetooth SIG, Inc. and any use of such marks by NXP

Semiconductors is under license.

Cadence — the Cadence logo, and the other Cadence marks found at
www.cadence.com/go/trademarks are trademarks or registered trademarks of
Cadence Design Systems, Inc. All rights reserved worldwide.

CodeWarrior — is a trademark of NXP B.V.
ColdFire — is a trademark of NXP B.V.
ColdFire+ — is a trademark of NXP B.V.
EdgelLock — is a trademark of NXP B.V.
EdgeScale — is a trademark of NXP B.V.
EdgeVerse — is a trademark of NXP B.V.
elQ — is a trademark of NXP B.V.

FeliCa — is a trademark of Sony Corporation.
Freescale — is a trademark of NXP B.V.

HITAG — is a trademark of NXP B.V.
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ICODE and I-CODE — are trademarks of NXP B.V.

Immersiv3D — is a trademark of NXP B.V.
12C-bus — logo is a trademark of NXP B.V.
Kinetis — is a trademark of NXP B.V.
Layerscape — is a trademark of NXP B.V.
Mantis — is a trademark of NXP B.V.

MIFARE — is a trademark of NXP B.V.

NTAG — is a trademark of NXP B.V.

Processor Expert — is a trademark of NXP B.V.
QorlQ — is a trademark of NXP B.V.
SafeAssure — is a trademark of NXP B.V.

SafeAssure — logo is a trademark of NXP B.V.

Synopsys — Portions Copyright ©2021 Synopsys, Inc. Used with permission.

All rights reserved.
Tower — is a trademark of NXP B.V.
UCODE — is a trademark of NXP B.V.

VortiQa — is a trademark of NXP B.V.
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Please be aware that important notices concerning this document and the product(s) described

herein, have been included in section 'Legal information'.

© NXP B.V. 2016-2021. All rights reserved.

For more information, please visit: http://www.nxp.com
For sales office addresses, please send an email to: salesaddresses@nxp.com
Date of release: 30 June 2022
Document identifier: IMXUG
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